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Abstract
This study explores the emerging economic reality of health data pools from the perspective
of European Union policy and law. The contractual sharing of health data for research
purposes is giving rise to a “free movement” of research data, which is strongly encouraged at
European policy level within the Digital Single Market Strategy. However, it has also a strong
impact on data subjects’ fundamental right to data protection and smaller businesses’ and
research entities’ ability to carry out research and compete in innovation markets.
Accordingly the thesis questions under which conditions health data sharing is lawful under
European data protection and competition law.
For these purposes, the thesis addresses the following sub-questions: i) which is the emerging
innovation paradigm in digital health research?; ii) how are health data pools addressed at
European policy level?; iii) do European data protection and competition law promote health
data-driven innovation objectives, and how?; iv) which are the limits posed by the two
frameworks to the free pooling of health data?
The underlying assumption of the thesis is that both branches of European Union law are key
regulatory tools for the creation of a “common European health data space” as envisaged in
the Commission’s 2020 European strategy for data. It thus demonstrates that both European
data protection law, as defined under the General Data Protection Regulation, and European
competition law and policy set research enabling regimes regarding health data, provided
specific normative conditions are met. From a further perspective, both regulatory
frameworks place external limits to the freedom to share (or not share) research valuable data.
After having defined the features of emerging digital health research courses, the first chapter
assesses the relevance of health data pooling practices as a means of concentrating hightechnology resources and stirring innovation in the life sciences sector. In these regards, the
practice of health data pools is regarded as an evolution of patent pools in the digital
economy. The second chapter highlights the complex values and interests related to health
data. The varied phenomenon of health data pools is proved by some case studies. The third
chapter contextualises the practice of health data pools within the EU Digital Single Market
Strategy. At European Union level digital health and the free flow of information are indeed
identified as strategic areas in respect to the set goal of maximising the innovation potential of
the digital internal market. The fourth chapter enquires the role of European Data Protection
law in respect to the identified efficiency-oriented policy goal regarding health data sharing.
The regulation of health data treatment under the GDPR enables health data pools under arts.
9(2) lett. j and 89 GDPR, setting a research exemption and establishing a special data
protection regime for the processing of health data for research purposes. In this perspective,
it is argued that the research exemption is a rule for the data economy, as the right to data
portability, stimulating data mobility among platforms and thus directly serving innovation
purposes. The fifth chapter demonstrates, that, similarly to the one under the GDPR, also
European competition law entails a research exemption in the form of and outright block
exemption for research and development agreements, also pursuing objectives of economic
and technical progress resulting from the sharing of research precious information. The
analysis shows how both European data protection and competition law establish specific
access regimes regarding research valuable health data, thus enabling the contractual trading
of such data. Against this backdrop, the last chapter thus explores data protection safeguards
and competition remedies, which are relevant respectively for the ex ante and ex post design
of health data pools. Ultimately, the desirability of a “collaborative governance” of health data
pools by data protection and competition authorities is stated.
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Introduction: Object, Methodology and Structure of the Research
The increasing employment of artificial intelligence and machine learning in the biomedical
sector as well as the growing number of partnerships aimed at pooling together different types
of digital health data for research purposes, stress the importance of an effective regulation
and governance of data sharing for innovation purposes in the health and life sciences.
This study explores the emerging economic reality of health data pools from the perspective
of European Union policy and law. It questions under which conditions health data sharing is
lawful under European data protection and competition law.
For these purposes, the thesis addresses the following research questions: i) which is the
emerging innovation paradigm in digital health research?; ii) how are health data pools
addressed at European policy level?; iii) do European data protection and competition law
promote health data-driven innovation objectives, and how?; iv) which are the limits posed by
the two frameworks to the free pooling of health data?
In order to address these research questions, the study employs a highly interdisciplinary and
comparative methodology, particularly focusing on the mutual interactions between European
data protection and competition law in the regulation of the phenomenon of health data pools.
The underlying assumption of the thesis is that both branches of European Union law are key
regulatory tools for the creation of a “common European health data space” as envisaged in
the Commission’s 2020 European strategy for data1. Accordingly, the thesis demonstrates that
both European data protection law, as defined under the General Data Protection Regulation,
and European competition law and policy set research enabling regimes regarding health data,
provided specific normative conditions are met. From a further perspective, both regulatory
frameworks place external limits to the freedom to share (or not share) research valuable data,
which is highly incentivised at European policy level within the Digital Single Market
Strategy.
Against this backdrop, the research is structured as follows.
After having defined the features of emerging digital health research courses, the first chapter
assesses the relevance of health data pooling practices as a means of concentrating hightechnology resources and stirring innovation in the life sciences sector. In these regards, the

1

EUROPEAN COMMISSION, Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions, ‘A European Strategy for Data’,
19 February 2020, COM(2020) 66 final, online available at https://eur-lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:52020DC0066&from=EN, 7.
8

practice of health data pools is regarded as an evolution of patent pools in the digital
economy. As argued, health data pools are a form of private ordering of digital health
innovation, being a direct expression of businesses’ and research entities’ freedom of contract
and business in the datafied and digitised health research environment. The first chapter thus
concludes that in the newly developing data-driven health research environment, contractual
solutions of data sharing are emerging as a new innovation paradigm better, which appears to
be better suited for the achievement of data-driven innovation objectives than an intellectual
property-based innovation paradigm.
Against this backdrop, the second chapter highlights the complex values and interests related
to health data. The varied phenomenon of health data pools is proved by four case-studies,
respectively involving health data sharing between the 23andMe genetic testing company and
various pharmaceutical companies; Google and the pharmaceutical company Sanofi; Google
DeepMind and Royal Free Hospital; and ultimately IBM and Italy. The analysis illustrates
how health data pools give rise to outright innovation networks, where innovation goals meet
health and consumer welfare objectives. At the same time, however, these innovation
networks entail some substantial risks related to newly emerging digital health biases. The
large scale processing of sensitive data indeed directly impacts upon data subjects’
fundamental right to data protection and to non-discrimination. Moreover, the sharing of
health data among economic actors may lead to anticompetitive market outcomes that impair
smaller businesses’ and research entities’ ability to carry out research and compete in
innovation markets.
With health data pooling practices becoming a means of concentrating high-technology
resources and stirring innovation in the life sciences sector, companies’ reluctance to
aggregate their data with the ones of other companies, would lead according to some
commentators to an outright market failure situation2. In this respect, according to a growing
strand of the literature, regulatory incentives and a correspondent legislative action are needed
in order to advance research and innovation in the field of health through the aggregation of
differently owned datasets3. Along similar lines, the innovation-driving function of data
2

B. LINDQVIST, Competition and Data Pools, cit., 147-148. The point is raised also by G. COLANGELO- O.
BORGOGNO, Data Sharing and Interoperability: Fostering Innovation and Competition through APIs, in
Computer
Law
&
Security
Review,
5
April
2019,
online
available
at
https://www.sciencedirect.com/science/article/pii/S0267364918304503.
3
M. MATTIOLI, The Data Pooling Problem, cit., 180, who sees information sharing as a precondition for
innovation. A.K. RAI, Risk Regulation and Innovation: the Case of Rights-Encumbered Biomedical Data Silos,
in Notre Dame Law Review, 2017, 92, 4, 101 ff.; R.S. EISENBERG- A.K. RAI, Harnessing and Sharing the
Benefits of State-Sponsored Research: Intellectual Property Rights and Data Sharing in California Stem’s Cell
Initiative, in Berkeley Technology Law Journal, 2006, 21, 1187, 1196-1199. Against this backdrop, the proposed
legal incentives are both of private nature, as the establishment of a right to property over health data and of
public nature, as the creation of public funders resource creation exercising informal or formal regulatory power
9

sharing practices has been variously acknowledged at European level, where the sharing of
datasets has been recognised as a key factor for a thriving data economy4.
The contractual sharing of health data for research purposes is strongly encouraged within the
European Digital Single Market Strategy, where the “free movement” of research data has
become a central policy concern. In particular, the objective of data sharing has been
increasingly considered by the European Commission, which has stated that “it can become
efficient for companies to share more data they hold with other companies so that the value
resulting from the data can be exploited to the maximum”5. Hence, as will be demonstrated in
the third Chapter, health data transfers are a specific fragment of a much broader economic
phenomenon regarding data flows that is increasingly being considered at European
regulatory level for its innovative and pro-competitive potential6.
However, contracts involving the sharing of data imply the processing of sensitive data, thus
falling under the General Data Protection Regulation, and can be under certain circumstances
qualified as research and development agreements which are relevant under art. 101 TFUE.
After having enquired the developing reality of health data sharing contracts and having
acknowledged the emerging efficiency-oriented European policy objective regarding the free
flow of research valuable digital data, the second part of the study explores the conditions
under which the “free” sharing of health data is lawful under European data protection law
and European competition law.
The analysis under Chapter four and five thus shows how both the General Data Protection
Regulation and art. 101 TFUE interestingly establish a special regime for research data
transfers respectively under art. 9(2) let. j GDPR and under art. 101(3) TFUE and the related
R&D Block Exemption. These provisions appear to establish outright access regimes
regarding scientific data, enabling data mobility among platforms and thus directly serving
objectives of economic and technical progress resulting from the flow of research precious

to promote data pooling. See, e.g., J.L. CONTRERAS, Leviathan in the Commons: Biomedical Data and the State,
in K.J. STRANDBURG- M.J. MADISON- B.M. FRISCHMANN (eds.), Governing Medical Knowledge Commons,
Cambridge, Cambridge University Press, 2017, 9-18. A.K. RAI-R.S. EISENBERG, Bayh-Dole Reform and the
Progress of Biomedicine, in Law and Contemporary Problems, 2003, 66, 289 ff..
4
In 2014, the European Commission has advocated the adoption of protocols for “gathering and processing data
from different sources in a coherent and interoperable manner across sectors and vertical markets”. So
EUROPEAN COMMISSION, Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions, ‘Towards a thriving data-driven
economy’, 2 July 2014, online available at https://ec.europa.eu/digital-single-market/en/news/communicationdata-driven-economy, 6.
5
EUROPEAN COMMISSION, Staff Working Document- Guidance on Sharing Private Sector Data in the European
Data Economy, Accompanying the document Communication from the Commission to the European Parliament,
the Council, the European economic and social Committee and the Committee of the Regions “towards a
common European data space”, 25 April 2018, online available at https://ec.europa.eu/digital-singlemarket/en/news/staff-working-document-guidance-sharing-private-sector-data-european-data-economy.
6
See infra Chapter 3 para 3.2.
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information among economic actors. In this perspective, they both appear to promote freedom
of business and contract regarding the transfer of sensitive research data. However, both
branches of European law also establish specific sets of conditions to which health data
transfers must conform.
Against this backdrop, the third part of the study questions the limits to the freedom of
business and freedom of contract in the transfer of health data established under European
data protection law and European competition law. In this respect, the sixth Chapter explores
data protection safeguards and competition remedies, which are respectively relevant for the
ex ante and ex post design of health data pools.
Data protection safeguards as derived from the General Data Protection’s principles and rules
assure that sensitive data transfers are compliant to data subjects’ fundamental right to data
protection as linked to the rights to non-discrimination and non-commodification of health
research.
Conversely, competition remedies under art. 102 TFUE and commitment decisions in merger
procedures are relevant for the safeguard of competing research entities’ economic freedom.
As will be shown these remedies directly imply the obligation of a dominant market party to
share research valuable information to smaller or weaker players. Because they imply a
further processing of sensitive data, these data sharing remedies need themselves to comply
with identified data protection safeguards.
At a deeper level, the analysis ultimately shows the mutual supportiveness of European data
protection and competition law in the design of health data pools that serve innovation
objectives, for the purposes of diminishing the risks to data subjects’ fundamental rights and
to distortion of competition within the internal market. As the final part of the study argues,
such mutual supportiveness between the two considered regulatory frameworks should be
directly substantiated in data protection and competition authorities’ collaborative governance
of research-based health data pools.

11

Chapter 1- Digital Health Research and Health Data Pools
1.The Technological and Regulatory Context of Digital Health Research
With the advent of the digital economy, also the healthcare sector has been increasingly
relying on digital technologies over the last decade7.
The phenomenon of the digitization of the healthcare sector has triggered the attention of both
European8 and American9 legal scholarship, which has been questioning the legal status of
electronic health records and the related issues of access10, ownership11 and liability12 arising
from the creation of digital health-datasets.
These concerns were amplified as a consequence of the growing practices of information
technology outsourcing by healthcare providers onto third parties providing the needed
infrastructure for the management of the large digital health datasets that were coming into
existence13. Cloud computing services have thus been increasingly relied on by healthcare

7

This is why healthcare has been identified by the European Commission as a core business area where digital
technologies can play a major role. See EUROPEAN COMMISSION, Commission Staff Working DocumentAccompanying the Document, Communication from the Commission to the European Parliament, the Council,
the European Economic and Social Committee and the Committee of Regions on the Mid-Term Review on the
Implementation of the Digital Single Market Strategy, A Connected Digital Single Market For All, 10 May 2017,
online
available
at
https://eur-lex.europa.eu/resource.html?uri=cellar:a4215207-362b-11e7-a08e01aa75ed71a1.0001.02/DOC_1&format=PDF, 57.
8
P. GUARDA, Electronic Health Records: Privacy and Security Issues in a Comparative Perspective, Working
Paper
Series,
26
December
2006,
online
available
at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1528461; J. DUMORTIER-G. VERHENNEMAN, Legal
Regulations on Electronic Health Records: a Prerequisite or an Unavoidable By-product?, 22 December 2011,
online available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1975758.
9
See, among others, A.R. MILLER-C. TUCKER, Privacy Protection and Technology Diffusion: the Case of
Electronic Medical Records, in Management Science, 2009, 55, 7, 1077-1093. S. HOFFMAN-A. PODGURSKI,
Finding a Cure: The Case for Regulation and Oversight of Electronic Health Records System, in Harvard
Journal of Law & Technology, 2008, 22(1), 2 ff.; S. HOFFMAN-A. PODGURSKI, E-Health Hazards: Provider
Liability and Electronic Health Records Systems, in Berkeley Technology Law Journal, 2009, 24, 4, 1524 ff.; N.
TERRY-L.P. FRANCIS, Ensuring the Privacy and Confidentiality of Electronic Health Records, in University of
Illinois Law Review, 2007, 681 ff..
10
S. HOFFMAN-A. PODGURSKI, Finding a Cure: The Case for Regulation and Oversight of Electronic Health
Records System, cit., 8 ff..
11
M.A. HALL, Property, Privacy and the Pursuit of Integrated Electronic Medical Records, Wake Forest Univ.
Legal
Studies
Paper,
n.
13334963,
2014,
online
available
at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1334963; J. ZITTRAIN, What the Publisher can teach the
patient: Intellectual Property and Privacy in an Era of Trusted Privication, in Stanford Law Review, 2000, 52,
1201.
12
S. HOFFMAN-A. PODGURSKI, E-Health Hazards: Provider Liability and Electronic Health Records Systems,
cit., 1528 ff..
13
A. GUPTA-R.K. GOYAL-K.A. JOINER-S. SAINI, Outsourcing in the Healthcare Industry: Information
Technology, Intellectual Property, and Allied Aspects, 10 January 2009, online available at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1325885.
12

providers for they enabled to overcome the limitations of hardware and software traditionally
used by universities and hospitals14.
As foreshadowed by the cited literature, the growing phenomenon of information technology
outsourcing was starting to transform the healthcare industry into an intricate net of
contractual arrangements regulating health data collection, access and transfer through
different sets of platforms, ranging from locked15 to more collaborative ones16. The result of
this was soon identified in the creation of a more fluid and less protected health information
setting17.
As a result of massive surveillance technologies and the proliferation of digital monitoring
sites pervasively capturing and analysing different data types, biomedical research and
healthcare are undergoing deep structural transformations. The availability of a great amount
of digital health data and the advancements of the technologies capable of fruitfully
harnessing them, such as data mining technologies, is indeed offering new perspectives for
the purpose of disease prevention, diagnosis and treatment18. Computational capabilities are
shaping new opportunities of distance tracking and monitoring that are subverting traditional
spatial and temporal restraints of physical trials.
Proof of this is the blossoming of various research projects designed to take advantage of the
scientific value of digital data, in the form of individual or quantified self-type selfexperiments19. Clinical studies are growingly conducted using wearables, enabling new types
of population-wide studies and cohorts20.
In this context, the dynamics of the algorithmic economy has come to change the sources of
health-related information, the means of collection and storage, ultimately the significance of
health-related data for health research and policy making. As a result, correlations and
predictive analytics are expanding the scope of health-inflected data far outside the strictly
medical field21: data mining techniques are making it possible to extract sensitive health
14

F. PASQUALE-T.A. RAGONE, Protecting Health Privacy in an Era of Big Data Processing and Cloud
Computing, in Stanford Technology Law Review, 2014, 17, 595, 601 ff.
15
S. HOFFMANN, Citizen Science: The Law and Ethics of Public Access to Medical Big Data, in Berkeley
Technology Law Journal, 2016, 30, 1741.
16
Underlining the growing complexity of health IT infrastructure, L.A. PISTO, The Need for Privacy-centric
Role-based Access Controls to Electronic Health Records, in Journal of Health & Life Science Law, 2013, 7, 1,
79.
17
Ibid..
18
E. VAYENA-A. BLASIMME, Health Research with Big Data: Time for Systemic Oversight, in The Journal of
Law, Medicine & Ethics, 2018, 46, 119 ff..
19
This is well described by D. LUPTON, The Digitally Engaged Patient: Self-Monitoring and Self-Care in the
Digital Health Era, in Social Theory and Health, 2013, 11, 3, 256 ff..
20
See the analysis by E.S. IZMAILOVA-J.A. WAGNER-E.D. PERAKSLIS, Wearable Devices in Clinical Studies:
Hypes and Hypothesis, in Clinical Pharmacology and Therapeutics, 2018, 104, 1, 42 ff., assessing the future
prospects of integration of clinical trials conducted through wearables in traditional clinical trials studies.
21
J. POWLES-H. HODSON, Google DeepMind and Healthcare in an Age of Algorithms, in Health Technologies,
2017, 7, 351 ff.. Stressing the point also D. LUPTON, Lively Data, Social Fitness and Biovalue: the Intersections
13

information from the most disparate and apparently disconnected data points22, which directly
or indirectly signal actual or future health conditions23. Algorithmic computational techniques
are thus revolutionising the way in which health data are generated and processed.
From a further standpoint, the algorithmic environment is opening new operational spaces in
the healthcare sector for consumer-tech companies that are becoming increasingly active
players in the healthcare field24. These companies do not solely provide the technological
infrastructure needed for the processing of the vast emerging health datasets, but have also
acquired the analytical expertise to run experiments on large databases of spam, web
documents, internet search queries and consumer purchases25. These digital enquiries are ever
more becoming essential sources of scientific evidence and are thus architecturally
transmuting the processes of health knowledge production26.
As a result, the growing employment of algorithmic infrastructures and the advancements in
knowledge extraction that are being applied in the healthcare sector, are given rise to a dataintensive health research environment27. More precisely, the use of data analytics for the
generation of scientifically valuable health knowledge is starting to overturn traditional
approaches to health research, with regards to i) the object of health research; ii) the
epistemiological methodology governing health research courses and iii) the stakeholders that
are involved in health research.
Against this backdrop, the next paragraphs will first enquire how algorithmic methods of
collecting, storing and analysing complex and abundant digital health-related data, are
sensitively altering the traits of traditional biomedical research and thus the resulting markets
of health-related products and services. Hence, the detected scientific and economic changes
will be enquired from the standpoint of their first reflexes at European regulatory level.

of Health Self-tracking and Social Media, 27 September 2015, online available at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2666324; Cf. T. SHARON, The Googlization of Health
Research: From Disruptive Innovation to Disruptive Ethics, in Personalized Medicine, 2016, 6: “in the
framework of medical research using digital data (…) there is a relatively high risk of context transgression”.
22
G. COMANDÈ-G. MALGIERI, Sensitive by distance: quasi-health data in the algorithmic era, in Information &
Communications Technology Law, 2017, 26, 229 ff..
23
G. COMANDÈ-G. SCHNEIDER, Regulatory Challenges of Data Mining Practices: the Case of the Never-ending
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Personalized Healthcare, in Philosophy & Technology, 2017, 30, 93 ff.
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1.1. The Object of Health Research: The Evolving Big Health Data Ecosystem
As the World Health Organization has stressed, in the digital environment, patients are
encouraged to participate in their own care and become the source of other behavioural
information, which comes to integrate strictly medical information28. Biomedical big data
directly stems from the interaction between users and the technology that support their
everyday activities.
This patient-generated information, collected in different domains, forms what the same
World Health Organization has described as a “big health data ecosystem”. This ecosystem
encompasses information not only related to the medical domain, but also information
extending wide beyond it.
With regards to the strictly medical sphere, traditional health-relevant data sources need to be
mentioned, such as electronic health records and prescription data29, diagnostic images and
health insurance data. In addition to these, also making medical devices, wearable devices,
sensors and other digital tools30 meant to track health and fitness conditions31 are becoming a
very important source of health data. In these regards, nutritional tracking apps, weight
management devices, pedometers tracking data subjects’ movements, sleep control apps, all
contribute to charting users’ health conditions and thus to ‘quantify’ and ‘hacking’ users’
lives32.
In addition to health-related services, the WHO identifies as further sources of health data
connected to the medical sphere clinical trials records, biobanks, registries and genomic
databases33; as well as
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public health activities, which lead to the creation of health data collections in the form of
immunization records, disease surveillance34 and vital statistics35.
Stepping outside the borders of the medical environment, other unconventional sources of
health-related data are emerging and becoming growingly important in the new health
research eco-system36. Indeed, through algorithmic probabilistic inferences also personal data
that users decide to share online37 in exchange of (apparently) free services38, are becoming an
additional basis of clinical evidence: in an “economics of signalling”39 the amount of health
information spread online through the net in the forms of communities and frequently asked
questions has been increasing exponentially40. Accordingly, social networks have intensified
surveillance specifically over health-inflected data41. Facebook, for example, has designed an
artificial intelligence application to identify suicidal intent in user-generated content42. The
algorithm designed by Facebook was intended to scan users’ posts, the comments made in
response to those posts and also users’ private messages in order to identify eventual suicide
risk43.
Through the employment of associative and probabilistic analytics, also runaway data
apparently not relate to physical or mental health conditions, but rather relating to
34
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socioeconomic and lifestyle information about travels or financial transactions, or statistical
data referring to crime rates or to house prices in certain areas, have the potential to become
silent and unexpected informants of (current and future) health conditions44.This data is
captured by the technical sensors that constantly keep under surveillance data subjects’
sensitive conditions45.
Together with socioeconomic and lifestyle data, also environmental data related for example
to climate or pollution data as well as wider behavioural or social data, such as GPS
information regarding access to an emergency room or apparently neutral actions such as
online searches or purchases46 could signal the occurrence of an illness47. In these regards, for
example, a credit card website expressly affirmed that credit card purchase information was
used as part of a scoring system predicting the probability of consumers getting chronically
ill48.
If one thinks about the uncountable possible health relations between the most different
aspects and expressions of individuals’ lives and lifestyles, potentially every type of data
spread on the web, could become health inflected49, along the lines of big data’s
decontextualization cycles, well described by Helen Nissenbaum50.
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The above-made examples show that under the current technological developments, healthrelated big data is an evolving ecosystem51, made up of “all health relevant data that can be
made interoperable and thus amenable to predictive data mining for health-related
purposes”52. Put altogether this data contains extremely detailed information of
users’/citizens’/patients’ features at phenotypic, genotypic, behavioural and environmental
levels53.
This digital data is becoming increasingly relevant for the assessment and enquiry over
patients’ medical conditions, thus giving rise to what some strand of the literature has been
referring to as “digital phenotype”54. Thanks to the development of data mining and deeplearning techniques, this vast variety of data differently linked to users’ health can be valuably
exploited in order to infer health-related predictions55.
In this strictly interconnected ecosystem, data generated for a wide range of purposes,
apparently unrelated to biomedicine, entail an enormous potential for health research56.

1.2. New Technological Capabilities and the Emerging Scientific Epistemiological
Approach
The relevance of new types of data for health-related enquiries, is the result of the changed
technological landscape, tracing new patterns of health information production57. The healthrelated uses of expanded data sources are indeed stirred by the new analytical capabilities,
who are pointing the reflectors of healthcare research outside the walls of clinics, stretching
the quantity, the variety and the frequency of health data collection. Hence, together with the
51
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tightening of the algorithmic processing infrastructure, health research is increasingly relying
on varied and integrated datasets, of which strict biomedical and genomic data are just a
minimal portion58. Current technological capabilities make it possible to spot correlations and
patterns among the collected datasets. As some strand of the literature has stressed, “in data
mining, a pattern is a statement that describes relationships in a (sub) set of data such that the
statement is simpler than the enumeration of all the facts in the (sub) set of data” 59. Upon the
identified patterns, big data analytics construct a model or group profile, through which data
are clustered into groups with similar properties60. These pigeonholing processes is leading to
a growing reliance on correlations than on the more sophisticated and rare causality links61.
The hidden patterns that are spotted by machine learning processes are in turn the basis for the
predictions and inferences about users’ health62. Accordingly, the algorithmic processing of
these variously collected data enables the extraction and the finalisation of the entrenched
biomedical value so as to generate new “artificial” scientific knowledge.
The current computational capabilities are thus transmuting the manners in which scientific
knowledge is produced, along the lines of a newly emerging epistemological approach63:
scientific insights are indeed not anymore derived from the combination of theory and
physical evidence64, but just from data65.
It thus seems that the current technological environment is giving rise to a new conception of
science, increasingly relying on the advanced capabilities of collecting and mining large
datasets, detecting patterns and building predictive models upon these patterns. In this frame,
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scientific enquiries are growingly turning from factual explanations to data-driven
predictions66.
The use of automated computational processing methods as a source of scientific evidence
appears to be subverting the ordinary patterns of scientific investigations, traditionally
determined by the combination of theoretical precepts and physical observations67. In the
changed technological landscape, these two traditional tools of scientific enquiry- that is
theory and practice through physical testing- are increasingly displaced by algorithm-driven
models, which provide outputs based on the inputs given by the data that train the model
itself.
The change in the tools used for the production of scientific evidence is linked to a shift in the
parameters upon which the scientific evidence is generated: if the traditional conception of
science was centred upon the paradigm of causality, big data analytics employed for research
purposes appear to be governed by the different parameter of correlation68. This parameter
itself relies on probabilistic and statistical inferences and thus raises some doubts regarding its
trustworthiness69. Indeed, the correlations that orient predictions and thus the resulting
decision-making are hypotheses automatically generated by algorithms that process the
premises resulting from a certain set of data70. These hypothesis can derive from direct
matches when data are close to their original significance as well as from probabilistic links
or predictive guesses71, which are characterised by a growingly weaker link between the
observed or provided data and the inferred ones72.
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Against this backdrop, this new scientific epistemology has been associated by some authors
to the “end of theory”73 and the rise of a scientific “data fundamentalism”74, which creates
new types of biases, in terms of both data quality and data representativeness75.
1.3. Stakeholders Involved in Digital Health
The new technological processing capabilities are not only changing the object of health
research and the tools through which the same research is conducted, but appear to be
transmuting the courses of health research conduction from a subjective standpoint. Indeed,
the growing importance of algorithmic processing methods for both the collection and the
processing of health-inflected data is opening up new operational spaces in the field of health
research for high tech companies. These companies do not solely provide the technological
infrastructure needed for the processing of the vast emerging health datasets, but have also
acquired an analytical expertise that has been developed to run investigations on large
databases made up by various internet search queries and consumer purchases.
These technological capacities are increasingly needed for the purposes of scientific enquiries,
this progressively attracting digital companies to so called body-based markets76. This is a
particularly interesting phenomenon given that consumer tech companies did not have an
interest in health and medicine in the past77.
A few examples will suffice to demonstrate the growing attention given to the healthcare
sector by high-tech giants. Apple, for instance, launched in September 2014 a so-called
‘HealthKit’, a software platform that collects users’ health, fitness and medical data, bringing
these together into one place for users to view. The innovative feature of the platform lied in
the fact that it enabled the sharing of the collected data with healthcare professionals. The
‘Healthkit’ was further developed, resulting in the so-called ‘ResearchKit’78, an open source
framework enabling researchers to conduct medical research on iPhones. It is aimed at
collecting data of research subjects, handling them back to researchers. Leading medical
institutes in universities worldwide have started to use Apple’s ‘ResearchKit’ for the
conduction of several studies regarding some important illnesses such as asthma, diabetes,
73
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and Parkinson’s79. More recently, Apple has declared its intention to develop an app enabling
the download of electronic medical records collected from participating hospitals and clinics,
as well as from Apple devices, directly onto users’ smartphones80.
Similarly, also Facebook has developed a ‘Genes for Good’ app aimed at generating and
analysing an enormous database of health and genetic information81. Facebook’s involvement
in health research has awaken great discussions in the literature82 particularly in respect to its
2014 “emotional contagion” study resulting from the testing of the emotional value of nearly
700.000 users83.
Ultimately- and maybe most significantly- also Google’s investment in the healthcare sector
has been radically expanding over the last years, as reflected by projects such as Google Flu84
and Google Health API85, or by the foundation of new Google’s spin-offs such as Google
Genomics86, Google DeepMind or Verily87, Calico88 and City-Block Health89 and Google
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Brain90. Google Brain’s task has been that of analyzing thousands of electronic health records
through artificial intelligence tools in order to predict clinical outcomes, such as in-hospital
mortality and diagnoses at the time of discharge. In a study published in 2018, Google
scientists concluded that these models where more accurate than traditional clinical predictive
models91.
Google has also engaged in other ambitious projects such as the Baseline project92 and
23&me93. Google’s action in the healthcare sector has lately become so intense that some
scholars have appointed the phenomenon as the “Googlization of health research”94.
Similar activities have been carried out by other high tech companies, such as IBM and
Amazon. The former, for example, has established the business unit Watson Health,
delivering cloud-based access to its Watson computer in order to analyse healthcare data.
Through the cloud service, researchers and physicians will be able to share and analyse health
data in order to detect trends and correlations through artificial intelligence tools. The
platform will thus make it possible to aggregate health data stemming from the most disparate
sources, as clinical claims, accounting, billing, devices and online community95.
Likewise, also Amazon has recently come to market a software named Amazon Comprehend
Medical, which uses artificial intelligence in order to identify and analyse text based medical
information, extracting health information as diagnoses and medications from text files and
identify relationships between different data points96.
The new forms of technological and computational expertise that these companies offer is
significantly changing the health research environment and has the disruptive aptitude to
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determine future research patterns97. Indeed, the technological infrastructures and the data
analytics capacities- in terms of artificial intelligence and machine-learning algorithms- these
companies provide are way superior to those that are available to traditional healthcare
providers such as universities and hospitals98. This is creating new forms of dependencies,
since it is becoming increasingly necessary for research institutes to partner with companies
providing the relevant research set-up. As a result, big data companies are gaining a key role
in enabling and defining scientific research patterns.
1.4. The Newly Emerging Paradigm Of Health Research
The above-traced developments are significantly subverting that what can be identified as a
traditional health research paradigm.
This paradigm is indeed characterised by the following basic features: i) the research is
carried out over human subjects; ii) the essential precondition for any research endeavour is
research subjects’ informed consent; iii) accordingly, the purpose and the context of the
research is limited to a specific project and secondary use of the gathered information is
exceptional; iv) the research is based on a physical intervention on the life or body of a
human being99; v) the research is site-related, that is, territorially-based and thus territoriallylimited; vi) the research is conducted by one or more, but still ex ante identifiable, research
sponsors; vii) the responsibility of the research is thus allocated onto specific actors.
It is to be questioned whether this paradigm of health-related research and the corresponding
legal framework are still suitable in the algorithm-driven health research. Indeed, in the
networked health research environment, where digital companies are becoming increasingly
important players, the health research ecosystem is evolving around different traits, and rather
opposite in respect to the ones recalled above.
The newly emerging research patterns are indeed i) carried over digital data that intrinsically
or extrinsically- that meaning in combination with other data- entail health information; ii) in
the interconnected research ecosystem, the importance of informed consent as a mean of
controlling and tracing disclosed personal information needs to be reconsidered100; iii) the
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purpose and the context of health data processing is under constant change, this leading to an
unceasing re-use of health data on which current digital health research is based; iv) digitised
research is moving along the lines of remote monitoring, which is increasingly replacing
physical intervention in favour of automated analysis of constantly updated datasets; v)
territoriality is being replaced by the ubiquity of data analytics; vi) in the networked, digitised
research environment, both the blossoming of outsourcing practices and partnerships, and the
generative nature of algorithmic analytics, renders it highly difficult to trace the actual ‘trial
sponsors’; vii) this, ultimately blurs the borders between the involved actors’ research
liabilities.
Against this backdrop, the digital algorithmic environment is shaping a new health-related
research paradigm, in respect to which specific regulations based on that what some strand of
the literature has defined the “clinical trial model”101 result to be largely inappropriate. A first
demonstration of this is given by some recent regulatory developments occurred at European
level, which appear to be a direct response to the changes occurring at the previous stage of
health research.
1.5. Regulatory Developments From the Perspective of the Data: the case of
Pharmaceutical Research
The above highlighted changes are starting to concretely impact on pharmaceutical research
and development.
As the Council of the European Union has highlighted, the “availability of high quality health
data for research and innovation enables the creation of new knowledge to prevent diseases, to
achieve earlier and more accurate diagnosis and to improve treatment, in particular supporting
personalised medicine (…)”. Along these lines, the combination of “data sets from different
data sources and across borders is especially important in the field of rare and low-prevalence
complex diseases”. Similarly, the work undertaken by the European Reference Networks is
worth taking into consideration, since it has been constituted to establish a dedicated IT
platform for pooling expertise, information expertise, information exchange and mutual
learning, acknowledging the potential of these networks for enhanced data sharing that would
benefit research and innovation, particularly in the area of rare and low prevalence complex
diseases.
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Outside the institutional context, an increasingly important role for pharmaceutical research is
online social networks, where communities of individuals have been formed for the
establishment and the pursuing of health research projects. The type of research conducted by
these communities is characterised by self-experimentation, self-surveillance, analysis of
genomic data, and genome-wide association studies102. Moreover, the already recalled mobile
technologies are opening new trial endpoints, which also contribute to render the current
pharmaceutical research environment more varied103.
This is why some strand of the literature104 is questioning the future evolution of the notion of
clinical trials- and the data deriving from it- in light of the newly emerging needs of novel
adaptive trial designs, platform trials, and other novel forms of trials design105.
From a further perspective, digital health data are becoming increasingly important in those
research areas where there is an increased risk of exposure to unknown substances and side
effects; where it would be extremely costly to start research or where there are not enough
patients to test the substances106.
The increasing importance of data analytics in the current research environment is leading to a
progressive reconsideration of traditional models of pharmaceutical research. The more
sophisticated analytical capabilities are paving the way for new molecular-based testing
techniques, relying from the combination of automated processes and the improved
understanding of human genetic variation107. Additionally, predictions rendered by the
available computational means are being employed for the forecast of disease risk among
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healthy subjects and of the therapeutic response among patients. These predictions are getting
an increasingly useful knowledge for drug development and drug discovery108 and for
tailoring the design of medicinal products and thus treatments to specific patient types,
especially with regards to smaller subgroups of treatment-eligible patients. Ultimately,
projects based on big data are used for comparing the safety and efficacy of drugs in real
world settings109.
The growing importance of digital health data in the assessment of medicines safety and
efficacy is starting to trigger some important developments at regulatory level110 in terms of
faster regulatory approval processes and shorter R&D timelines to market entry.
The European Medicines Agency is currently taking into consideration adaptive pathways
schemes that allow for early and progressive access to medicines to a limited group of
patients through conditional approval, with staged approvals and enhanced access prospects
based on the emergent evidence on the benefit-risk balance of a product, as given by a
combined evaluation of clinical trials and other ‘real-world’ data111. This means that the
assessment of safety and efficacy of pharmaceuticals will likely occur on the basis not only of
physical clinical trials data, but also of various “real-world data”112. As has been clarified, the
term “real-world data” is used to describe healthcare-related data that is collected outside of
randomized clinical trials. This type of data is more precisely gathered from registries,
electronic health records (EHRs), and insurance data either in specific observational studies or
through continued monitoring of use, benefits and risks113.
The importance of real-world data has been acknowledged by the European Medicines
Agency at the latest joint meeting together with the Human Scientific Committees’ Working
Parties with Patients’ and Consumers’ Organisations (PCWP) and Healthcare Professionals’
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Organisations (HCPWP) on the 17th and 18th April 2018, where the Agency specifically
highlighted the importance of real world data for the regulation of pharmaceuticals, especially
for the purposes of monitoring unexpected and long-term risk114. More specifically, the
Agency discussed case studies regarding the enhancement of drug development through the
employment of real-world data, and the emergence of contrasting findings between real-world
evidence with those from traditional randomized trials115. Ultimately, it stressed the
importance of real-world evidence for the understanding of therapeutics’ complexity.
The key relevance of “real world data” as a support for evaluation and supervision of the
safety and efficacy of pharmaceutical products licensed in the EU has been very recently
stressed by a Summary Report of the Heads of Medicines Agency (HMA) and EMA Joint Big
Data Task Force released on the 13th February 2019116. In the report the agencies recognize
the importance of a great variety of data in the lifecycle of drug development, which go
beyond traditional sources of evidence to support decision making, which is much broader
than the traditional clinical trials data,117. More precisely, the report identifies six categories
of data which are relevant for pharmaceutical R&D118. The report refers to a variety of data,
including, amongst others, “observational data”, “social media data” and “mobile health
data”119.
The opportunity to integrate the scientific evidence derived from these data into regulatory
decision making across the pharmaceutical products’ lifecycle are groundbreaking: as the
report highlights, the chances given by these data for the research and development of new
drugs are related to the improvement of efficiency and cost-effectiveness of the processes of
drug discovery and development, through quicker identification of drugs’ responsiveness and
adverse reactions120. Moreover, the consideration of a variety of patients’ real world data,
signaling also lifestyle factors, can help incorporating a holistic picture of the patient in drugs’
design, with that posing the grounds for the advancement of personalized medicines121.
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As the agencies recognize, these chances need to be maximized through an adequate
regulatory recognition assuring that the regulatory system has the capability and the capacity
to guide, analyze and interpret these data. In these regards, the agencies stress the importance
of defining technological standards for digital data used for regulatory purposes. The
definition of these standards is deemed as a fundamental safeguard to overcome problems of
uncertainties regarding the quality of the data and the trustworthiness of the generated
evidence122. Real world data used for the purposes of scientific evidence are indeed of
unstructured, heterogeneous and unvalidated nature and it is difficult to determine the exact
source of it.
From a strictly legal perspective, the agencies interestingly point out that the ownership of
“real world data”, otherwise called “observational data”, resides onto multiple stakeholders,
many of them have no specific obligations with regards to regulatory agencies. This renders it
extremely difficult to level out such data with regards to the quality and accurateness.
In these regards, the agencies stress the need to condition the use of these “real world data” to
the respect of quality standards with regards to the source of the data, its transformation and
aggregation123. Since the obligation to observe these standards cannot be posed onto the
stakeholders who generate and own the relevant data but who are not directly involved in the
regulatory process, it could be desirable to set the duty to conform to such standards onto the
companies who directly make use of such data for their marketing requests.
According to the agencies, the enactment of quality control measures and findings should be
subject to adequate transparency measures which inform the whole regulatory landscape
regarding pharmaceuticals124. In line with the recent transparency initiatives that have been
enacted at regulatory level in the field of both pharmaceuticals and medical devices
regulation125 with the creation of databases regarding regulatory-relevant information, a
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relevant option could be the establishment of a standardized database managed by the
European Medicines Agency regarding non-clinical trials data used for the purposes of the
evaluation of medicinals’ safety and efficacy.
Although containing very early thoughts on the possible regulatory and policy responses to
the datification of health research and market, the report issued by the two regulatory agencies
is to be welcomed as a starting point in the reflections regarding the need to adapt the
regulatory framework to the occurring shift from a closed- to an open-ended research
environment126.
The opportunity to modernize regulatory approaches to the developing setting of the
pharmaceutical research and development environment is being taking into account also in the
United States. Here, the FDA has very recently declared its intention to find new strategies in
order to “modernize clinical trials to advance precision medicine, patient protections and more
efficient product development”127. The inclusion of other data different from the ones derived
from traditional clinical trials investigations, is recognized as the agency’s priority. In this
regard, the agency has launched a “clinical trials transformation initiative”128, evaluating “the
role of decentralized clinical trials and mobile technologies”129. As the European Medicines
Agency, also the American drugs’ regulatory agency is thus looking at new research
paradigms capable of turning down the barriers between digital data and clinical research. The
new research frontiers are meant to generate a new type of scientific evidence, ready to be
shared among stakeholders of what is forecasted as a “learning health care system”, in which
pre-marketing research continues to learn from what occurs after the marketing stage. With
regards to the subsequent phase of the marketing of pharmaceutical products, indeed, big
health datasets can be used to assess post-marketing adverse events and thus the safety of
pharmaceutical products130.
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1.6. Regulatory Developments from the Perspective of the Technology: the Case of
Medical Devices
In addition to the transformation of the regulatory pharmaceutical landscape, the rising
employment of data analytics in the health sector is also changing the features of medical
devices.
Already in 2014 the European Commission was acknowledging the existence of more than
100.000 apps related to mobile health131, highlighting that the landscape of mobile health is
extremely varied, encompassing “mobile phones, patient monitoring devices, personal digital
assistants, and other wireless devices’ as well as ‘applications such as lifestyle and wellbeing
apps as well as personal guidance systems, health information and medication reminders
provided by sms and telemedicine provided wirelessly”.
These mobile devices increasingly carry out tasks that are traditionally performed by medical
devices, such as the monitoring of symptoms, the diagnosis of disease and the administration
of medicines.
From a legal standpoint, e-mobile health technologies and the phenomenon of “appification”
is challenging the borders of the legal notion of medical device. In this perspective, it must be
noticed that until recently, there has been great regulatory uncertainty with regards to what
extent a health app amounts to a medical device and thus falls under the respective regulation.
The issue is of utmost importance given that the qualification as a medical device means a
greater regulatory burden for manufacturing companies, in terms of enhanced control over the
safety and efficacy features of devices that interact with the human body and that have thus an
ultimate influence over users’ health.
Indeed, the European “medical device framework”, which has been recently amended by the
Medical Device Regulation132, sets up precise safety requirements as well as a number of
documentary and investigative procedures that must be followed in order to provide evidence
of compliance. In case the products meets regulatory requirements, the EU certification is
issued, which enables the same product to circulate across the European marketplace133.
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The medical device framework applies also to standalone softwares134. In these regards, the
same European Court of Justice has stated that art.1(1) and art. 1(2)a of the Council Directive
93/42/EEC of 14 June 1993 concerning medical devices, as amended by Directive
2007/47/EC of the European Parliament and of the Council of 5 September 2007, is to be
interpreted as to include also software, “of which at least one of the functions makes it
possible to use patient-specific data for the purposes, inter alia, f detecting contraindications,
drug interactions and excessive doses, is, in respect of that function, a medical device within
the meaning of those provisions, even if that software does not act directly in or on the human
body”135.
Upon these premises, the European medical device framework restricts the scope of medical
devices upon the criterion of “intended purpose” of use, this meaning that the manufacturer
must have intended the device to serve a medical purpose136. Interestingly, the Court of
Justice of the European Union has clarified that the criterion of the ‘intended purpose’ is to be
applied also to softwares employed in the medical field137.
As some strand of the literature has acknowledged138, the “intended purpose” criterion is
double-edged. On the one hand it is meant to free from the rigors of the medical device
framework- and with that promote the innovation and spread of- softwares that do not fulfill a
medical purpose but that carry out neighboring functions such as well-being apps or similar
devices. On the other hand, however, this subjective criterion appears to exempt from
compliance to the set safety requirements those self-tracking devices and the wide range of
apps that, for example, encourage a healthy living, with that indirectly preventing diseases, or
that measure physiological parameters without being specifically destined to ‘medical
purposes’. This raises some significant concerns if one thinks that these devices actually
interact and thus have an impact on users’ health.
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Facing this problem, the European Commission had issued some guidelines regarding the
qualification and classification of standalone software as a medical device139. These
guidelines appear to be extremely interesting since they identify as a relevant criterion the fact
that the software is intended to interpret-or to facilitate the interpretation of- data by
modifying or representing health related individual information. Hence, according to these
guidelines, only in case the app transforms and interprets the collected data in order to render
and construct a specific image of users’ health, then the app is to be qualified as a medical
device140. Conversely, if the app merely collects, stores and transfers data, then it does not
have to comply with the medical device framework141. Again, the rationale of this distinction
is that only those devices which impact on- and thus pose a risk to users’ health- need to
comply with the safety requirements established by the medical device framework.
The issue of the qualification as a medical device of health apps has been recently taken into
consideration also by the Court of Justice of the European Union in its decision on the case C329/16 Snitem and Philips France. On this occasion, the Court has argued that a standalone
software is to be qualified as a medical device within the meaning of art. 1(2) of the Medical
Device Directive disregards the fact that it interacts on or with the human body, in case the
app serves a medical purpose, this meaning that it “assists” the “prevention, monitoring,
treatment or alleviation of disease”.
Both the Guidelines issued by the European Commission and the case brought in front of the
Court of Justice of the European Union reveal that the spread of digital tools interacting with
users’ health are challenging the legal notion of medical device, with that raising a new set of
new and rather unexplored safety concerns, which would need to be properly addressed by
regulators in light of the ductile nature of these apps and the diverse risk to users’ health that
they pose.
According to a strand of the literature, the issue should be re-considered favoring a risk-based
scaled approach, also taking into account the deeper fact that the proliferation of these digital
tools is blurring the lines between acts of medicine and activities associated with wellbeing142. Indeed, the increased attention to the prevention of diseases is leading to a
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heightened use of monitoring devices, which collect physiological and lifestyle data, which
are then further aggregated into medical data. These combined datasets are then used for the
purposes of treatment or other broader medical decisions. In this perspective, it is evident that
a wide range of well-being devices are currently carrying out an ancillary function in respect
to traditional medical devices. This means that although not “officially” used in the treatment
process of a patient, the data rendered by well-being devices are nonetheless important
informants used by the patient to orient its treatment and thus- although indirectly- to orient
decisions over his/her health conditions. The acknowledgment of this should also lead to the
consideration of the risks for users’ health stemming from the employment of apps that,
although not legally qualified as medical devices, serve an analogous function143.
While in the European Union the enactment of a stronger regulation regarding medical
devices, establishing higher safety requirements, is opening up a big regulatory gap between
the devices falling under the Regulation and those who are not qualified as a medical device,
the United States are adopting a more flexible approach.
The FDA has indeed issued a Digital Health Innovation Action Plan, assuring “timely access
to high quality, safe and effective digital health products144. Amongst other initiatives, the
Plan comprises the “digital health software precertification pilot program”, which replaces the
need for a premarket submission for certain digital health products and provides for faster
review of the marketing submission for other similar products. The program proposes a new
approach to the regulation of digital health software products, based on the features of the
producer rather than of the product. Under this firm-based approach, the FDA evaluates, on
the basis of objective criteria, the satisfaction of health software developers’ organizational
features regarding the software design, validation and testing procedures. The companies that
result compliant get a pre-market certification allowing them to market their low-risk digital
health devices without additional review of the FDA or through a more streamlined premarket
review, including reduction of submission content or faster review of content145.
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The firm-based approach proposed by the FDA seems to well suit the digital health
environment where the notion of medical devices is stretched not only to include softwares
with medical implementation, but is additionally challenged in respect to the digitization of
pharmaceutical development. Some of the latest FDA clearances regarding mobile medical
applications clearly show the increasing overlap between the medical devices’ and the
pharmaceutical products’ regulatory spheres146, for which a same software could qualify as a
medical device or as a support for treatment through integration with a medicinal product. In
this light, the shift from a product- to a company-based approach could provide the necessary
adaptiveness for regulating the fast-evolving health technology market.
In the digital health sector, as a consequence of the convergence between medical devices and
pharmaceuticals, the area of ‘borderline” digital products is sensitively growing147. The
emergence of multi-faceted treatment systems, combining software and pharmaceutical
products has been taken into consideration by the Medical Device Regulation, which demands
stronger collaboration with the European Medicines Agency in the deliberation process
regarding the regulatory status of products in borderline cases148 and requires an appropriate
interaction “in terms of consultations during pre-market assessments and of exchange of
information in the context of vigilance activities between competent bodies under the same
Medical Device Regulation and the Directive 2001/83/EC of the European Parliament and of
the Council on the Community code relating to medicinal products for human use149.

146

On 10 December 2018 the FDA has announced the clearance of a mobile medical application to treat
substance abuse. It is the first time that a mobile app grants marketing license as a prescriptive treatment. K.
MARTENS, FDA Clears Mobile Medical Application for Patients with Opioid Use Dirsorder, 19 December 2018,
online available at https://www.lexology.com/library/detail.aspx?g=21c8632e-22d4-48f5-b66e-78a915bbef34.
Nearly a year earlier, the FDA had authorised marketization of a pill combined with a sensor that tracks patients’
response to the medication. See FOOD AND DRUG ADMINISTRATION, FDA approves pill with sensor that digitally
tracks if patients have ingested their medication, 13 November 2017, online available at
https://www.fda.gov/NewsEvents/Newsroom/PressAnnouncements/ucm584933.htm.
147
On the issue of so called ‘borderline products’ see T. TSELIOU, Balancing Protection of Public Health and
Safety With the Free Movement of Goods in the EU Medical Device Sector: the Case of ‘Borderline Products’
classification,
Discussion
Paper
2005-008,
online
available
at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2585539.
148
Recital 8 of the Medical Device Regulation.
149
Recital 10 of the Medical Device Regulation.
35

2. The Organizational Patterns of Digital Health Research: The Rising Phenomenon of
Health Data Pools
As the above paragraphs have shown, the health-related markets of both medicinal products
and medical devices are undergoing a radical transformation due to digitalisation processes.
The transformations can be summed up as follows. First, the medical device landscape has
increasingly become “appified”, triggering the need to extend the legal notion of medical
devices, comprising also stand-alone softwares, as the European Court of Justice has
acknowledged. This means that in order to be trained and tested, these softwares need a vast
amount of patients’ health data.
Likewise, also pharmaceutical research and development processes are increasingly relying
on a variety of data that are taken from far outside the restricted scope of clinical trials and
comprise also non directly health-related “real world data”. The advantages in terms of
efficiency and results that the inclusion of these non-strictly clinical data provide, are
currently being considered by the European Medicine Agency in the context of regulatory
procedures.
Third, the digitisation processes are extending the area of so-called borderline or combined
health products, this also leading to the need to reconsider the competence sphere of
regulatory authorities or the relationships between them, such as the European Commission
and the European Medicines Agency.
As the above-outlined analysis shows, innovation in health-related markets, such as the ones
of medical devices and pharmaceuticals is growingly occurring through the door of
digitisation and datification courses150. This means that in the algorithm-driven economy
highly complex data-sets as well as highly sophisticated analytical techniques are needed in
order to achieve innovation in health-related markets151.
The importance of technological assets in terms of data and the related processing
infrastructure for the advancement of the scientific and technological progress are having
direct a direct impact on the organisational patterns that are coming to govern the production
of health-related products and services152.
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Indeed, traditional actors in the healthcare setting, such as pharmaceutical companies or
public healthcare providers, lack of the needed information-technological expertise and are
thus increasingly looking for the support of big data companies owning mass amounts of
users’ data and controlling the standard technical infrastructure needed to run more
sophisticated experiments and to provide prompter clinical responses. On the other hand, big
data companies entering health markets need the more sophisticated health-related data and
the expertise traditional stakeholders in the healthcare sector have.
As a result of the matching between these different economic interests, the conduction of
healthcare research is starting to evolve around a complex architecture, where courses of
biomedical innovation are driven by new forms of collaborative networks153 between hightech companies, and traditional stakeholders in the health sector such as pharmaceutical
companies and public health providers154.
In this regard, some strand of the literature has referred to “health data ecosystems” in order to
describe the “technical and social arrangements underpinning the environments in which
health data is generated, analysed, shared and used”155.
As will be better shown below, the main features of such networked architecture appear to be
the strict interconnection and interoperability156 between the stakeholders involved in the
conduction of health research.
The interconnection that is characterising the current developing health research environment
appears to allocate the production of biomedical knowledge onto a “distributed heterarchical
era of pharmaceutical innovation as a consequence of information technology advancements, where “biological
research will be driven by data”.
153
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network”157 in which the relationships are subject to continuous change and develop upon the
basis of evolving communication processes that ultimately build an eco-system of
relationships.
This new social constellation reflects itself into a “network of contracts” governing the
composite interests involved in the treatment of digital health-inflected data158. In such ecosystem every player involved has different tasks and capabilities and brings into the
consortium different types of assets and technical background159.
Overall, the sharing of the different types of health data among the involved actors is
increasingly becoming a means to improve and fasten the design of digital health products, in
terms of optimisation and personalisation of the manufacturing processes and with related
gains in terms of quality of the resulting products160.
As the case studies analysed in the next chapter will better show161, the sharing of
technological information among involved parties can occur under different legal schemes
depending on the object of the transfer- i.e. whether solely data or also technology being
transferred, the objectives of the partnering actors and the public or private nature of these
same actors. Due to their formal variety, health data sharing practices taking place among old
and new actors in digital healthcare markets can be described through the term “data pools”.
The phenomenon of data pooling is being increasingly referred to by a strand of the literature
with regards to the agreements made by firms for the sharing of “their digitalised information
regarding a given market, in reference to a given service or generally in an industry, or within
an e-ecosystem”162.
Pooling practices as a means of concentrating high-technology resources and stirring
innovation in health-related markets, is a traditionally well-known phenomenon. Patent
pooling schemes have indeed been largely used in the pharmaceutical sector163, with the
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purpose of the licensing of complementary patents by means of a single agreement and at a
standard royalty fee, with the related benefits in terms of cost cuts164.
At their very essence, patent pools are a form of technological cooperation between different
right owners willing to speed up the process of cumulative innovation165. The assembling
together of technological assets enables companies to put themselves together to remain at the
forefront of information technology developments166, through incentivising coordination
mechanisms among participants and the prevention of opportunistic free-riding conducts167.
Especially in the pharmaceutical sector, the pooling together of patents has been looked at as
a remedy for the growing problem of “patent thickets”168, consisting in a bundle of different
and intersecting property rights over technology assets and freezing down-stream
innovation169. As has been observed, indeed, “numerous issues as intellectual property (IP)
protections and funding can be cumbersome or completely inhibitory to establishing
collaborative ventures and must be overcome to facilitate this process and realize the
potentially immense benefits”
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. A way to overcome these hurdles to the stimulation of

fruitful research endeavours has been identified in the creation of “IP-free zones” that “would
open new areas of R&D to precompetitive collaboration”171.
As a result of the above-described transformations related to the datification and digitisation
of health research, innovation in digital health appears to face an additional barrier in respect
to patent thickets, directly related to the emerging phenomenon of “data silos”172. Data silos
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are the correspondent of patent thickets in the information-based research environment173 and
directly originate from the enactment of intellectual property protection tools onto valuable
informational research assets174.
2.1. From Patent Thickets to Research Data Silos in Health-related Markets
Already in the context of traditional health research, clinical trials data have been object of
strong intellectual property protection under the data exclusivity regime and trade secret law.
As several commentators have underlined, these types of protection have come to backup
patent protection, extending its market exclusivity effects also long after the expiry of the
patent term175. The concealment of such strategic data, restricting competitors’ access to
competitively valuable information has been criticized in the literature for its detrimental
effects on competition courses and long-term innovation outcomes176. Along the same lines,
also a growingly rich case law of the European Union has come to highlight the public
interest underlying the accessibility of scientific testing data in respect to competitors and the
broader research community, stressing the essential value of such scientific data for the
purposes of both public health and innovation processes177.
The policy debate over clinical trials data’s transparency or disclosure options178 well reflects
how scientific data protection schemes, in the form of regulatory protection or factual secrecy
not only raise significant public interest concerns but also lead to substantive market
externalities, directly related to the compression of the “information commons” and the
obscuring of industry’s state of the art179. These externalities are certainly destined to be
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amplified as a result of the digitisation of the health industry and the growing reliance on
digital health data for the purposes of manufacturing processes180.
The increasing commercial and thus competitive value of information in the dynamics of
research and innovation in the health sector181 has been well documented by the US Supreme
Court in the well-known Myriad case182, where the Court has acknowledged how the patients’
genetic data collected over time by the company owning the patent of the genetic tests had
provided to the company a significant competitive advantage over competitors well beyond
the date of the patent expiry183. Even after the patent’s expiry, indeed, competitors would
have faced substantial time and cost obstacles for replicating such a database184. Likewise,
also the European Commission has recently highlighted the particularly important competitive
value of “patent databases” and “patent data” in the Dow-Dupont merger185.
In these regards, some strand of the literature has correctly observed that data generated by a
patent could be employed to broaden claim scope or add claims in already existent patent
applications186.
Moreover, through collected datasets a company could, for example, train an algorithm,
which in turn could lead to other patentable data-intensive inventions, this further
consolidating the market position of the data-generating patent holder187.
From a European perspective, where the patentability of technical processing methods is still
debated but excluded according to the more loyal interpretation of the European patent
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convention188, patent protection appears to be losing its previous central role in the whirls of
the digital environment189.
This trend is to be particularly perceived in the health sector, where the difficulty of meeting
the patentability requirement with regards to new pharmaceutical products has sensitively
decreased the number of successful patent applications over the last years190. This has in turn
triggered the growingly felt need to protect information-based assets, as the ones related to
information generated after the filing of the patent, concerning economic complements of a
patented invention, generated by patent-protected technology, or other type of information
deemed essential for market success191.
Thus, the scope of the application of information-based protection tools employed by
originators involved in health research endeavours has expanded and is supposedly going to
be further expanding as a result of the growing value of health data for the designing and
testing of health products and services.
2.2. The Intellectual Property Tools over Digital Research Data Silos
Algorithms processing health information, and more specifically, the software to which
algorithms are applied to can first of all find protection under copyright rules. Indeed,
although there have been long discussions regarding the patentability of “computer
implemented inventions” 192, the option of patenting softwares has soon been put aside, due to
188
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the legal and practical difficulties related to such an extension193. The exclusion of the
eligibility of the patent as a tool for the protection of algorithms has caused the shift of focus
onto other tools of protection, such as copyright and trade secrets.
With regards to copyright, the 1991 Software Directive194, which has been later replaced by
2009 Directive on the legal protection of computers195, has first harmonised European
software copyright law, establishing the scope of copyright protection of computer programs.
The subject matter of copyright protection has been clarified by the decision of the European
Court of Justice Sas Institute Inc. c. World Programming Ltd.196, where the Court has
specified that the protection under copyright law of computer programs extends only to “the
forms of expression of a computer program and the preparatory design work capable of
leading, respectively, to the reproduction or the subsequent creation of such a program197”,
but does not include the functionalities, the programming language of the program, and the
format of data files used in a computer of it198. Hence, in the cited case, the European Court of
Justice has reaffirmed the basic copyright law principle according to which copyright protects
only the original expression of an idea199. Against the backdrop of these premises, it is highly
debated whether the code source200 of an algorithm can be protected under copyright201.
Indeed, code source is on the one hand highly creative, but on the other hand it has an
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undeniable functional feature202. In this regard, it must be recalled that in the same SAS
decision, the Court of Justice of the European Union stated that the programming language in
which the source code is expressed, “might be protected, as works, under copyright under
Directive 2001/29 if they are the author’s own creation”203.
Along these lines, it must be however recalled that the Court of Justice of the European Union
has stated that where the expression of the components of a computer program, such as a
source code, “is dictated by their technical function, the criterion of originality is not met,
since the different methods of implementing an idea are so limited that the idea and the
expression become indissociable”204. Hence, the court appears to suggest that where
functionality-related elements are predominant, the residual expressive elements are not
protectable due to the lack of originality requirement205. Given the impossibility to infer
general criteria, the determination of the copyrightability of the source code of an algorithm is
to be made on a case by case basis206.
Through licensing terms, copyright protection can be used in order to restrict the ability of a
third party to use the protected parts of the computer program. Indeed, in case the licenses are
established through valid contracts, uses that do not respect the license terms may constitute
breach of contract207. Hence, copyright protection of algorithms has an important restrictive
function regarding the use of the protected technology208.
Shifting from the processing infrastructure to the object of the processing, copyright can be
employed for the protection of aggregated health data processed by algorithms209 in case the
selection and arrangement of it meets the originality threshold210. In this respect, it must be
recalled that the data undergoing processing operations are mostly structured in some way, for
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example through an index, and this structure can amount to a selection and arrangement
protectable under copyright. However, especially in respect to the arrangement of digital
datasets, it is difficult to envisage an expression of originality , as the European Court of
Justice has suggested also in the Football Dataco case211. This holds true especially for the
data which are automatically generated by the software212. With regards to research valuable
and scientific datasets, however, the originality requirement is more likely to be met, in case
the processed data and the generated metadata are further arranged into visualizations, figures,
charts and graphs, which contribute to the evaluation of the automatically rendered scientific
results213.
Irrespectively of any inventiveness, digital health datasets can find protection under the 1996
Directive on legal protection of databases214, establishing an exclusive sui generis rights over
databases resulting from a “substantial investment”215. The right protects against the
extraction and reutilization of substantial parts of a protected database.
However, in view of a strict interpretation of such requirement by the European Court of
Justice216, doubts have been raised in the literature regarding the existence of such a
“substantial investment” in the case of automatically processed data217. These doubts are
further suggested by the statements by the European Commission, which has declared that
“the Database Directive did not meant to create a new right in the data”218.
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Despite these acknowledgeable concerns, the possibility that a digital dataset is falls under
database protection cannot be fully and aprioristically be excluded219. This possibility is
moreover higher in case of research databases, where there substantial investment could be
further given by the analysis and interpretation of data by experts220.
Most importantly, however, collected and processed health-related data flowing into the sides
of digital platforms are mostly protected through trade secrets221. In this regard, it must be
recalled that the recently introduced European Trade Secret Directive222 provides very broad
conditions for protection encompassing nearly every business confidential information223.
Despite formal declarations224, the Directive provides a proprietary-styled protection over
information225, which thus offers strong grounds for big data companies to obscure both the
219
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processed health data and the procedural information regarding algorithm-driven processing
activities. This procedural information encompasses information regarding how algorithms
are developed, how they are validated and the data on which they are trained226. Hence, the
newly designed trade secret protection increases the obscurity of the algorithm-driven health
research setting, already given by the intrinsic technical non-interpretability of algorithms227.
In this regard, it must be recalled that the procedural information regarding the development
of drugs or medical devices is disclosed to the regulatory authority in the course of the
regulatory process and is object of specific disclosure requirements228. To the contrary, in
absence of specific regulatory provisions regarding health data processing algorithms, the
procedural information regarding how digital technologies are trained is treated is remains
captured under the umbrella of trade secret protection. Trade secret protection is thus used by
companies for those market exclusivity purposes that are achieved by the more specific data
exclusivity measures regarding traditional pharmaceutical test data, that is clinical trials
data229.
Against the backdrop of the traced analysis, it appears that the intellectual property
framework provides strong grounds for the secretization of companies’ digitised research
enquiries230, thus rendering data collection and processing activities opaque and exclusive231.
This results, in turn, in likewise opaque and exclusive quantification and categorization
practices relying on individuals’ health conditions232.
In addition to legal measures, also factual and technical measure can further enclose
companies’ research data silos233.
The importance for these purposes of technical protection measures is to be rooted on the one
hand in the legal uncertainty regarding the extent to which intellectual property tools as
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copyright and the sui generis database right can effectively protect digital data, and on the
other hand in the unclear allocation of claimed rights in the data market234.
In view of the difficulties to make the collaborative and fast-changing digital environment
properly adhere to intellectual property rights, control over research-valuable resources is
defined on the basis of the practical and technical ability to exclude other market players from
the resource at stake, and especially from access to data235.
Technical measures of protection have both the effect of factually stretching the limitations on
the scope of exclusivities set by the law236 and, even more interestingly, of factually
controlling resources that would not be eligible of protection from both the perspective of
objective requirements- as the copyright’ originality requirement or database right’s
substantial investment requirement-, and subjective requirement, because the subjects who
enact these measures is not the originator of the resource. This means that a specific resource
can be appropriated by a player through technical protection measures even if the resource has
been originally generated by another company.
In this last respect, a commentator has rightly demonstrated that, in the data marketplace,
data-intensive actors are giving rise to an outright battle for the exclusive exploitation of the
personal data available in the “free” market zones237. Also in respect to resources that are
theoretically non-exclusive and non-rivalrous, as personal data, the more powerful market
player can obtain a de facto control over personal data238 and thus raise competitors’ costs of
accessing the collected datasets239.
2.3. Research Data Silos Contextualized Within the Intellectual Property System
The above-illustrated information-based protection tools over digital health data all share the
underlying function of protecting digital businesses’ competitive advantage deriving from
their investments in the collection and production of information.
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Indeed, through their direct or indirect secrecy outcomes, companies’ valuable R&D
information is gradually shielded from the free-riding threats of the public domain240. Relying
on these tools, digital companies can control and limit access over health information- as it
happens with the database right and the copyright- or secretize this same information- as it is
the case of trade secrets. These different forms of protection over scientific digitised data
frequently overlap and create a layered regime of protection over the results of research
endeavours, variedly securing scientifically precious information241.
As some commentators have correctly stressed242, the combination of different protection
tools over scientific information gives rise to “hybrid IP regimes” filling “other perceived
gaps in the system”, with the effect that there are “virtually no products sold on the general
products market that do not come freighted up with a bewildering and overlapping array of
exclusive property rights that discourage follow-on applications of routine technical knowhow”243. In this perspective, both overlapping and adjacent rights over biomedical data leads
to a situation of over-appropriation by the initial rights’ holders over upstream technology, i.e.
scientific data and the technical processing infrastructure244.
These “overprotectionist” tendencies245 regarding research valuable data, lead to a data
“thicket” problem that exacerbates market accessibility concerns and thus stifles innovation
courses246.
As opposed to patent thickets, companies’ data “silos” have been strongly criticised in the
literature for freezing competitors’ capacities to compete at a phase that goes well before the
marketization of the final product and relates to the previous stage of research over the
product itself247. As some scholars have observed, indeed, the excessive control over
scientific information gives rise to a situation of “innovation bundling” for which “neither the
invention nor the complements can be reasonably developed” without access to the protected
information248. The fragmentation of differently owned datasets covered by a layered regime
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of rights over pure scientific information assets has been identified as a significant obstacle to
the advancements of cumulative innovation249.
Traditional justification theories of the industrial intellectual property system and in particular
of the patent system250 rely on the assumption that the more protection is given, the greater
the incentives for producing and thus the greater the innovation pace is251. These justification
theories are however deeply rooted in two general features of the patent system considered as
the main industrial intellectual property right, that is it temporarily limited nature and its
transparency function.
Exactly these features of the patent system appear to be challenged in the digital research
environment as a consequence of the proliferation of information-based protection tools, with
significant reflexes on the alleged causal link between intellectual property protection and
innovation252.
Indeed, businesses’ increasing attention to the safeguard of information assets and the
strategic combination of product- and information-centred protection tools, have the effect of
strengthening and stretching the monopoly conferred by a patent253, thus undermining the
temporarily limited nature of it254 and with that distorting that what is commonly referred to
as the “patent bargain”255. This has the effect of retarding the triggering of competition
mechanisms that can only blossom after the patent expiry256. Moreover, as has been observed,
the control in particular of patent-related big data could enable the originator to “predict the
next incremental steps in a given field of activity by analysing innovation trajectories”257.
249
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This means that the control of the lines of development in a specific research field, as the one
regarding a specific treatment, can enable a company to predict what comes next258.
Second, the trend of secretizing or otherwise restricting access to research valuable data
through an array of overlapping rights regarding commercially valuable information259,
appears to run contrary to patent protection’s transparency function given by the disclosure
requirement260, which is exactly meant to enrich the public domain and thus stir the progress
of technology261. As has been underlined in the literature, the transparency requirement of the
patent system is intimately connected with long-term innovation goals promoted by the public
availability of new knowledge262.
In view of these developments, the distorting effect of broad information exclusivities appears
however to undermine the consequential chain between intellectual property protection and
innovation: the innovation driving function of intellectual property rights appears indeed to
decline when the rights over scientifically valuable resources begin to compress the
operational space of other players in the same research field, not necessarily competitors.
The compartmentalisation of scientific knowledge and the resulting erosion of publicly
available research resources, thus risks to transform the relationship between intellectual
property protection and innovation from a “direct” to an “inverse” proportionality
relationship263.
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The main outcome of this changed scenario is the emerging need of firms to mediate between
the possibility to successfully claim exclusivity rights over technological information and the
preservation of innovation courses’ fruitfulness264.
2.4. From the Privatization to the Trading of Research Data Silos: the Features of
Health Data Pools
Concrete organisational responses to the rights’ and resources’ dispersion affecting the
datafied and digitised health research environment are found in collaboration schemes based
on data sharing between different actors in the field of medical research. Information alliances
achieved through the pooling of intellectual property rights and the establishment of
coordination architectures over research patterns are capable- if well designed- to overcome
the hurdles scientific information silos and thus advance innovation in digital health
markets265.
The phenomenon of the aggregation of health datasets is certainly not new in the field of
biomedical research. Indeed, well before the advent of the digitalisation of the health sector
and the expansion of scientifically valuable data sources, companies variously involved in the
life science sector had started to establish research collaborations aimed at enriching the
variety of scientific data pools266. For these purposes, in particular, pharmaceutical companies
have sought the support of biotechnology companies in control of genetic or proteomic
information, which has become indispensable for the development pharmaceutical research267.
As with patent pools, the pooling together of different types of data reduce transaction costs
related to data collection and processing operations and enable to aggregate a large quantity of
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data, which are thus meant to result in more precise and accurate correlations and
predictions268.
In this perspective, health data sharing agreements are a form of contractual and technologybased private ordering tool of data-driven innovation269, intervening there where the
intellectual property system alone retards or blocks the generation of fruitful research
interactions270.
In light of the above traced framework, it appears that health data pools are the development
of technology aggregation practices in an information-based research environment, sharing
similar innovation-driving functions of patent pools, but raising completely new challenges271.
Similarly to patent pools, data pooling arrangements imply the licensing of different datasets
to a central administrator, who provides also the data analytics technologies needed to exploit
the full potential of the aggregated data272. This is why data pooling agreements are generally
integrated with collateral agreements on the processing technology needed for the pooling of
the transferred data273. The processing infrastructure can be either delivered directly by one of
the involved parties or outsourced by a third party274.
With regards to the object of the transfer, the distinctive feature of data pooling practices is
the difficulty to determine which data is exactly shared, this meaning the difficulty to
determine whether only primary users’ data are being transferred or also the secondary data
that are analytically drawn by the machine learning processes of the involved parties275. In
these regards some strand of the literature276 has interestingly observed that contracts
regarding high technology projects “have become more and more fluid, because the projects
are so complex that it is difficult to figure beforehand what is at stake”277.
The difficulty of determining the ex ante the object and the purpose of the information sharing
agreement is the main difference between data and technology pools, in which the technology
object of the transfer is mostly defined in standard-setting agreements278. A corollary of this is
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also that in data pools, more than in technology pools, it is difficult to trace stable rules of
data ownership and liability279.
In addition to the problem of allocation of rights over the data entering the pool, a newly
emerging concern relates to the readability of pooled data by all the involved players. The
aggregation of different types of data indeed triggers the need of the sharing entities to
establish specific formats, structures or other technical measures that ensure a high level of
readability of the data shared by means of the pool280.
The networked countenance of health data pools give rise to a collaborative research
paradigm, which is set in between an individual research paradigm and an open access one281:
far from the idea of free sharing platforms of scientific information, these collaboration
alliances are designed for the purpose of combining technological assets among very few
partners. Pooling practices indeed primarily rely on the aggregation and the access to datasets
by the involved partners, along the lines of what can be defined as a “restricted” disclosure
approach. This means, in other terms, that health data pools are giving rise to an outright big
health data shared “anticommons” governing biomedical research282.
From this standpoint, some structural traits of data pools can be drawn from the scholarship
on the commons, which has gone beyond the traditional private/public dichotomy283 and has
developed a more sophisticated classification of goods in which also more hybrid and
complex resource systems, such as common pool resources, have been taken into
consideration284.
According to the classification of this literature, “common pool resources” are defined as “a
resource shared by a group of people that is subject to social dilemmas”285, with the essential
feature of being “system resources”, meaning that they comprise entire “resource
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ecosystems”, which are a “combination of interrelated and interdependent elements that
together form a common pool resource”286.
Also in view of this structural peculiarity, common pool resources are placed in between
private and public goods: as private goods, indeed, they are subtractable in use, and as public
goods- due to the inter-related nature of the elements that form the pool- they are difficult to
exclude from287.
The so-described paradigm of common pool resources is an interesting benchmark upon
which assessing the considered phenomenon of health data pools. Trough reference to this
paradigm, indeed, some important features of health data pools can be derived, both
heteronomously and analogically.
However, due to the specificities of data, the paradigm of the common pool resources can
only partially be applied to health data pools.
Health data pools, indeed, well fit into the notion of “resource ecosystem”, with the
peculiarity that the central resource around which the ecosystem evolves is given by sensitive
health data.
The health data pooled together is not an isolated economic asset288, for its very nature it
implies a system of other different resources, which are to be first identified in the physical
subjects providing the data and from which the data flows originate and the processing
infrastructure that exploit data’s informational value289. The consideration of these different
components of the data ecosystem highlights the complexity of it, as well as the multiplicity
and interdependency of their components.
However, digital data is not subtractable just as a physical good: to the very contrary, the
processing and thus exploitation of digital data, leads to a multiplication of (secondarygenerated, meta) data, this leading in turn to a greater availability of the resource for the
members of the pool. The constant alimentation of the pool with new information enables
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members of the pool to capture always new resources, with each one of the members having
with different entitlements and incentives to appropriate the newly generated components290.
This generative-rather than subtractable- nature of the pooled resource is strictly related to
other two features of health data pools, which can be to the contrary analogically drawn from
the common pool resource paradigm. The processing infrastructure under which health data
are treated assures the transformation of the analysed data into always new information that
flows from users’ private spheres into the pool291.
In this respect, it needs to be observed that health data sharing agreements not only imply the
pooling together of research entities’ separately held information data silos, but also the
privatization and propertization of data subjects’ sensitive personal information. In this way,
information that was in the users’ “common” privacy information space entirely governed by
data subjects292 is gradually transferred into a “shared” private space, governed not any more
by data subjects but by few data holders293. This process of the transfer of resources from a
common space to a “common-pool resource”, requires the members of the pool to manage,
monitor and protect the resource in order to ensure “sustainability and preservation”294.
Against this backdrop, the generative and interconnected nature of the resources of the system
determine a third structural feature of data pools, that is their enclosed nature.
Indeed, in order to shield the resources captured in the pool from external exploitation, its
members need to employ costly technical and legal measures to “enclose” the commonly
collected and generated data.
Under these premises, the interesting feature of health data pools, is that they are a means of
maximising the research value embedded in different data silos, but replicate the same
proprietary schemes characterising the above-illustrated research data silos. In this
perspective, they are nothing else than a form of “collaborative” research data silos, which
come to exclude the players who are not part to the collaboration from precious research
assets.
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This means, thus, that also the “social dilemma” related to the “tragedy” of the researchvaluable health data anticommons presents itself at a twofold level, the first related to the
existence of single companies’ and research entities’ data silos, the second one related to the
emergence of shared, but nonetheless closed, research data silos. In these regards, it has been
interestingly observed that the technological means improving access to research information,
equally can be employed for inhibiting access “in ways that were never before practical”295,
this in turn leading to new sources of innovation courses’ distortions.
“Appropriation” problems296 can however occur also within an established research data pool.
Indeed, the fact that, as has been already acknowledged, the flexible collaboration agreements
based on the sharing of research data often lack a clear definition of entitlements in the pooled
resources297, can pave the way to darwinian appropriation conducts by the more powerful
player in the pool.
The technological superiority of a company in respect to other “resource appropriators” is
indeed very likely to determine its successful claim over the resource, i.e. the data, that was
initially equally available to all members of the pool298. This is mostly the case of the big tech
company who has partnered with traditional actors in the healthcare field and who is in the
stronger position of employing the available technological and legal means for protecting data
and the connected analytical technology forming the pool.
The above-traced analysis thus shows how digital health research courses are driven by
collaborative stances of data sharing, which are meant to overcome established research data
silos, but which themselves re-create new forms of enclosed research pools. Here, however,
new risks of takeovers of research valuable assets by the more influent member of an
established research consortium arise. The dynamic of digital health research patterns in
which digital companies increasingly provide the technological infrastructure needed to run
scientific experiments, set the premises for the enactment of appropriation strategies by these
same companies, which appear to have the technical and legal superiority to appropriate
research valuable data after having pooled them together from different stakeholders. In this
perspective, the collaborative alliances aiming at opening up the fragmented research data
silos controlled by different research actors, risk to ultimately result into big health data silos
295
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controlled just by few digital or high tech companies, which have the market power of
excluding smaller companies or weaker public research institutions.
Hence, as a result of the described transformations of the health research setting, health
research itself is becoming a data-driven platform market characterised by strong network and
lock-in effects where access to research valuable resources might be restricted by the few data
gathering entities, in a technological context “that might be otherwise ripe for competitive
innovation”299.
These assertions will be better enquired in the analysis that follows in the next chapters.
3. Conclusions: Health Data Pools as Private Ordering Tools of Digital Health Research
The above-traced analysis has shown how the “information revolution” is causing some
structural mutations of the health research environment, in terms of object, technological
means and stakeholders involved in scientific discoveries.
These changes are in turn determining new organisational arrangements of health research
conduction based on the pooling together of complementary technological and informational
research resources, among traditional stakeholders in the health research setting, as
pharmaceutical companies and public research institutions, and big digital or high-tech
companies, acting as new players in the field.
The so emerging health data pools can be considered as the development of patent and
technology pooling practices in the emerging digital and data-driven health economy, where
innovation increasingly depends on easy access and use of different types of data resources.
As has been demonstrated, the increasing research value of these various types of health data
is at the same time grounding their blooming competitive value.
This justifies the growing trend of privatizing scientifically valuable digital data through the
enactment of both legal and technical measures of protection capturing both the research
valuable datasets and the technological processing infrastructure that serve to their analysis.
The consolidation of fragmented research data silos not only reduce the scope of research and
development information in the public domain but also risks to impair digital health
innovation courses as alimented by the variety of research assets and the accessibility of
always new data.
As other sectors of the digital economy, also digitised health research appears to be affected
by the two opposed market tensions respectively related to the secretization of informational
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resources in respect to other market players, and the search of new and complementary
research resources through the establishment of collaborations with other stakeholders.
These research collaborations are exactly based on the trading and sharing of digital health
data and the related processing technologies, for the competitive advancement of innovation
in digital health products and services. The so emerging health data pools are thus a form of
“contractually reconstructed research common”300, which open up formed research data silos
for the progression of scientific and technological progress301.
This has been directly acknowledged also by the World Health Organization, observing that
“the isolation that often characterised traditional health actors has become impossible to
sustain” and that, as a result, “it is increasingly common” for those actors to engage in
contractual arrangements with which they “accept mutually binding commitments”302.
In the digital environment, the contractually-based aggregation of large health datasets owned
by different research actors appear to serve innovation goals similar to the one promoted by
the patent system in a product-based economy303. More precisely, the contractual sharing of
research valuable information is emerging as an increasingly important private ordering tool
for the achievement of collaborative digital health innovation, in respect to which the
intellectual property system alone appears to have too little incentivising function304. In this
light, it is to be considered as a direct expression of businesses’ and research entities’ freedom
of contract and business in the datafied and digitised health research environment
Against this backdrop, the second Chapter will give account of the emerging reality of the
network of contracts governing digital health research, highlighting the variety of interests
related to health data transfers in the digital economy. Contracts regarding the sharing of
health data imply the transfer of very sensitive data, impacting on the interests of data
subjects, competing parties and the public at large.
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Chapter 2- Health Data Pools: Case-Studies and Involved Interests
1. Health Data Pools: Some Case-studies
Research collaborations between industries in the life science field have substantially
increased over the last decades305 and have taken up a variety of forms, ranging from
complete vertical integration306, strategic alliances establishing a tight link between
collaborating companies at very early stages of the research processes and involving sharing
of R&D costs and final profits, and ultimately horizontal mergers307.
As has been shown in the previous chapter, in recent years, big data companies have been
increasingly active in health-related investigations. The agreements and partnerships that big
data companies are negotiating enable them to engage in a massive collection of health data,
which come to feed their computational capabilities. The channels through which high-tech
companies come to collect digital health data can be categorized as follows: a) the collection
of data from other private parties, such as pharmaceutical companies carrying out clinical
research; b) the collection of data from public institutions. The next paragraphs will thus give
proof of the complexities of the networks governing algorithm-driven health research.
1.1 Health Data Pools between Pharmaceutical Companies and Big Data Companies
Pharmaceutical companies have traditionally been at the forefront in the generation and the
possession of scientific health data. This data mainly resulted from the health research and the
clinical trials carried out in the context of regulatory requirements and of post-marketing
pharmacovigilance obligations308. Clinical trials data have indeed long been the most valuable
research informants, being the result of originators’ long, uncertain and costly investments,
and thus worthy of peculiar legal protection against the free-riding of competitors309. As has
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been observed310, pharmaceutical R&D activities have always been secretive in the sense that
they were mostly conducted without external collaboration311. This means that the production
of pharmaceutical products’ safety and efficacy information has long been of exclusive
competence of the pharmaceutical sector.
However, as a result of the phenomenon of the digitization of health information, clinical
trials data have become only a very small fragment of research valuable health data. Indeed,
clinical trials data entail a restricted informational significance for they are the result of
investigations that are limited in breadth and duration312. In other terms, clinical trials data
lack the wealth of longitudinal data about study participants that large tech companies have
now access to313. Moreover, pharmaceutical companies do not have the analytical capacities
to turn data into predictions, which could amount to useful knowledge for drug development
and discovery314.
The increasing importance of data analytics in the current research environment is leading to a
progressive reconsideration of traditional models and traditional value chains in the
pharmaceutical industry315.
It is on these grounds that new collaborative scenarios between high-tech companies and
pharmaceutical companies are taking shape with the ultimate purpose of developing new
drugs316. In these regards, it is interesting to notice that the Innovation Partnership on Active
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and Healthy Ageing317 has encouraged the promotion of partnerships and bottom-up
initiatives, aiming at engaging different stakeholders to work together and supporting the
transfer of best practices. The processing infrastructure provided by high tech corporations
enables to aggregate and analyze more proficiently electronic databases of chemical
substances, disease genes and protein targets318.
The agreements between pharmaceutical companies and big data companies are aimed at
increasing the speed and efficiency of pharmaceutical testing procedures319. As a result, the
emerging drug development patterns rely on the human and automated analysis of electronic
databases of chemical substances, disease genes and protein targets320.
In this regard, predictions enabled by the computational means offered by big data companies
are also enabling pharmaceutical companies to predict the disease risk among healthy
individuals in the population, and the therapeutic response among patients. The availability
and use of digital health data in the context of pharmaceutical research is starting to replace
ordinary clinical trials where there is a too high risk of exposure to unknown substances and
side effects, and where it would be extremely costly to start research or where there are not
enough patients to test the substances321. Moreover, for pharmaceutical companies, increased
access to health data facilitates the assessment of tested drugs’ safety and efficacy.
From an opposite perspective, the digitization of pharmaceutical biometric and genetic data
represents a highly attractive opportunity for high-tech companies, who have strong interests
in promoting large-scale health screening to identify individuals and users at risk of
contracting a diseases. Hence, for big data companies, partnerships with research-based
pharmaceutical companies are becoming the source of highly technical and sophisticated
health data. More specifically, through these partnerships precious safety and efficacy
317
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information regarding pharmaceutical products, post-marketing data, genetic data, and
predictive data regarding diseases flows into and, at the same time, is processed by
corporations’ algorithms. As has been underlined322, the availability of all these data is
creating new sources of market power for digital companies, thus giving rise to new
competitive scenarios in the pharmaceutical sector where high-tech companies are not only
partners but outright competitors of traditional research-based pharmaceutical companies323.
Under these premises, a vast range of cooperation activities between high-tech companies and
pharmaceutical companies are coming into existence, under various legal forms, one of which
is the creation of joint ventures.
1.1.1 The Case of Genomics Data: 23andMe’s Partnerships with Pharmaceutical
Companies
The potential of the employment of digital technologies for the purposes of health research is
clearly perceived with respect to genome data324. The science of genomics applies information
technology to the vast amount of data currently being generated and is deemed to be at the
very heart of digitised health-related innovation. New molecular-based testing techniques
have been developed, combining automated processes and the improved understanding of
human genetic variation325. With regards to the technological advancements in the field of
genomics, particular attention needs to be given to Genome-Wide Association Studies, which
search genetic makers involving rapidly scanning SNPs across the complete set of human
genomes in order to find genetic variations associated with a particular disease326.
At the preclinical research stage, the employment of genomics data has the capability of
diminishing the time necessary to identify the relevant molecular “target” for a specific

322

J. POWLES-H. HODSON, Google DeepMind and Healthcare in an Age of Algorithms, cit., 357.
FIERCEBIOTECH, Is Google a Competitor o Partner to Big Pharma? Roche’s CEO doesn’t know, yet, 9
October 2015, online available at https://www.fiercebiotech.com/it/google-a-competitor-or-partner-to-bigpharma-roche-s-ceo-doesn-t-know-yet.
324
J. COHEN, The Genomics Gamble, in Science, 1997, 275 , 767 ff., 768; D.J. LOCKHART-E.A. WINZELER,
Genomics, Gene Expression and DNA Arrays, in Nature, 2000, 405, 827. The Authors estimate that the amount
of biomedical data available increases tenfold every year and that scientists had already at the beginning of 2000
one thousand times as much data as they did in 1985.
325
These two factors lie at the basis also of the rise of precision medicine based on the idea to deliver a more
effective, tailored and targeted treatment “for the right person, at the right time”. For an analysis over the legal
issues related to precision medicine, see A. K. RAI, Legal Issues in Genomic and Precision Medicine:
Intellectual Property and Beyond, in G. GINSBURG-H. WILLARD (eds.), Genomic and Personalized Medicine:
Translation and Implementation, Amsterdam, Elsevier Press, 2017, 357 ff. See in these regards, EUROPEAN
PARLIAMENT, Personalized Treatment: Towards the Right Treatment For the Right Person at the Right Time,
Briefing,
October
2015,
online
available
at
http://www.europarl.europa.eu/RegData/etudes/BRIE/2015/569009/EPRS_BRI(2015)569009_EN.pdf.
326
C HO, Challenges of the EU General Data Protection Regulation for Biobanking and Scientific Research, in
Journal of Law, Information and Science, 2017, 25, 84 ff., 90.
323

63

disease327. In addition to this, large-scale processing of genomics data is useful also at the
clinical testing stage for the ex ante identification of those categories of patients who have
genetic variations that render them genetically incompatible with the tested product. In this
way, necessarily unsuccessful testing attempts can be avoided328.
In view of its great scientific and economic value, genetic data has been the object of
numerous data sharing agreements between high tech and pharmaceutical companies. A
relevant example of this is given by the partnerships between the consumer genomics
company 23andMe and various pharmaceutical companies, such as Pfizer329, Genetech330 and
lately also Glaxosmithkline331. As is well reflected by these partnerships, pharmaceutical
companies seek access to whole-genome sequencing data in order to run queries over a vast
array of diseases and conditions and identify new associations between genetic markers332.
For their part, through these partnerships, tech companies who have collected these data and
have the matching infrastructure for processing these data, commercially exploit these
valuable assets, enabling third party companies to acquire insights on the most sensitive
genetic conditions of millions of consumers, such as cancer risk333. In these regards it must be
highlighted that in most cases the testing procedures offered by these high tech companies,
require the disclosure not only of the strictly genetic data but also of a wide range of other
sensitive data, such as family medical history, ethnicity, physical traits, forming so-called
“self-reported information”334. All this sensitive data is accessed equally by partnering
pharmaceutical companies.
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It is largely unclear whether third party-transfers of genetic data are lawful under the privacy
policies governing genetic testing services335. Indeed, the collection and processing of this
genetic data should be strictly anchored to consumers’ determinations expressed through
consent. However, there are significant doubts with regards to the actual informed nature of
the consent given by consumers for online genetic testing services336. Moreover, as some
empirical findings illustrate, the consent given is mostly implicit and deemed to be given just
through the use of the services’ website337. Ultimately, genetic testing companies appear to
make a wide use of “variation clauses” allowing them to change their terms as needed338.
Most of the times the changes in policy terms are signalled on the general websites, without
directly notifying consumers339.
The effects of variation clauses in genetic testing services’ privacy policies became apparent
when a genetic testing company disavowed the declared condition that it would not have
granted access to genetic databases to the police and subsequently gave such access to the
FBI340. In another case, thanks to the sensitive genetic information acquired, California police
were able to identify a rapist and murderer who had been escaping for years341. However,
blind reliance on evidence given by DNA profiles for law enforcement purposes has soon
shown to entail also significant perils, directly related to the risk of charging persons that are
wrongly genetically profiled342.
With the advancements in DNA sequencing and profiling technologies, the ability of both a
vast range of corporations and governments to track and categorise individuals grows. This
raises the risk of commodification practices over consumers’ sensitive health identities that
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also end up amplifying corporations’ and governments’ intrusion in their private spheres343.
Since these sophisticated processing technologies are controlled by just a few big players,
such as 23andMe, it is exactly these companies that decide who can access their genetic data
and thus when these intrusions can occur.
From a market perspective, this scenario threatens also free competition in the market of
genetic testing services. As the US Supreme Court has highlighted with regards to the genetic
testing company Myriad344, the collection of patients’ genetic data by the company owning
the patent of the genetic tests provides the company itself with a competitive advantage that
extends well beyond the date of the patent’s expiration345: even after the patent has expired,
competitors will have to face substantial time and cost obstacles in order to replicate
comparable genetic databases346.
1.1.2 The Joint Venture Between Google and Sanofi
Cases of joint ventures between pharmaceutical companies and high tech companies are
becoming increasingly frequent: in these regards, for example, the Germany pharmaceutical
company Merck and the American data analysis and software company Palantir have recently
established a joint venture with the aim to apply digital technology in order to accelerate
cancer drug research347; likewise, also Google and the pharmaceutical company Sanofi have
created a joint venture in the field of digital health. This last joint venture has been scrutinized
by the European Commission under the Regulation EC 139/2004 Merger Procedure348. The
Commission’s decision raises some interesting issues/points regarding the features of
emerging digital health markets and is thus worth discussing in greater detail.
On 19 January 2016 the parties notified to the Commission the proposal of a concentration
pursuant to Article 4 of Council Regulation EC N. 139/2004 by which Sanofi S.A., through
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its subsidiary Aventis Inc., and Google Inc. through its subsidiary Verily Life Science LC
acquire within the meaning of Art 3.1.b. of the Merger Regulation control of a newly created
company constituting a joint venture, by way of purchase of shares349.
The joint venture creates an “integrated digital e-medicine platform for the management and
treatment of diabetes”, with that going beyond the activities of both the parent companies350.
According to the collaboration agreement, the platform is developed by Google and provides
for data collection; data display; data storage; data analysis and data transmission. Through
the evidence given by these data, the joint venture is aimed at offering services for the
management and treatment of diabetes, including data collection and processing and data
analysis. In addition to these research-oriented services, the joint venture intends to market
medical devices designed to monitor and treat diabetes, as well as insulin-based medicinal
products351. These products will be marketed alongside the services. As the Parties underline,
the joint venture provides direct responses to the growing demand for integrated solutions of
health products and markets.
The integrated nature of the services and products is a direct consequence of digitalization:
products and services are indeed trained and thus developed on the basis of the same given
datasets and need the evidence reciprocally generated in order to carry out their strictly
complementary functions.
Under these premises, the services and product marketed by the joint venture can be divided
into three main categories, that are i) the insulin medicinal products; ii) the medical devices
with monitoring functions; iii) data analytics services. Accordingly, the Commission has
identified five relevant markets352, which the Commission has considered separately. As well
reflected in the decision, neither parties were previously active in the markets of monitoring
medical devices relying on an integrated digital e-medicine platform and of the data analytics
services the same parties have highlighted that for the development of these products and
services a strong technological infrastructure is needed. As the parties claim, this
sophisticated infrastructure is usually the result of the collaboration agreements between
different companies willing to develop innovative and useful solutions353.
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Exactly with regards to the technological infrastructure needed to deliver the monitoring
services and the data analytics services, the Commission took into consideration two aspects
that are worth recalling.
The first one concerns the risk, raised by a competitor, that the employment of the data
analysis infrastructure developed by Google would have made patients more dependent on the
insulin-based pharmaceutical products that Sanofi was marketing also before the creation of
the joint venture354.
From the opposite perspective, the use of the insulin-based medicinal product in conjunction
with the monitoring service, would have created the risk of a patients’ lock-in to the same
monitoring services, with the effect of limiting or preventing the portability of their data
towards alternative platforms355.
In these regards, the Commission came to assess conglomerate effects, resulting from
bundling strategies concerning the devices and the services marketed by the joint venture,
ultimately denying the risk of foreclosing rivals. Such conclusion was reached on the basis of
the possibility for patients to combine the products and services marketed by the joint venture
with alternative devices, and of the use made by the same joint venture of open standards,
assuring a high level of interoperability356.
As the Commission confirmed, users would still have been able to use third-party services
and products thanks to the possibility to transfer their data onto other providers’ platforms357,
which has become an outright right pursuant to art. 20 of the General Data Protection
Regulation. Portability issues were thus not addressed by the Commission that has considered
it a matter of data protection law and not of competition law.
In line with previous declarations made in other decisions involving mergers among digital
data companies358, the Commission stated that “any privacy-related concerns flowing from
the use of data within the control of the Parties do not fall within the scope of the EU
competition law rules but within the scope of the EU data protection rules”359. The refusal by
the Commission to take into consideration data protection concerns in its competition
assessment goes against some of the more recent developments occurred at European level,
and especially in Germany, where the competition law authority has ultimately linked
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Facebook’s dominant abuse of dominant position to the violation of data protection law
occurred through the setting of unfair terms360.
Secondly, the Commission considered the risk, raised by a competitor, that after the creation
of the joint venture Google would refuse to offer its data analytics tools and services used to
analyze healthcare data to other third parties owning healthcare datasets361. The Commission,
however, placed more emphasis to the fact that there are a number of providers offering data
analytics services and digital tools for the monitoring of diabetes and did not therefore expect
a negative impact of the merger on price and availability of data analytics tools and services
used to analyse healthcare data. As was observed, the “advanced analytics of healthcare data
is one of the fastest growing segments of both the healthcare IT technology space and data
analytics technology overall”, this implying the likelihood that “numerous firms will enter the
market in some form or fashion in the next five years”362. In addition to this, the Commission
also observed that some competitors had already developed a data analytics tool in-house,
without the need to rely on third-party services363, thus reaching the conclusion that it is
possible to independently develop such tools.
In light of such considerations, the Commission concluded that the merger did not have
anticompetitive effects in the internal market. Such conclusion was reached separately with
regards to each of the identified markets.
By ruling so, the Commission appeared however to miss two important points, respectively
related i) to the interdependency between the technological infrastructure and the data
processed by it, and ii) to the possible market power stemming from the collection of vast
amount of health datasets.
With regards to the first point, indeed, the Commission appears to have failed to consider the
fact that the processing infrastructure needs data alimenting it in order to qualify as a
competitive asset. In different terms, the Commission has missed to acknowledge the strategic
role played by personal data in the competition equilibria364. As other data-driven markets, the
market of healthcare analytics is indeed characterized by economies of scale, which is
enhanced by the automatic nature, the self-learning and self-generating processing capabilities
of algorithmic processing tool: the massive collection and processing of data trigger
economies of scale related to the fact that once a sufficient amount of patients’ personal data
360
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has been collected, the production of new knowledge referring to the same users becomes
quite easy in light of the subsequent and generative nature of algorithmic processing,
extracting always new readily usable data from existing databases365.
This renders it very difficult for new competitors to have access to a sufficient set of personal
data needed as an input for the processing infrastructure. Newcomers face indeed not only the
economic trouble of establishing a same technological structure enabling the enactment of this
self-reinforcing data generation process366, but also the practical difficulty of having a starting
pool of data, which is sufficiently updated and sufficiently historically-rich to reproduce at
least as precise health profiles as the competitors’ ones.
In these regards it must be also observed that health datasets, due to their highly sensitive and
scientific value, can hardly be considered of non-rival and ubiquitous nature367.
This consideration suggests the existence of a second barrier to entry competitors face in
respect to access to personal data considered as a competitive asset. Indeed, not only
technological restraints but also legal restraints appear to hamper newcomers entry in the
digital market. Indeed, personal data collected and subsequently generated through
algorithmic processing is often shielded by legal tools of protection, such as trade secrets, the
sui generis database right and copyright, which obstruct access to third parties368.
These considerations lead to the second point regarding the role of data as a source of market
power. In denying the risk of patients’ technological lock-in to the products and services
offered by the joint venture, the Commission did not consider the existence of network effects
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stemming from algorithmic data processing infrastructures369. More precisely, in analyzing
the markets separately, the Commission appears to have failed to properly address the
interconnected nature of the identified markets. The fact that each of the considered markets
rely on the same set of health data which is processed and analysed through the powerful
technical infrastructure developed by Google, triggers direct network effects resulting from
the fact that the more personal data are available, the more precise and thus attractive for
patients the monitoring services and data analytics services become370.
Direct network effects end up tying a user to a certain service despite his preferences for other
services371. This means that although a user may prefer to use a different service, he or she
remains bound to a same service, because the people he or she is connected to all use this
service. The direct network effect increases with the amount of data available to the platform
since the more data it has the more precisely the provider can tailor its services and products
to users’ needs. Direct network effects are thus responsible for higher switching costs and as a
result of patients’ lock in372.
The integrated nature of data-driven markets causes also indirect networks given by the
benefits that the other markets of the joint venture experience from the collection of patients’
health data occurred on one market side. For example, data collected through the monitoring
system or generated through the data analytics service could enable the production of more
sophisticated and personalized medicinal products’ design on the market of insulin-based
pharmaceuticals.
The consideration of these networks effects stemming from the massive collection and
generation of patients’ health data would have maybe led the Commission to critically assess
the joint venture’s market position, in respect to the existence of data-driven barriers to entry
affecting each of the identified market of diabetes-related digital health products and services.
The market power acquired through the collection of health datasets could indeed lead to
exclusive conducts regarding both the processing infrastructure and the data373, but also to
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other exploitative abuses, in terms of higher prices as well as harmful privacy policy of the
marketed health-related digital products and services374.
1.2 Health Data Pools Between Public Institutions and Big Data Companies
Two recent cases respectively involving Google and IBM prove the growing attention of big
data companies for health data owned by public institutions. These cases concern the
establishment of partnerships between two major big data companies that are at present
particularly active in health research: Google and IBM. They provide interesting insights into
how public institutions and the public at large are being impacted by the emergence of datadriven tools and big data in peculiar in highly sensitive sectors such as the healthcare one.
1.2.1 The Sharing Agreement Between Google DeepMind and Royal Free Hospital
Google DeepMind is an artificial intelligence company owned by Google, which, until
recently, had no previous expertise in the field of healthcare service delivery. Over the past
few years, however, Google DeepMind has entered into agreements with various public
healthcare institutions within the Royal Free London NHS Foundation Trust, and has recently
declared that it intends to reach an agreement with the entire National Health System375.
Among these agreements, the most interesting- and the most debated- has been the one
involving the Royal Free Hospital. This agreement was reached in July 2015 and initially
consisted in a five-year partnership, binding the National Health System to provide Google
DeepMind with sensitive identifiable medical data376. These data were stored on third-party
servers that Google had contracted with on behalf of Google DeepMind377. The ultimate
purpose of the agreement was the development of an app designed for the monitoring of
kidney injuries. More specifically, the app was meant to assemble and integrate collected data
for the generation of alerts based on these data. These alerts were then to be further
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transmitted to the clinicians’ mobile devices, together with historical data on the patient, thus
enabling clinicians to analyze trends378.
With regards to the functioning of the app, Google declared that it was not going to rely on
machine learning techniques because the app was only supposed to have the function of a
data-integrating user interface, thus merely collecting the patient data controlled by Royal
Free379. However, these public statements did not appear fully consistent with the Information
Sharing Agreement that was signed on 29 September 2015380. In fact, the Agreement
specified that the collected data would primarily serve to deliver a service termed “Patient
Rescue” destined to NHS Hospital Trusts381. Moreover, the Agreement also mentioned that
the same data would have been employed for building “real time clinical analytics, detection,
diagnosis and decision to support treatment and avert clinical deterioration across a range of
diagnoses and organ systems”382.
The Information Sharing Agreement did not refer to the processing practices that the data
stored by Google would have carried out, also with regards also to the combination/matching
of other identifiable data owned by Google on other sides of its platform383.
Another fundamental concern raised by the agreement is that the transfer of data from Royal
Free to Google DeepMind has occurred without the explicit consent of Royal Free’s patients.
Under UK law, the existence of a direct care relationship between the patient and a third-party
is a legitimate basis for processing health data, working as an exception to the consent rule384.
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Hence, the sharing agreement between Google DeepMind and Royal Free raised some
questions concerning the lawfulness of the occurred transfer of health data, given that not
only the data of the patients with kidney diseases- whose monitoring was explicitly required
by the agreement- were shared: the dataset negotiated with the Information Sharing
Agreement was much broader and included the results of every blood test done at Royal Free
in the five years prior to the transfer, demographic details and patients’ electronic records of
admissions and discharges from clinical care and from accident and emergency385. The
collected data thus concerned diagnoses for conditions and procedures that were related to
kidney injuries, but also diagnoses that were not related to them. This means that all the data
concerning the patients who were not included in the direct care relationship for kidney injury
and who did not give a specific and informed consent to the processing of their data, fell
outside the direct care exemption and thus actually lacked a legal basis for the processing.
While acknowledging the benefits stemming from the “creative use of data” with respect to
“patient care and clinical improvement’, the English Information Commissioner Officer has
declared that the “price of innovation does not need to be an erosion of fundamental privacy
rights”386.
The Privacy Impact Assessment that was carried out in accordance with the Information
Commissioner Officer’s recommendations387 did not discuss the privacy impact on data
subjects that were not affected by kidney injuries and did thus not address fundamental data
protection principles such as that of data minimization388.
Since the highly sensitive data of Royal Free’s patients were collected for the declared
purpose of developing a clinical app, the processing of these data by Google DeepMind could
have been reasonably qualified as a research activity. However, outside the area of consent
and of the direct care relationship, English law requires processing activities on personal data
for research purposes to be approved by the Health Research Authority, with the additional
approval by the Confidentiality Advisory Group in case the processing activities involve
identifiable personal data389. Moreover, in case the processing, as it was in this instance, is
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carried out through a device that serves medical purposes, that device requires regulatory
approval under the medical device framework390 and, as far as England is concerned, specific
approval by the Medicines and Healthcare Products Regulatory Agency391.
Confirming these infringements, the investigation by the Information Commissioner found
that the agreement between Google DeepMind and the Royal Free Hospital failed to comply
with the existing data protection framework392. In this perspective, the investigation has
highlighted two principal, strictly intertwined, shortcomings of the Agreement, respectively
related to the absence of patients’ reasonable expectation that their data would have been
shared with third parties and the lack of the enactment of adequate transparency measures393.
As a consequence of these findings, the Parties were asked to commit to changes defined in
an undertaking signed between the Information Commissioner Office and the Parties394. The
remedies required involved i) the definition of a proper legal basis for the massive treatment
of health data employed for the trials’ purposes395; ii) the proof of compliance with the duty of
confidentiality to be provided to patients in any future trial396; iii) the performance of a
privacy impact assessment together with the enactment of transparency measures397; iv) the
performance of an audit of the clinical use of the app, the results of which should have been
shared with the Information Commissioner Officer398.
Consistently with these commitments, the Royal Free Hospital published on the 12th June
2018 the audit carried out by a third party, which found that the employment of the mobile
device by the Hospital was lawful and compliant with data protection law399. In particular, the
audit assures that the Royal Free Hospital’s patient data are used by DeepMind only for the
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purposes of providing the app and its service400. The audit however highlights space for
improvement with regard to the protection of patients’ rights, relative especially to the scope
of the information given to the patients concerning how their personal data is used by Royal
Free Hospital401. However, no clarification has been offered either in the audit or in a separate
document with regards to the legal basis of the health data processing402.
The correspondence between the Royal Free Hospital and the English Information
Commissioner reflects the regulatory uncertainties stemming from the penetration of big data
giants, such as Google, into healthcare affairs.
The commitment to process the collected data only for specific clinical research purposes,
certified as reliable also by the published audit, is put under pressure by Google’s recent
decision to merge with its subsidiary DeepMind Health Division403. This definitely
exacerbates the concern that the tech giant will be able to structurally access and own a vast
array of patients’ sensitive and identifiable data without the supervision of an independent
board, which has been abolished exactly for the occasion404. The merger suggests that health
data sharing of the types described above trigger considerations that are even deeper than the
data protection infringements lying at the surface, and involve the concentration of the market
for health analytics in the hands of one big private corporation. This would threaten not only
competing private undertakings in the sector, but also the self-sufficiency of public health
services. As Cambridge Professor Ross Anderson has put it, “if Google gets a monopoly on
providing some kind of service to the NHS it will burn the NHS”405.
Similar legal concerns are destined to grow together with the proliferation of agreements
resembling the one between Google DeepMind and Royal Free Hospital: Google DeepMind
itself has announced its intention to develop new systems for Royal Free as part of a “broad
400
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ranging,

mutually

beneficial

partnership

to

work

on

genuinely

innovative

and

transformational projects”406. Accordingly, the company has engaged in similar negotiations
with other NHS Trusts, such as the Imperial College NHS Trust and Taunton & Somerset407.
Completing the bigger picture is the fact that Google DeepMind is not the only company
owned by Google that is engaging in these kind of partnerships: Verily, for example, has also
entered into data processing negotiations with the NHS Heywood, Middleton and Rochdale
Clinical Commissioning Group, with the aim of looking for patterns that suggest the
emergence of long-term diseases such as diabetes, and thus alerting doctors when they are
found408.
In the USA, the agreements regarding patient data sharing established between Google and
the University of Chicago has been recently object of a lawsuit409. The plaintiff is a patient of
the University of Chicago Medical Center, accusing the University to have shared with
Google large patient datasets. The aggregation of the acquired patient data with Google’s
other users’ personal data is alleged to enable the company to re-identify the patients, in this
way violating the Health Insurance Portability and Accountability Act410. The complaint
stresses that the shared datasets “were not sufficiently anonymized and put the patients’
privacy at grave risk”411, such as the commercial exploitation of the datasets and the patients
who are associated to them412. This all occurring without the patients’ consent413.

406

DEEPMIND,
Memorandum
of
Understanding,
2016,
online
available
at
https://storagegoogleapis.com/deepminddata/assets/health/Memorandum%20of%20understanding%20REDACT
ED%20FINAL.pdf. The document was signed on 28 January 2016, but was uncovered by a freedom of
information request only in June 2016. This is recalled by J. POWLES- P. HODSON, Google DeepMind and
Healthcare in an Age of Algorithms, cit., 354.
407
N. LOMAS, UK Watchdog Has Eyes on Google-DeepMind’s Health App Hand-off’, cit..
408
THE ECONOMIST, Surgical Intervention- Apple and Amazon’s Moves in Health Signal a Coming
Transformation, cit., recalling also the established partnership between Apple and Standford University to
develop algorithms to spot irregular patterns in heartbeat data generated by the AppleWatch.
409
ILLINOIS NORTHERN DISTRICT COURT, Dinerstein v. Google, LLC, 1:19-cv-04, filed 26 June 2019 filed,
online available at https://www.classaction.org/media/dinerstein-v-google-llc-et-al.pdf
410
The Health Insurance, Portability and Accountability Act (HIPAA) is the law regulating flows of health
information. It is interesting to notice that it applies only to so-called “covered entities” that are defined in the
HIPAA rules as i) health plans; ii) health care clearinghouses; iii) health care providers who electronically
transmit any health information in connection with transactions for which the US Health and Human Services
Department has adopted standards. The fact that the applicability of the HIPAA is restricted to those entities
causes a substantial regulatory loophole regarding the processing of health information by non-covered entities,
such as big tech corporations. HHS.gov, Summary of the HIPAA Security Rule, online available at
https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html. This vacuum of protection is
well highlighted also in the lawsuit. See ILLINOIS NORTHERN DISTRICT COURT, Dinerstein v. Google, cit., para
32-33. For the literature see, N.P. TERRY, Big Data and Regulatory Arbitrage in Healthcare, in I. GLENN COHENH.F. LYNCH- E. VAYENA- U. GASSER, Big Data, Health Law and Biotehics, cit., 56 ff..
411
Ibid., para 74.
412
Ibid., para 4; 43; 96-97.
413
Ibid., para 43.
77

1.2.2 The Sharing Agreement Between IBM and Lombardia Region
The IBM Watson Health Centre is specifically aimed at providing scientific evidence in the
field of healthcare through the large-scale employment of data analytics on health datasets414.
In order to provide data to this center, IBM has negotiated with the Italian government the
acquisition of Italian citizens’ protected health information. A memorandum of understanding
was signed on 31 March 2016 and entailed a clause binding the Italian government to
subsequently transfer the personal health data of Italian citizens to IBM415. The announced
acquisition of health data for the training of artificial intelligence health-related tools has been
positively welcomed by part of the Italian press416 as well as by the Italian Data Protection
Authority417 as an important step forward with regards to the strengthening of technologydriven health research.
If it would have been implemented, the transfer would have allow IBM to acquire millions of
health-related data, encompassing pharmacologic data, oncologic data, genetic data, treatment
data, diagnostic data and reimbursement data418. As in the above-analyzed Google DeepMind
case, the transfer of these data would occur without data subjects’ consent. The confidential
document containing the agreement allegedly entitled IBM to process the acquired health
datasets for the purposes of the IBM Watson Health project and for other- not much better
defined- secondary purposes419, thus evidently bypassing the fundamental principles of
purpose limitation, necessity and proportionality.
Accordingly, the Italian Data Protection Authority highlighted that the execution of such an
agreement would have impacted on the rights of a vast strand of the Italian population, whose
sensitive information regarding health conditions were to be sold and processed through new
414
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technologies420. Thus, it invited the Italian government and the Lombardia Region to involve
the Authority in the implementation of the signed agreement in order to assure compliance
with data protection law421. However, the legal uncertainties surrounding the legitimacy of the
agreement have, to date, blocked the transfer422.
Against this backdrop, nearly a year after the signing of the agreement, the Italian Parliament
introduced a new provision regarding the treatment of personal data for scientific research
purposes in the form of a new art. 110 bis of the Italian Personal Data Protection Code423. The
first paragraph of the provision enables “the reutilization of personal data, also of a sensitive
nature, excluding genetic data, for scientific and statistical purposes, with the previous
authorization by the Data Protection Authority, and provided specific safeguards are
implemented for the minimization of the processing and for the anonymization of the data for
the ultimate protection of data subjects’ rights”. The provision perfectly echoes art. 89(1) of
the General Data Protection Regulation, which entails a specific exemption from the
application of the rules laid down in the Regulation, with regards to the “processing for
archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes”. Both the European and the Italian provisions constitute a radical deviation from
the golden rule of requiring specific and informed consent as an essential condition for data
processing. As has been observed424, the absence of any subjective requirement for the
application of the lighter regulatory regime of data processing for scientific interest purposes,
suggests that also data processing activities carried out by commercial entities for scientific
purposes could fall into the exemption. The above-cited norms could thus apply to the transfer
of Italian citizens’ personal health data to IBM.
As with regards to the Google DeepMind case, the legal issues arising from the Watson
Health Centre case are extremely thought-provoking.
First of all, it should be noted that when the scientific (data-intensive) research activities are
carried out by companies such as IBM, the actual link of these data processing activities to
public interest-related purposes, should be accurately considered. Indeed, in cases where the
420
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processing appears to be carried out not for research but for commercial purposes, as it is very
likely for digital companies, the ordinary data protection regime applies once more. The
practical feasibility of the application of general data protection principles and rules, such as
the rule of consent and the related purpose and proportionality principles, is however to be
reasonably doubted with respect to secondary massive and automated data processing, once
these rules and principles have not been respected with regards to the first processing on the
basis of the above-recalled research exemption.
Moreover, the accomplishment of the anonymization requirement, expressly taken into
consideration by art. 110 bis of the Italian Personal Data Protection Code, would anyway
exempt processing activities from compliance with the rules laid down by the Data Protection
Regulation, even if carried out for commercial purposes. The Regulation indeed applies only
to processing activities regarding “identified or identifiable” personal data425. However, if, as
is widely acknowledged in the literature426, aggregating algorithmic capabilities make
anonymization efforts temporary, further secondary processing regarding re-identified
personal data would need to comply again with general data protection rules.
Strictly connected to purely data protection-related issues, the IBM case uncovers also the
highly controversial issue of the ownership of these datasets427, once the transfer has occurred
and once the data have been automatically processed by these companies. Both initial and
secondary-generated data produced by companies’ algorithms that harness publicly-generated
datasets are likely to feed digital companies’ trade secrets and databases regarding sensitive
health information428. These protection tools ultimately end up restricting access to highly
socially valuable information.
In addition to manifest data protection and (over)propertisation threats, the European
Commission has warned against the possible anticompetitive effects of the declared transfer.
These have been signaled by the DG Competition in a letter directed to the Permanent
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Representation of Italy to the EU, requiring information regarding i) the selection process of
IBM as Italy’s partner for the development of the health analytics project; ii) the specific
services and products which the partnership will place on the market; iii) the allocation of the
related intellectual property rights; iv) the precise nature and amount of health data accessed;
v) the conditions governing the access; vi) the price of the access; vii) whether also third
competing parties could gain access to IBM’s acquired data429. The critical points highlighted
by the European Commission reflect the core regulatory issues raised by health data sharing
practices.
2. Health Data Pools as Innovation Networks
The above-analyzed cases provide a very thought-provoking overview of both the structural
features of digital health markets and the challenges raised by them.
With regards to the structural features, the above analysis shows how the phenomenon of
health data pooling is triggered by innovation objectives in the markets of digital health
products and services and is giving rise to a collaborative research environment where big
high tech companies are taking up an increasingly important role.
More precisely, the case-studies perfectly reflect the essential value of digital health data and
of the corresponding technological processing infrastructure for the development of health
research projects. In these regards, data pooling agreements represent a means of
concentrating around a single research project various types of technological assets and
expertise. As each of the illustrated cases suggests, traditional stakeholders in the field of
health research, as the pharmaceutical company Sanofi or the Royal Free Hospital, have
control of highly specialized and sophisticated health datasets, which represent the very core
asset of scientific enquiries. Conversely, big tech companies, as Google in both of the
considered cases, appear to offer the algorithmic infrastructure needed for the treatment of
these sophisticated datasets, as well as for the collection and the generation of new digital
information and the enactment of profiling, statistical analyses and predictions.
The complementary nature of such differently owned assets triggers pooling arrangements,
gathering together specialized clinical data and other “real world” digital data under a
common processing technology. As a competitor has interestingly observed in the GoogleSanofi merger, “the complexity and regulatory nature of the healthcare analytics industry
creates significant complexity on the data itself, as well as in the structural separation and
429
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partitioning” of the exploited health information, variously related to individuals’ health
status, access to care, treatment and outcome430. This well reflects how digital health markets
structurally rely on the intertwining of different types of health datasets, originally owned by
mostly non-competing businesses, as especially the Google-Sanofi case reflects.
In these regards, the analyzed case-studies confirm the statements made some scholars,
stressing how the diversity of (scientific) “knowledge requirements and the more complex
technology frontiers imply a need for networks”431, mainly driven by the desire to achieve
efficiency and innovation432. As others have claimed, in the pharmaceutical sector, innovation
is synonymous of competitiveness433.
The aggregation of different kind of datasets enables the development of new digital products
and services434, as the kidney injury app in the Royal Hospital case or the sophisticated
diabetes analysis services and corresponding devices, developed by the joint venture between
Google and Sanofi.
As has been interestingly observed, the incentives for innovation in digital markets appear to
be stirred by the competitive pressure existing in these same markets435, rather than by the
law, such as intellectual property law436. This competitive pressure pushes companies that are
active in different markets to aggregate their distinctive resources in order to advance their
respective market positions437.
In these regards, precious insights in respect to the functioning dynamics of data-driven
innovation are provided by studies related to “network theories”438. These theories assume
that in those fields characterized by a rapidly changing knowledge or by complex
430
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interdependencies between component technologies, a “network” or “collaborative”439
governance of the available informational and technological assets is regarded as an efficient
means for the delivery of innovative markets outcomes440.
As this literature observes, the resulting networks structurally rely on the processing of
different types of information441. This is deemed especially true with regards to those
knowledge-intensive industries that experience rapid and unexpected shifts in competences
and in market conditions, just as it is the case of the biotechnology industry442. Especially in
these markets, where knowledge changes rapidly and there are complex interdependencies
between component technologies, companies are induced to modify their organizational
structures for the purposes of more promptly responding to the rapid changes in technology
and the intensification of global competition443, and with that ultimately capturing the returns
in innovative market segments444.
The resulting “innovation networks” appear to be characterized by two main features, mainly
residing in i) the uncertainty of the established (contractual) relationships and ii) the high
dynamism and heterogeneity of the involved stakeholders445.
These sociological findings are further supported by the economic analyses, which
increasingly acknowledge collaborative arrangements of innovation as a primary pattern of
modern economic organization446. Here, current innovation processes (especially) in
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technology-driven markets are observed to cross firm boundaries447, along cumulative and
complex lines of technical development448.
The collaborative nature of innovation courses enables companies to access technology and
know-how that would otherwise be difficult to replicate by an individual actor449. As
prominent intellectual property law scholars have acknowledged, the current complexity of
production processes is determining the end of the “myth” of the sole inventor450, as replaced
by multipart strategic alliances451.
From a more strictly legal perspective, the examined cases perfectly reflect how these
collaborative networks established for the purposes of health data exchanges mainly fall, as
some strand of the literature has effectively pointed out, “in the large grey area between
traditional contractual arrangements and corporate acquisitions”452. The above analysis,
indeed, appears to confirm how digital health research partnerships can be performed under a
variety of legal forms, ranging from i) single contractual agreements for the transfer of a
single, well-defined dataset, as the example of the data transfers from the company 23andMe
and pharmaceutical companies suggest; to ii) more articulated collaborative alliances, as the
one between Google DeepMind and Royal Free Hospital and between IBM and the Italian
Lombardia Region, in which the scope of the shared assets and the actual research as well as
market objectives of the alliance itself are not ex ante defined; to iii) more structured
corporate transactions, as in the case of the joint venture between Google and the
pharmaceutical company Sanofi.
Along this spectrum of collaboration arrangements for research purposes, the most interesting
is given by the collaborative alliances that lie in between single contractual arrangements and
company mergers: these types of alliances are indeed more stable and future-oriented than
what occurs under a single contractual agreement, connecting research and development
capabilities, without entering into a complete corporate acquisition, as it occurs through a
merger453.
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The difficulty of properly qualifying the legal nature of these hybrid collaborations is
additionally exacerbated by the fact that the substance of these alliance agreements “typically
remains to be completed, and often defined, over time”454. Indeed, as the Google DeepMind
agreement clearly reflects through the reference to the eventual future employment of
collected health data for the purposes of the development of other new health devices, the
substance of these agreements needs to be structurally open in order to assure the necessary
adaptiveness in respect to future (often unexpected) developments of the research
consortium455, in terms of both the object of the established alliances (i.e. what types of data),
the goals of them (i.e. the planned market output) and ultimately the members involved. The
flexibility also in terms of the legal tools upon which businesses’ inter-relationships rely serve
that what some strand of the literature has defined as “continuous innovation”, in which firms
adjust their decisions and are capable of reacting to unpredictable changes to the market456.
Against this backdrop, it appears that collaborative inter-firm innovation based on data
sharing is a multifaceted and complex phenomenon in which innovation outcomes need to be
carefully assessed in light of the other interests involved in this collaborative process, mainly
related to data subjects’ privacy and to the soundness of competitive equilibria.
As the analysed cases show, indeed, health data pools are likely to impact both on data
subjects’ right to data protection, since they involve the treatment of very sensitive data, and
on competitive processes, for they aggregate resources in the hands of few market players,
thus potentially triggering foreclosing network effects and setting the conditions for possible
exploitative conducts.
From a regulatory standpoint, the case studies have in turn equally reflected that innovation
through data exchanges is only partly governed by the private autonomy of the contracting
parties, and need to pass the scrutiny of data protection law, as the Google DeepMind and
IBM cases reflect, and of competition law, as the Commission’s enquiry into the GoogleSanofi merger has shown.
Under these premises the next paragraph will give account of the variety of stakeholders’
interests underlying health data pools. As will be illustrated, these interests are differently
related to collaborative data-driven innovation, partly being aligned to it and partly running
contrary to it.
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3. Mapping the Interests in Health Data Pools
Digital health innovation through health data pools touches upon a varied range of interests
that are worth to be carefully considered. Indeed, the parties that are somehow involved in
and affected by the economic practice of health data pooling appear to have different interests,
which can be illustrated along the lines of the following spectrum: i) health data pools and
innovation; ii) health data pools and consumer welfare; iii) health data pools and (the right to)
digital health; iv) health data pools and health biases; v) health data pools and data subjects’
interests; vi) health data pools and commercial interests; vii) health data pools and
competition. Against this backdrop the following paragraphs will give account of the
complexity of the interests and risks stemming from health data pooling practices.
3.1 Health Data and Innovation
As has been illustrated in the previous paragraphs, health data pools serve the marketization
of new health-related technologies. In this perspective, they are key for the production and
assessment of new scientific evidence resulting from aggregated and analysed health
information. The interoperability of the pooled data and technologies is thus likely to trigger
the research and development for other devices, which can be related or not to the already
designed technology. This has been well expressed by Google that has announced that Royal
Free Hospital’s data would have been employed also for the testing of other health-related
products or services457.
New scientific evidence in turn advances medical knowledge458 and health research459 for the
benefit of the public and of society as a whole. In this context, data is at the same time the
output of the scientific process, and these outputs, as aggregated, becomes themselves input
for further scientific enquiries into the system of innovation460.
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Under these premises, the free flow of health information among businesses, and among
businesses and other public institutions needs to be assessed from the perspective of the
public interest in scientific health advancements.
The social productiveness of the aggregation of scientific information has been expressly
considered by a specific strand of the intellectual property scholarship, whi has argued the
importance of information interactions among actors in the health research field for the
fruitful expansion of the scientific public domain461. In this perspective, the importance of the
free flow of scientific information has been grounded in the notion of public science, based on
the traditional cooperative and sharing ethos462.
Along these lines, strong critiques have been raised in respect to the progressive
appropriation463 of research valuable data by those actors who successfully manage to claim
variously-styled proprietary rights over the collected research-valuable information464. In the
views of these commentators, these claims are supported by an over-protectionist intellectual
property framework regarding scientific valuable data, which encourages the capture of this
data under commercialization and commodification courses465.
In the data-driven research environment, the presence of a solid framework of intellectual
property rights over information goods is meant to stimulate the private investments in the
commercial exploitation of existing scientific and engineering knowledge466. However, the
resulting monopolies over scientific knowledge structurally rely on the secretization and
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imposition of high access charges over information assets467. As the literature reflecting on
the “tragedy of the anticommons” in biomedical research has argued in this respect468, the
excessive concentration of property rights in scientific data determines opportunistic
behaviours such as hold-outs and excessive pricing469, which end up raising the negotiation
costs of scientific projects and in this way discourage the conduction of socially valuable
scientific enquiries470.
In this light, the expansion of property rights in research and the resulting privatization of
research endeavours, is ultimately deemed to distort the incentives to conduct research and
sensitively influences the type of research conducted by those who have successfully obtained
entitlements over the research valuable assets471. This hyper-appropriation trend of scientific
research prerogatives is in turn considered to generate scientific results that are less socially
valuable in the long term472, in respect to those who would have been generated by
collaborative exchange and cumulative development of scientific knowledge473.
This leads in turn to imbalances at the overall innovation system level, in that it interrupts the
cycle of information transfers, thus ultimately constraining the production and-maybe even
more importantly- the distribution of new knowledge474. From a systemic perspective, thus,
an over-protectionist intellectual property framework risks to run contrary to its own
fundamental goals of stimulating the generation and consumption of new knowledge475.
This recognition has in turn triggered deeper reflections on the need to stem monopolistic
tendencies over scientific information through a more careful evaluation of the public interest
467
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in the common “fair” sharing and use of scientific enabling information as a means of
mitigating the securing effect of an over-protectionist- and thus obstructionist- intellectual
property framework over digital research data476. Accordingly, shared access to reliable and
up-to-date information and data has been regarded as key to economic-welfare enhancing
innovation, as dependent on the exploitation of the available data by means of new digital
technologies477.
In this regards the paradigms of open science and of the commons of scientific knowledge
have been relied upon as a theoretical basis for the counterbalance of the enclosing trend over
digital research data478 and thus for the promotion of a faster growth of the stock of available
scientific knowledge479.
In this perspective, it has been observed that scientific health information is a public good in
the sense that each individual citizen benefit from such information without reducing its value
to others480. Economic theory regarding public goods has shown that privately supplied public
goods will be typically underprovided, this supporting the economic and thus regulatory need
to create data interactions and collaboration spaces assuring the provision of socially efficient
quantities of these same goods481.
It is stressed that the undersupply of health research has soon concrete impacts on the market
side, where a drug’s adverse reactions are reflected or where the losses resulting from the
impossibility to extend a pharmaceutical product to a rear disease are felt482.
The resulting gridlock on the side of health research sensitively touches on the market side,
showing the ultimate unsustainability of an “individual” health research paradigm not based
on information sharing interactions483. This is what other scholars have been referring as the
“provision problem” affecting excessively privatized health information datasets, and
476
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precisely related to the lack of incentives of creating, maintaining and improving the
aggregated scientific resources484.
In these regards, private exploitation of technological superiority and of obscuring intellectual
property tools over scientific information by controllers of formed health datasets is identified
as a cause of distraction of upstream information from both the basic and applied science
commons, undermining in this way the ability of both private undertakings- i.e. other, maybe
competing, private companies- and public institutions to harness cumulative data streams for
the production of innovative products and services485.
Unsustainability and under-provision of scientific health information in turn impacts on the
supply of other connected public goods, such as scientific research and health486, which are
strictly dependent on data availability and on technological transferability487.
The above debate highlights the theoretical importance of the paradigms of the public domain
and of the scientific commons as a benchmark upon which assessing the downsides of an
excessively privatizing property regime over scientific information.
Although based on the public/private dichotomy, the debate appears to be of specific
relevance in respect to the case of health data pools. As the previous paragraphs have shown,
indeed, the phenomenon of health data pools is to be placed in between the spheres of private
and public goods and resemble more what the literature on the commons refer to as common
pool resources, exactly based on the sharing and the interconnectedness of different resources
among different subjects488. In light of this structural premise, the just recalled debate over the
economic and regulatory complexities of the research commons highlights at least two
important dynamic features of health data pools.
First of all, the above discussions warn about the risk that the achievement of these long terms
efficiency gains is impaired by economic reluctancies to share the data, enabled by an
information-based intellectual property system, which appears to incentivise the “private”
accumulation of data and the related short-term economic gains489. This risk exists also within
the same health data pools, in which the information first aggregated by the pool members for
484
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innovation purposes could undergo a progressive process of appropriation under the control of
the more powerful and technologically advanced pool partner490.
At a deeper level, however, the mentioned scholarly debate well stresses the economic and
societal value of information exchanges in data-driven health research activities and thus the
importance of the establishment of (quasi-public) areas of collaborative interactions among
economic actors which practically perform the same functions of the social construction of
the public domain491. In these regards, some of the economic efficiencies that the cited
literature refers to the public domain can be well transposed in the case of health data pools.
In these regards, common sharing of scientific information enables different parties to exploit
economies of scale and scope in the training and testing of new health-related products and
services, minimizing superfluous redundancies and allowing the members of the pool to
compare different testing results492. As has been observed in this regard, greater accessibility
of research-valuable information through data pools could also be functional to
collaboratively find remedies to investigational obstacles stifling the development of needed
treatments493.
In addition to this, health information accessibility, as also the case of clinical trials disclosure
demonstrates494, accelerates the manufacturing processes, by reducing research and
development costs thanks to triggered network effects495 and the greater scientific evidence
regarding the effectiveness of the products to be marketed496.
The reduction of costs on the side of the supply of research material and of the testing risks is
in turn very likely to reflect itself on lower prices of the end-marketed products/services497.
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Low product/service prices evidently benefit consumers with greater access to medicines to
low income or more disadvantage patients498.
Overall, thus, it appears that information sharing among businesses and among businesses and
public institutions serves both short term private gains stemming from a faster marketization
of new products499 and long term efficiencies related to a greater variety of treatments on the
market and lower drug prices500.
Accessibility of health data is moreover deemed to increase the quality of marketed health
products501, in terms of greater safety and effectiveness502.
Moreover, evidence drawn from health data pools informs diagnostic, therapeutic and
prognostic strategies specifically designed to the individual. Accordingly, the new digital
health technologies promise to render treatments more effective, on these basis of the
consideration of patients’ specificities503.
The so-identified innovation gains brought about by health data pools can be further qualified,
from the particular perspective of the subjects who come benefit from the innovative market
outputs, in terms of i) the enhancement of consumer welfare and ii) of the standard of health
overall enjoyed. The analysis that follows will delve into the assessment of these two points.
3.2 Health Data Pools and Consumer Welfare
As argued in the previous paragraph, health data pools, and more precisely data sharing, are
supposed to i) speed up manufacturing processes and thus increasing the quantity of marketed
digital health products; ii) lower the manufacturing processes’ costs and thus the ultimate
products’ costs; iii) heighten the quality of new health products and services through
enhanced personalization and effectiveness. Accordingly, health data pools as a means of
conducting health research appear to influence the correspondent health markets in respect to
products’/services’ quantity, prices and quality. Framed in these terms, health data pools
498
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advance consumer welfare in digital health markets. The idea that information concentration
among different digital platforms leads to market efficiencies and gains in consumer welfare
is emerging in the competition law literature regarding data-driven markets504.
In these regards it needs however be observed that neither efficiency nor consumer welfare
are clearly defined notions in the competition law reasoning505.
Despite having always been a “leading benchmark” in the context of competition law
analysis, the notion of consumer welfare- as has been observed- has never “embodied
universally agreed properties”506. The flexibility of the notion is thus currently being
reassessed and readapted in respect to the specificities of digital markets. These are triggering
a reconsideration of the determinants of consumer welfare, at both a practical and a theoretical
level507.
Consumer welfare has been traditionally identified in “lower prices, better quality and a wider
choice of new or improved goods and services”508. Among these components, the price
parameter has undoubtedly experienced greater success509.
However, increasing attention is being given to the non-price related parameters of “quality”
or “choice”, as complementary parameters of price510. According to a re-emerging theory,
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indeed, consumer welfare is determined by prices and quantities in the short run but it is
structurally related also to variety, quality and innovation in the medium and long run511.
As the above made analysis suggests, health data pools and the connected data-driven
research enquiries are likely to impact on each of these components of consumer welfare in
the resulting digital health markets. Each of these consumer welfare parameters have been
given new attention by both the scholarship and the case law in the context of digital market
analysis.
With regards to the component of product variety, the European Commission has lately come
to highlight the importance of “genuine choice and innovation” as essential determinants of
the so-called “competition on the merits”512.The variety and thus the quantity of the products
available on the market, enable a greater room for consumers’ choices, and thus determine
consumers’ ability to “define his or her own wants and the ability to satisfy these wants at
competitive prices”513.
Likewise, also the relevance of quality as a competitive parameter has been considered in the
context of several decisions by the European Commission514 and has been supported by a
strand of the literature, which has juxtaposed the quality criterion to the price parameter515.
The newly resulting products are expected to provide consumers more utilities, more safety
and more convenience516.
As the previously analysed case law shows517, moreover, innovation brought about by data
sharing practices and the transfer of the connected processing technology, is to be felt also at
the previous stage of the manufacturing process518. In this perspective, it appears that data
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pooling leads to significant benefits also in terms of process innovation519, resulting in
organizational improvements of the manufacturing procedures in the framework of so-called
“smart manufacturing” techniques encouraged by digital tools and artificial intelligence520.
The scholarly debate regarding the countenance of the quality parameter in digital markets,
has well highlighted the difficulties in carrying out a quality comparison between competing
products521. This is also given by the difficulties in clearly defining the determinants of a
digital product’s or service’s quality. In this regard, the acknowledgment of the specificities
of data-driven products and services, which are typically based on the access and processing
of personal data, has suggested the opportunity of considering as a determinant of quality also
the level of data protection assured by the same products or services.
Accordingly, the improvements in the level of data protection of digital products and services
have been referred to by some authors as “data protection innovation”522. Also the European
Data Protection Supervisor has observed that in markets where access to services is gained
through the disclosure of personal data “privacy could become a competitive advantage” in
the sense that consumers may be oriented to choose one service or another on the basis of the
undertaking’s data use policy523.
In this regard, it can be observed that data protection could work as a structural element for
the products’ or services’ quality especially in respect to data-driven health technologies,
which are structurally designed around the collection and processing of very sensitive data- as
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it is the case of the integrated platform for the management and cure of diabetes delivered by
Google and Sanofi- and in respect to which users may evaluate “safe” privacy policies as a
determinant component of the safety and thus of the quality of the health-related
product/service524.
Following this line of reasoning, conversely, merges -such as the Google/Sanofi merger- and
other data sharing activities- such as the one between Google DeepMind and Royal Free
Hospital-, which come to lower the level of data protection, would impair the resulting
services’ quality, harm consumer welfare, and thus be deemed anticompetitive525.
However, in this respect it needs to be remembered that the relevance of the “quality” of
privacy policies as a competitive parameter has been object of the critiques by some
commentators who have rightly observed that users have limited choice in selecting the
digital services with the better privacy policies because most providers of these services apply
the same data-processing conditions526.
Moreover, the benefits brought about by digital health technologies’ properties of
personalization and effectiveness - given, for example, by the real-time features of diagnosis
and monitoring functions- could be evaluated as more important by consumers than potential
data protection risks. In other terms, health protection and advancements enabled by these
digital health products and services could be preferred to data protection527. This also because
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more privacy-friendly digital health devices are very likely to be less innovative528.
Accordingly, the risk of an outright “privacy paradox”529 (especially) in digital health
markets, suggests that also digital health products and services with low privacy thresholds
could still be considered as qualitatively satisfying, or more generally, innovative and thus
consumer welfare enhancing530.
Innovation is the third component of consumer welfare, which has been recently attracted new
attention within the dynamics of digital markets. In the context of competition law analysis,
the borders of the notion of innovation remain unsettled531. However, in its very essence,
innovation relates to the commercialisation of newly invented or upgraded products (product
innovation) or production and distribution processes (process innovation)532. As has been
observed, the introduction of new products and services on the market is “the main form of
firm rivalry that dissipates supra-economic profits and improves consumer welfare”533.
Innovation is thus related to consumer welfare depending largely on quality advancements,
although not always on price decreases534.
3.3 Health Data Pools and (the Right to) Digital Health
The paragraphs above have investigated the claim that health data pools, as a means to
aggregate different informational resources among different economic stakeholders, enhance
528
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consumer welfare in digital health markets by increasing digital health products’ variety and
quantity, decreasing their costs and advancing their quality.
At a deeper reflection, these alleged economic effects of health data sharing on digital health
markets are supposed to also positively favour broader social and fundamental rights-related
interests of consumers’/patients’ safety and health.
In these regards, it needs to be recalled that just as the notion of efficiency and consumer
welfare, also the notion of health is a debated concept in the scholarly literature535, who has
underlined how the right to health encompasses “a variety of human rights as tools to deal
with public health issues”536, and has an inclusive nature, “incorporating a myriad of
freedoms and entitlements”537.
The right to health is established in various sources of both European and international law.
At European level, the Charter of Fundamental Rights of the European Union interestingly
establishes a “right of access to preventive healthcare and the right to benefit from medical
treatment under the conditions established by national laws and practices”538. The
international framework regarding the right to health further defines health as “the enjoyment
of the highest attainable standard of physical and mental health”, which is one of the
fundamental rights of every human being without distinction of race, religion, political belief,
economic or social condition”
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Rights has specified that the right to health implies the right to enjoyment of a variety of
facilities, goods, services and conditions that are necessary for the realization of the highest
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attainable standard of health”540. In these respect, the same Committee has specified that the
right to health is determined first of all by the essential components of availability and
accessibility of such facilities, goods and services541.
Availability means that these facilities, goods and services have to be available in sufficient
quantity, whereas, accessibility means that health facilities, goods and services have to be
accessible to everyone without discrimination within a State party542.
In addition to the features of availability and accessibility, related to external quantitative
aspects of health-related markets, the Committee further identifies as internal qualitative
components the ones of acceptability and quality, respectively related to health products’
adequacy in respect to minorities’, vulnerable people’s and communities’ specificities and
capability of addressing health concerns of the population as a whole543.
Against the backdrop of this framework, health data pools and resulting digital health
technologies potentially have a sensitive impact on each of the above-identified components
of health.
Easy access to health data enables users first of all to become active managers of their health
conditions throughout their whole life cycle544. The algorithm-based functioning of processes
allows for vast quantities of data to be gathered and reported in real-time. The real-time
quantification of users’ health conditions leads to a prompt identification and evaluation of
them545. The new devices, such as health apps, and the new digital sites where health data can
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from the body into data, presented as numbers and visualizations. These enable the bodily self-governing to take
place. Algorithms have become powerful classificatory mechanisms for influencing how users’ learn about their
bodies and health. Such algorithm-driven classificatory system is thus ultimately generating a new conception of
health, which is defined through the classificatory scheme written into their algorithms. More specifically, it
appears that users’ health identity is increasingly shaped by what is reflected by the technical sensors capturing
individuals’ data signals and rendered back to these same individuals. In this way, users’ body are quantified by
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be shared, are empowering users/patients in the sense that they are becoming active agents of
their own health conditions as technologically monitored and displayed. Such monitoring
systems thus facilitate the prevention and early cure of diseases, promptly suggesting the
needed interventions.
In this perspective, digital health tracking devices permit on the one hand the capturing of
updated e-health data and on the other hand the processing of these data for the release of
advice, incentives and motivations to improve users’ health status546. These advancements in
health information technology services are thus extending the possibilities of remote
consultation, diagnosis, and treatment, with promising effects of inclusion also of the strands
of the populations that have greater economic and physical difficulties of accessing health
services and products547.
With regards to quality and safety aspects, the digital quantification of users’ health
conditions enables to identify and evaluate them with greater precision: the prevention and
early cure of diseases can make healthcare interventions more effective with that reducing
healthcare spending548. More precisely, the collection and the processing of updated health
data makes it possible to deliver patient-tailored health services and health products. Big data
analytics are thus paving the way to the rise and development of so-called “precision
medicine”, based on a patient-centric approach for the delivery of accurate cures based on the
available data about a user/patient549. Moreover, with regards to the post-marketing phase of

data and the numbers they return. This is particularly relevant if one thinks that information derived from
monitoring functions are then mostly transformed into predictions of users’ future bodily health. According to
both monitoring and predictive data, users take the steps that they deem necessary for the enhancement of their
health conditions. In this light, it is interesting to observe that users interact with algorithms as active participants
that immediately respond to what the algorithms suggest. As has been observed, digital health tools activate an
outright ‘dialogue that moves between data as an externalization of self and internal, subjective, qualitative
understanding of what the data means’. This constant interaction between users and digital health devices is the
result of what sociologists define as a contemporary obsession with ‘tuning’ and ‘perfecting’ the body with the
‘right’ algorithms. Hence, in the present environment, users’ body is recorded and reprogrammed, manipulated
and improved according to what the norms embedded in algorithmic systems suggest. So D. NAFUS-J. SHERMAN,
This One Does Not Go Up to Eleven: The Quantified Self-Movement as an Alternative Big Data Practice, in
International Journal of Communication, 2014, 8, 1784 ff.. The above-made considerations suggest how health
identities in the digital-algorithmic age are increasingly shaped by the technological devices that have healthrelated functions and by the “evidence” rendered by algorithmically processed health data.
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pharmaceutical products, big health datasets can be used to assess post-marketing adverse
events and thus the safety of pharmaceutical products550.
On the different side of health products’ and services’ acceptability, it needs to be observed
how the availability of large digital datasets enables to capture demographic and social
information that can be useful to address clinical needs in a more uniform way.
For example, selected health indicators can be utilized in order to assess whether minorities
and other disadvantaged groups receive the same quality of care as other populations. In these
regards, big data analytics are being employed in order to link community-level data with
healthcare system data551. The rendered results can thus indicate which populations are at
greater risk of health disparities552.
In this perspective, big data can be used for the identification of patients with serious medical
conditions living in social disadvantage, so that the services can be tailored to these subjects
with the available resources553.
Likewise, data analytics are creating new mechanisms for a faster approval of pharmaceutical
products which are specifically designed for the satisfaction of unmet needs and thus for the
enhancement of the specific health conditions of certain subgroups of the population554.
The improvements in terms of enhanced accessibility, availability, acceptability and quality of
health-related products enabled by new health technologies based on the massive processing
of health data, need however to be better assessed in the view of some distinctive features of
these same health technologies. Indeed, in the evolving digital health markets, health
outcomes risk to be impaired by some newly emerging barriers to accessibility and
availability of digital health products, as well as by newly emerging sources of quality and
thus safety defects rooted in the functioning mechanisms of algorithmic-based processing
technologies.
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3.3.1 Health Data Pools and the Risks for Digital Health
Traditionally, the scholarly literature has identified among the main barriers obstructing
access to health services and products, not only economic factors, i.e. financial disparities555,
but also socio-cultural elements556. In this respect, language, information availability, working
conditions, and ultimately strictly cultural elements, i.e. cultural practices and customs, have
been considered as obstacles to an equal consumption of health services and products557.
These obstacles all have been regarded as different causes for the diversification of health
products’ and services’ accessibility among different social groups, with strong exclusionary,
and thus discriminatory, outcomes558.
In the digital environment, these factors risk to further exacerbate health disparities559. The
digitization of health products and services indeed requires patients to use technologies that
they are not familiar with560. Those patients who do not belong to technology-savy group of
consumers561, such as elderly, disabled or those with low digital literacy could thus face
difficulties or even be deterred from using these new technologies562. This has been expressly
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confirmed by a study of the George Washington University Health Workforce Institute,
finding that the use of digital health technologies “is most dominant among working age and
higher income respondents and those who may have more difficulty leaving the home because
of physical and mental limitations”563.
Among the sources of exclusions in the digital environment, the literature has highlighted the
speed of change of technologies; the costs involved in accessing and upgrading the devices;
the lack of user-friendliness and the understanding of the meaningfulness of information564.
All these element are to be ascribed to the phenomenon of the “digital divide”565: with digital
technologies becoming increasingly important in the field of healthcare, the gap among those
who experience difficulties in accessing and correctly exploiting digital technologies, and
those who can easily afford them reflects itself into an increasing gap between those who can
access and those who cannot access healthcare services566. In other terms, those who have
difficulties to use Information and Communication Technologies and those who do not have
sufficient information and fewer quality services at their disposal will be precluded from
accessing health services rendered through digital channels567. This is thought-provoking
given that many of the people who are unable to integrate into the “big data trail” are also the
very people most in need for health research, intervention and care.
In the digital-algorithmic healthcare environment, access to digital medical devices is of
relevance not only for the immediate fruition of these digital services and the above-outlined
benefits they provide, but has broader systemic implications. Indeed, digital health tracking
tools, together with other web-based health services, such as frequently asked questions
websites or online disease patient communities, are one of the principal sources of health
data568. The produced digital health data come to feed in turn the health datasets that are
employed for the training of digital medical devices and that are starting to be used by
pharmaceutical companies and by regulatory agencies for the testing of the safety and efficacy
of pharmaceutical products.
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In this light, the exclusion from the health services by some groups, causes the unavailability
of health information regarding these groups, this having direct consequences of the other two
components of health products’ acceptability and quality.
Indeed, incompleteness of the datasets affects the design of digital medical devices that are
trained upon these datasets, and the safety and the efficacy features of pharmaceutical
products, which are tested upon these same datasets.
In this way, digital health services and products risk to be culturally “exclusive”, and thus not
fully capable of addressing specific health needs of minority groups.
The impairment of these two elements, ultimately affects again accessibility concerns: the less
disadvantaged groups are indeed taken into consideration in the design and the structure of
products and services, the less they will be able to access them, not only from a financial
standpoint, but mostly from a physical and linguistic standpoint. This last consideration shows
that there is a circular relationship between the three components of accessibility,
acceptability and quality of health services and products: narrow accessibility of final services
and products undermines indeed acceptability and quality in the design of these same
products; a design that does not take into consideration the needs of minorities newly
exacerbates accessibility concerns of marketed services and products569.
Framed in these terms, the issue of the newly emerging health inequalities in the digitalalgorithmic environment appears to be strictly intertwined with the different issue of the
completeness and quality of the datasets that feed the algorithms structuring digital health
products. More precisely, attention needs to be given to the type of biases that are likely to
undermine the completeness and quality of digital health datasets used for the design of
digital health products. This will be done in the next section.
3.4 Health Data Pools and Health Biases
As illustrated in the previous sections, health data pools aggregate different types of healthrelated information, ranging from more sophisticated clinical trials-styled information to
health-inflected runaway data. In this perspective, health data pools work as large depositories
of information regarding citizens’ sensitive health conditions. This information is essential for
the training and testing of digital health devices and products. It is thus key for the ultimate

569

COUNCIL OF THE EUROPEAN UNION, Health in the Digital Society - Making Progress in Data-driven
Innovation
in
the
Field
of
Health,
28
November
2017,
online
available
at
http://data.consilium.europa.eu/doc/document/ST-14078-2017-INIT/en/pdf, para 23, where it is observed that
differences in digital and health literacy need to be adequately taken into consideration in the implementation
and the design of digital medical tools.
104

design of digital health products, in turn reflecting itself upon the overall quality and the
accessibility of these same products, once marketed.
Ultimately, this means that the nature and the features of the datasets employed by the
research actors, as well as the manners in which the data are processed by these entities
determine the degree of advancements in the standard of health overall enjoyed by the users
of such new technologies. Hence, the way in which the employed health datasets structure the
resulting digital health products and services, in turn affects the way in which these same
products and services advance the protection of the right to health.
It has been above highlighted that digital health products and services can sensitively advance
citizens’ health, through faster, more effective, and potentially also cheaper devices and
treatments.
However, it cannot be neglected that in the digital dimension, health protection can be
impaired by new sources of harm specifically deriving from the digital and thus datafied
nature of the new health related products and services. These harms are directly related to the
biases potentially affecting the health data pools upon which new digital health technologies
are designed and tested.
In these regards, it has been rightly pointed out, that very little is known about the selection,
values and assumptions of the ‘training data’ that machine learning algorithms act upon. Such
data may be incomplete, partial, or even incompatible with the data that the algorithm will
operate “in the wild”570.
Automatically aggregated data or poorly constructed analytic frames may be susceptible to
biases and weaknesses571.
These biases can result both from ii) the initial stage of collection of the same data, thus
referring to the moment of the creation of health data pools and ii) the subsequent phases
involving the processing of the collected datasets for the inference of predictive correlations,
which are technically drawn from the initial health data pools through the employment of
proxies, i.e. criteria according to which the initial health data pools are reorganized and subgrouped572.
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In this perspective, thus traditional concerns related to the accurateness and quality of
research data573 appear to take a new shape in the digital environment574, raising a new set of
challenges that are identified below.
Under these premises, the biases potentially affecting health data pools need to be better
contextualized within the broader topic of algorithmic biases. In these regards, the literature
distinguishes two major types of algorithmic biases, that is i) biased training data and ii)
unequal ground truth575.
i) Biased training data: training data is extremely relevant since it is on the basis of this data
machine learning algorithms optimize a statistical model that links input to output data. The
training data is thus the benchmark that assures that the predictions and correlations made on
the basis of a certain input are right. Errors in collected data may make patterns harder to
identify or lead to false pattern recognition.
One common source of biased training data is given by sampling bias. This bias is obtained
when some strands of the population are misrepresented, because there is not a sufficient
representation of the features of these strands of the population in the used datasets. In
alternative, it can occur that in the datasets there is some data referring to these groups, but
this data is less valid and prone to error576. Both types of sampling bias lead to
misrepresentation distorting the evidence drawn from the same training data. The incorrect
handling of training data, indeed results in an incorrect labelling of the employed data, which
means that inputs are associated with wrong outputs577, such as disease risk578. In this way,
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thus, the bias is incorporated into the statistical model that is drawn from the training data and
thus propagates into the output, misleading the rendered results579.
Another bias potentially affecting training data is related to that what data scientists call
“historical bias”, resulting from sociological and/or historical misconceptions that are
reflected into the health datasets, likewise skewing their representativeness580. As with the
first type of bias, also these human-like biases enter into the model and perpetuate themselves
through self-learning algorithms. The historical bias can be incorporated in the algorithmic
process both unintentionally- as simple mistakes or results of subconscious human bias-, or
intentionally581. In this last case, for example, the designer of the algorithmic processing
technologies could intentionally incorporate these socio-historical biases within the
processing infrastructure, associating discriminatory traits with scores in apparently neutral
categories, such as educational levels or geographical location582. From these considerations,
it can be derived that biases in training data can both relate to the substantial nature of the
initially collected and employed datasets, as well as to the initial coding of the processing
infrastructure employed for the analysis of the given data.
ii) Biases in training data are thus likely to generate biases in the subsequent moment of the
analytical processing of collected data. Algorithms construct from input data a score (target
variable, such as a risk score), which is the output. However, this output, and thus the scores
of the target variable, may excessively correlate with membership in a protected group. In this
case, membership with a protected group is automatically associated with the analyzed trait,
that is for example, the studied disease. In an unbiased dataset, data express reality through
the best available output-approximation (so-called “equal ground truth”). Conversely, if the
algorithmically calculated capacities or risks are distributed in an untruthful way among
protected groups, then the employed dataset is affected by a bias appointed “unequal ground
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truth”. Such bias causes a “proxy discrimination”, that is a statistical discrimination583, given
by “untrue” statistical associations and subsequent scientific inferences.
The consideration of the above-outlined algorithmic biases is extremely relevant in respect to
the sensitive context of health data-driven research.
With regards to the initial training data, it has been above illustrated how the composition of
health data pools is varied, combining more sophisticated scientific health data, as clinical
trials with other more general health data drawn from various sources such as health tracking
devices or online sites, as frequently asked questions sites or social networks584. This means
that much of the data flowing into health data pools employed for health research purposes
are self-reported or distance-tracked585.
This type of health data is thus very likely to entail distortive information regarding the
identity and the effective health conditions of the data subject586. Widely documented
problems of false or incorrect reporting appear thus to be amplified in large digital health
repositories587.
In this perspective, the above-described biases affecting the training data are likely to
sensitively impact upon the quality and safety of the to-be-marketed digital products and
services588. Moreover, the same biased set of training data, could be employed for the training
and testing of other medical technologies, thus perpetuating the initial errors589.
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In addition to this, health data pools risk to be biased due to their under-representativeness590:
indeed, the health data collected from tracking devices or online-based services are very likely
to reflect the health conditions of the users who can afford these devices or services591. It
could thus happen that the data used to conduct the research are not representative of the
diseases object of the research or, more generally, do not accurately reflect the health
conditions of a sufficient sample of the population592.
Problems of under-representativeness affect not only digital health records but also genetic
data: participants in genome-wide association studies are indeed mostly of European
descent593.
As a result, collected health-datasets and the statistical and probabilistic models based on
these data could be biased, referring, for example, only to the white, more educated and
influent strands of the population594. If analytic frames are not sufficiently calibrated to
account for society’s minorities, big data employed for the design of digital medical devices
and digitally tested pharmaceutical products may miss subtle trends related, for example, to
ethnic-specific diseases or rare diseases595. This could render such digital health products and
services not suitable for the monitoring and curing of conditions related to subgroups of the
population. This is already being documented, for example, with regards to a dermatological
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artificial intelligence system, designed to recognize melanoma, which has turned out to be
largely ineffective in respect to patients with darker skin596.
In light of the illustrated scenario, thus, the existence of the above-outlined biases, as biased
training data and unequal ground truth, is likely to undermine the “acceptability” of digital
health products597. This appears in turn to weaken the quality of these products, as framed
above.
The structural features of digital health products and services, as resulting from the health
data pools employed for their design, ultimately risk to restrict the accessibility of these new
products and services by those groups whose data are not sufficiently or effectively included
in the research datasets. These groups could indeed face barriers to access to digital devices,
not (only) related to prices but (also) to quality concerns598, directly stemming from the fact
that the marketed devices do not properly read and capture the specificities of their health
conditions.
In this perspective, ultimately, the biases related to the under-representativeness of the
training data are likely to reflect themselves on an unequal access to digital healthcare
products, negatively affecting the standard of health overall enjoyed. In these regards, the
need has been acknowledged to develop appropriate political, well before regulatory,
responses, assuring “those who live outside or on the margins of data flows some guarantee
that their status as persons with light data footprints will not subject them to unequal
treatment by the state in the allocation of public goods and services”599.
A last consideration needs to be made in respect to the above recalled socio-historical biases.
This type of bias is indeed likely to impact, at a more general level, on broader features of
digital health research, generating new forms of health-based discrimination.
It has been shown above that one of the greatest scientific advancements brought about by
digital health research is personalization of health treatments.
However, personalization patterns that are positively welcomed as more effective ways to
monitor and cure patients’ conditions risk to generate new trends of what is referred to in the
596
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literature as “group stigmatization”600. This type of stigmatization occurs when analytical
correlation signal that individuals with certain ancestries or genes are more likely than others
to contract certain diseases, or have better outcomes with treatments that are different from
standard therapy601.
In these regards, socio-historical biases affecting the training data or the way in which the
initial datasets are analyzed, could cause disease patterns built on the collected phenotypic,
biological and behavioral data, to be wrongfully associated with specific groups of the
population602.
As has been interestingly observed by some authors, specific groups such as low-income,
unwell and elderly, are more vulnerable to health information collection endeavors in respect
to the wealthier strands of the population who are more educated and have greater financial
means to protect their health privacy603. As a result of the over-representation of certain
groups in the analyzed datasets604, these groups risk to find themselves trapped into
incorrectly built predictive clusters referring to cultural, ethnic and racial parameters605. The
health technologies built upon these clusters would be thus unsuitable for other groups of
patients who were not adequately reflected in the training datasets606.
Moreover, the resulting ethnic-based health profiles are destined not only to affect the
production of health-related products and services, but also-as will be better assessed belowto feed more general online discriminatory practices.
The practice of racial profiling in medicine precedes the datification and digitization of the
health research setting607, and was boosted by the growing importance of genomics for health
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research608. Pharmaceutical companies have started to show increasing economic interest in
so-called “race-based” medicine609. As a result, in 2005, the FDA approved a drug only for
African-Americans610 for which, very interestingly, the United States Patent and Trademark
Office granted a “race-based” patent611.
In the USA, the encouragement of racial-based research has been expressly promoted by the
National Institute of Health that has issued guidelines stressing the importance of collecting
data regarding the different responses to treatments among minority groups612. More
specifically, the guidelines require researchers to report “racial” and ethnic treatment
responses, eventually responding to these differences by developing “racially-developed”
therapies613. The guidelines’ underlying assumption is that the “scientific” consideration of
the specificities of ethnic groups could lead to better treatment outcomes for diseases that are
more common in those groups than in others.
The personalized character of algorithm-driven health enquiries enables to speed up and
advance such objectives, positively meant to decrease health inequalities.
However, from an opposite perspective, the correlation between a certain ethnicity and a
disease could potentially lead to under-diagnosis of the same disease among other groups.
Due to scoring charts, these groups could be, for example, less likely than other groups to
access the needed testing services614. Conversely, the ethnic or societal group that is
probabilistically associated with a certain disease or condition could be stigmatized615,
suffering discriminations which propagate from the health sector to the online commercial
environment as well as to the employment sector and the insurance rates616.
608
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From this perspective, thus, in the light of both under-representativeness and socio-historical
biases, digital health entails the risk of increasing (digital) health divides, with resulting
problems of health inequalities. Under these premises, it becomes apparent how, in the
digital-algorithmic environment, the identification of the types of biases that are embedded
into big health datasets becomes essential in order to properly address health inequalities
deriving from both new barriers to access to digital health products and other discriminatory
courses opened up by data-driven health research617.
3.5 Health Data Pools and Data Subjects
As the analysed case studies have suggested, the innovation goals of health data sharing
practices have to be carefully balanced against the threats to users’ data protection resulting
from the processing of a vast amount of patients’ sensitive personal data. The processing of
this personal data through machine learning techniques can indeed enable the extraction,
through correlations and probabilistic inferences of additional secondary personal data,
further feeding controlled health data pools. In a nutshell, health data pools maximise health
data processing.
At a very general level, health data pools and the “fluid” contractual infrastructure governing
them appear to blur the distinction i) between the private and the public spheres618 and
ultimately ii) between the dimensions of health research and the broader digital market619.
The blurring between the private and the public spheres ought to be analysed from a double
standpoint: on the one hand, the generative potential of business algorithmic processing
techniques, together with the speed of data transfers onto third parties, makes it arduous to
draw the line between what health information remains in the data subjects’ private sphere
and the health knowledge that businesses extract and “publicly” employ;620 on the other hand,
with the growing importance of big data companies as facilitators of health research and the
617
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resulting expansion of the partnerships between these companies and public research
institutes, also the distinction between public and privately conducted health research ends up
being distorted621.
As a result of the above-highlighted complex and multisided architecture of the digital
environment, health-related markets as digitalised appear to be increasingly intertwined with
the broader dynamics of digital markets.
This scenario amplifies the concerns already raised back in the 1970s by Richard Titmuss,
related to the risk that patients/subjects would be harmed “physically and psychologically, by
giving themselves, willingly or unwillingly, knowingly or unknowingly, as teaching
material”622 to scientific research. Indeed, the possible harms faced by data subjects as new
research subjects in the digital economy623 are not only of sector-specific nature, i.e. restricted
to the health sector as the ones highlighted above, but appear to be of broader and general
scope, encompassing prejudices that are common to all digitally-delivered services.
Against this backdrop, the broader data protection harms that data subjects are likely to suffer
as a consequence of health data sharing practices can be sub-grouped in the three categories of
i) group profiling and group stigmatization; ii) online nudging and manipulation upon data
subjects’ sensitive conditions; iii) automated-decision making based on data subjects’
sensitive conditions.
One of the greatest advancements of algorithmic processing techniques is given by the
capability to extract associations and classification patterns from aggregated datasets624. The
so-identified patterns lie at the very heart of so-called group profiling625 or clustering
techniques626, through which data processors construct profiles “pigeonholing” individuals on
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the basis of similar behavioural features627. These collective profiling practices have the
specificity of classifying data subjects on the basis not only of the data points directly
generated by them but also of the ones generated by other, but similarly rated, individuals628.
This means that a certain data subject could be classified on the basis of calculated affinities
with other subjects629 and thus judged by group features he/she does not possess as single
individuals630. In these regards, it has been interestingly observed in the literature that the
boundaries of the so-formed groups are dynamic and thus particularly difficult to identify.
Indeed, the groups are formed by constantly updated datasets, which in turn constantly affect
the formed models, by modifying and specifying them631. The correct association of an
individual to a certain group both depends on the group profile itself and on the use that is
made of the same profile632.
In this perspective, the reliability of the group profile itself can be affected by the previously
described biases633, and in particular by the wrong selection of target variables- i.e. the criteria
that the analytics search for- and of the corresponding class labels- i.e. the categories formed
on the basis of the selected criteria, as well as by biases in training data and in the correlations
found among the same training data634.
Conversely, the reliability of the group profile’s use can be impaired by the interpretation of
the group profile and by the decisions that are taken upon the same group profile635. In this
case, for example, an organisation could intentionally use correlations to discriminate on the
basis of users’ health conditions, by skewing the training data or selecting criteria of
classification with the exact intent of generating discriminatory results636.
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The group implications of health data pools are particularly evident in the case of genetic
data, which as well known contains very sensitive information not only related to the
originating data subject, but also to the members of his/her blood group, which encompass
both past and future generations637.
The practical use of analytically-constructed group profiles provides the grounds for
stigmatization courses, directly based on data subjects’ collected sensitive information638.
These stigmatization courses can widely transcend the strictly medical field. Negative health
prospects or inferences can indeed activate a chain of “adverse” selection regarding job
awards, insurance prices and targeted online advertising practices639.
This means that the group profiles formed on the basis of health data inform various
businesses’ (automated) decision making, giving rise to a profile-based “behavioural
discrimination”, limiting the autonomy of consumers in choosing products and services on the
free market640. Such behavioural discrimination does not only imply price discrimination, but
also more subtle forms of digital market manipulation641, inadvertently impacting on users’
autonomy by “nudging” their opinions, interests and ultimately their (commercial)
activities642.
This means, in other terms, that patients’ and users’ sensitive health information initially
accessed for the conduction of health research, as grouped together along classifying profiles,
risk to substantiate also new economic vulnerabilities based on sensitive health conditions643
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as well as new personal harms, deriving for example from the anxiety of having their sensitive
conditions exposed to external surveillance and of being harmed because of such exposure644.
In the very end, thus, health group profiling and the manipulative implications it entails,
ultimately enables the information “bioindustry” to influence patients’ and users’ knowledge
and desires, ultimately impairing also their ability to challenge and change the surrounding
social environment645. As has been observed, the actions taken upon citizens’ sensitive
information, can fundamentally alter the nature of society, classifying and nudging everyone
into predictable existences that end up being deprived of freedom to choose and to selfdetermination and thus less “human”646.
All this occurs without data subjects’ awareness and control regarding group-based data
processing, discriminatory decision-making and nudging. The need to address these concerns
has triggered some reflections by the literature, regarding the need of a group privacy in the
form a collective management of personal data647 as well as of the application of
discriminatory law principles to the digital (health) environment648.
The need to find regulatory safeguards to the behavioural discrimination of the less “healthy
rated” groups of users, is even more urgent, if one thinks about the possible repercussions on
the same health sector. Indeed, although occurring, as has been shown, largely outside the
medical field- and more precisely in the commercial online environment, employment sector
and insurance field-, the described discriminatory practices can lead to an outright devaluation
and to the lowering of the social status of the targeted groups (for example, smoking people or
overweight people)649, which in turn reduces their health conditions650. In these regards, it has
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been interestingly observed that people living in a stigmatized condition may try to conceal it,
with resulting psychological distress and potentially harmful conducts651.
3.6 Health Data Pools and Commercial Interests
Health research collaborations among different economic parties accelerate production
processes with a more sophisticated technologically market outcome652. In this perspective,
the collection and access to research valuable health data enables the stakeholders involved in
data pools initiatives to enjoy significant monetary rewards653. Hence, the driving interest
underlying companies engaging in data pools is of economic nature, that is profit
maximisation.
In the case of public health institutions, as the Royal Free Hospital, the disposal of more
effective monitoring and treating technologies, enhances the quality of the delivered services,
with that eventually also enhancing the institutions’ revenues. Conversely, the IBM-Italy case
shows an outright attempt carried out by a public administration to monetise health data as
such, irrespective of the subsequent market outcomes. Along these lines, also pharmaceutical
companies commercially benefit from the exploitation of varied datasets for the digitalisation
of their products, with that gaining commercial advantage over their competitors directly
resulting from access to cutting edge technologies.
In this context, it needs to be observed that the commercial interests relating to health data
pools of big data companies are of broader scope than the ones of the above-mentioned
stakeholders. Indeed, pharmaceutical companies and other public institutions involved in
health care markets mostly make of the delivery of healthcare products and services their sole
commercial activity654. This is not the case of big data companies, which are active on
multiple market sides655.
As acknowledged in the literature, indeed, structurally speaking big data companies are
platform-based businesses656, working as integrated systems, which “offer a variety of
651
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information services under one brand”657 and in which there are continuous interactions
between seemingly separate markets. These interactions generate so-called indirect network
effects, leading to the exchange of data between different sides, with that increasing each
side’s efficiency. The interoperability between the distinct markets thus enables big data
companies to appropriate data originating from one side for the purposes of another side658.
In case of data-driven health enquiries, thus, the entrance of big data companies in the field of
digital health structurally connects these specific economic sides with others along the lines of
constant information flows659. This is because the platform itself relies on a technological
processing infrastructure that facilitates interactions between separate market sides660. This
means that health data are constantly “re-coded” on the various sides of the platforms,
enabling big data companies to extract the commercial value embedded in the continuously
auto-generating health datasets for the purposes of services and products that are not related to
health, but that are relevant for other markets661. It thus appears that the commercial interests
of big data companies widely transcend the healthcare field and encompass the variety of
markets in which their platforms are articulated.
In this perspective, thus, health-inflected data accessed by big data companies shape not only
the scientific evidence needed for the marketing of new digital health devices and services,
but also of broader-encompassing digital services. This ultimately appears to aggravate the
overlap between the spheres of health research and digital markets, that is, between public
interest-animated and commercially-oriented activities.
The existence of strong commercial interests is certainly not new to the health research
setting, which has been traditionally characterised by conflict of interests between private
interests and the public dimension of health research662. However, in the digital environment,
the attraction of health research activities carried out upon health data pools into the sphere of
big corporations’ commercial interests results to be more interesting than ever in light of the
variety of commercial activities these companies perform. Health data derived from the pool
can thus be treated for the tailoring of other non-health related digital activities carried out by
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these big data companies, as profiling in turn serving the purposes of targeted
advertisement663, personalised pricing664 and other discriminatory online conducts665.
In this perspective, for example, the subsequent acquisition of Google DeepMind by Google
right after that the subsidiary had accessed Royal Free Hospital’s patient data666, reflects the
risk that, once accessed and collected, health data are employed by big data companies for
purposes that are not directly related to health research, but, conversely, that are specifically
aimed at maximising big data companies’ profits667.
The digital health-inflected data collected by big data companies are not only treated for the
sake of the production of scientific evidence, but also for the delivery of digital health
services and devices. This exacerbates the overlap between the spheres of health research and
health market, that is, between public interest-animated and commercially-oriented activities
Direct access to health data pools by big data companies that are member of the pool needs to
be further distinguished from the indirect access to these same health data pools by a vast
range of other corporations that are outside the initial pool but that nonetheless further mine
these data pools for their own commercial purposes668.
Through health data mining endeavours, mostly mediated and facilitated by data brokering
companies, health data are aggregated from different sources and made available for
purchase669. subsequently employed for other commercial purposes such as the calculation of
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employees’ disease risks670 or of insurance rates671, and in these regards, especially of
sensitive insurance such as life, health and accident insurances672.
Once health data flow outside the strictly medical field, thus, public and commercial interests
involved in data-driven health innovation appear not to be aligned anymore, with health data
feeding only the commercial interests of the economic players who come to handle health
data. The widespread employment of health data far outside the health research field leads to
the commercial (mis-)appropriation of health research results.
This ultimately exacerbates the already well-known problem of the lack of economic returns
to research subjects673. Indeed, in the case of health data-driven research, the vast range of
data subjects, which provide their health data for research purposes, are not only cut-off from
the commercial gains deriving from the marketed digital health devices and services tested
and designed upon their data, but also, and more interestingly, from all the “underground”
profits that are made from the processing of health data for non-health related digital services.
The variety of commercial interests involved in the processing of health data ultimately end
up privatizing the “common” value entrenched in health data pools674. The considerations
made so far entail a further consequence, to be perceived at a regulatory level. Indeed, the
private and commercial governance of health data pools by big private corporations, such as
high tech corporations, appears to partly supplant- inadvertedly- States’ “public” regulation of
health research675. In respect to the practice of health data pooling carried out by an array of
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different public and private entities, indeed, traditional health research regulations appear
progressively to be eroded by new forms of private governance of research carried out
through digital data pools. In this perspective, traditional regulations regarding health research
reveal their unsuitability in respect to the new digital dimension, raising the need of a new
“systemic oversight” of data-driven research676.
3.7 Health Data Pools and Competition
Antitrust scholars have traditionally highlighted the risks entailed in information sharing
practices between competitors or potential competitors677. Information sharing creates indeed
a sort of coordination between some firms on the market- irrespective of whether competitors
or not-, potentially harming the public interest and with that harming other market participants
and/or consumers678.
Under these premises, in the specific case of health data pools, it appears that anticompetitive
conducts can occur either outside or inside the same health data pool: anticompetitive
conducts can be generated either i) by the members of the pool considered as a unique
economic entity- this is the case for example of a joint venture- and involve to economic
actors acting outside the pool or ii) by the stronger member of the health data pool and
involve the other members of the health data pool.
In the first case, the massive aggregation of different health datasets could determine
exclusionary conducts on health-related markets, such as the refusal to deal/license health
data. As has been rightly observed, companies controlling the aggregated health datasets
could ground such refusal in data protection law’s provisions restricting personal data
processing by prohibiting secondary transfers of personal data679. A refusal to transfer
collected health data to actually or potentially competing businesses would mean denying a
key research input to both private and public stakeholders involved in health research. These
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conducts could thus ultimately raise barriers to entry for newcomers intending to develop
competitive treatments, diagnoses and services680.
In addition to this, the collection of big health datasets by high tech companies is likely to
have repercussions also onto non-health related markets, i.e. on broader digital markets:
health data collected on body-based markets could subsequently be aggregated with other
digital datasets collected on the other sides of big data’s multisided platforms. This could in
turn foster network effects strengthening the market power of already dominant companies
and leading to abuses of dominant positions under art. 102 TFEU. These abuses could take
the form of traditional exploitative conducts681, as the setting of unfair prices, i.e.
discriminatory or excessive prices, both on the user side and on other sides such as the
advertisement side682.
Recent case law and scholarship are investigating also less common exploitative conducts
deriving from abuses of dominant positions, such as the setting of unfair terms and conditions
for digital services683 as well as the heightening of consumer switching costs and thus
generating a situation of consumer lock-in, ultimately leading to anticompetitive foreclosure
and consumer harm684.
Ultimately, in case health data pools are connected to pricing algorithms, price collusion
practices could likewise occur685.
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Different considerations need to be conversely made with regards to the anticompetitive
threats possibly emerging within the same data pool, this meaning between the members of
the formed health data pool “agreement”.
From this perspective, it has been observed that by establishing collaborative research
alliances, the partners of such alliances establish a “pre-competitive `space”686, to be defined
as “the time during research and development where there is collaboration but no
competition”687. In these regards, the case studies have shown how such precompetitive space
permits partners to access external information and technologies in control of other market
participants, for the engagement in joint ongoing innovation and the development of new
market solutions688.
However, as has already been suggested in the first chapter689, it could well happen that in the
formed collaborative pre-competitive space, power imbalances start to emerge, ultimately
resulting in opportunistic behaviours by the strongest party of the collaboration, which
threaten the established collaboration.
The sharing of commercially valuable information upon which the collaboration is structured,
could indeed trigger the attempt by one of the partners to appropriate the information
resources pooled together through the collaboration, with that excluding the other
collaborators from the innovation process, which had been started together690. In other terms,
the disclosure of datasets to collaborators, could render the disclosing company vulnerable to
takeover strategies enacted by the same collaborators once the collaboration itself has become
stable and has produced its first outputs. More concretely, one party could deny the other
parties of the pool to have access to the information collected and generated by the pool itself.
Such information takeovers would deprive the weaker collaborators not only from the
technological assets they were exclusively controlling before the collaboration, but also from
their ability to innovate- ability that was exactly grounded in the resources that are taken over
by the more influent party to the collaboration.
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Far from being merely abstract hypotheses, such collaboration collapses have passed under
the scrutiny of competition authorities both in the United States and in Europe691.
In conclusion, it can be overall observed that the anticompetitive conducts occurring both
outside and inside the pool are likely to create significant market imbalances in the
accessibility and processing of health data for health research and innovation purposes.
Indeed, by taking advantage of the informational assets pooled together through the
collaboration, big corporations could increasingly accumulate market power to the detriment
of small and medium enterprises, such as innovative start-ups or smaller research institutes,
which progressively lose access to important types of data needed to research on innovative
treatments and diagnoses692.
4. Conclusions: Connecting the Dots in Health Data Pools
Health data pools as the new means in which data-driven health research is carried out appear
to touch upon a variety of interests of a range of different stakeholders.
First of all, by satisfying companies’ commercial interests in profit maximisation, not only, as
has been show, in digital health related markets, but also in other- apparently unrelateddigital services, information interactions and information availability result to be a
precondition for a fruitful exercise of the freedom to conduct business in digital markets693.
As has been illustrated, collaboration alliances though health data sharing enable both big
high tech corporations to exploit to the maximum their sophisticated technological assets for
the purposes of scientific research, thus consolidating their presence and role in health-related
markets694.
Conversely, collaborative health research projects with high tech companies, enable
traditional health research actors as public healthcare providers and pharmaceutical
companies to keep up with the fast-evolving technological progress and thus to competitively
re-structure their production and service delivery processes, in line with the developments
occurring also in other markets.
Under these premises, innovation outputs resulting from the information synergies in health
research appear to have both positive and negative effects, both strictly connected to the
specificities of the digital health sector.
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As far as the positive effects are concerned, health data pools appear to serve public interests
in scientific knowledge and research advancements, benefiting society and the public at large.
On the more specific market side, scientific progress stirred by the sharing of information
among different economic stakeholders is supposed to lead to a faster and more cost-saving
research and development process, with a faster design and marketization of new healthrelated products. The resulting price and quality features are supposed to enhance consumer
welfare in the markets of the new digital health products and services. As has been observed,
higher consumer welfare in these markets can positively reflect itself on a higher level of
health enjoyed by patients.
From a legal perspective, this suggests that health data pools practices promote a variety of
rights that are codified at European Union level, as the right to science enshrined in art. 13
ECHR695, the right to consumer protection and patients’ safety as affirmed at art. 38 ECHR696
and patients’ right to health under art. 35 ECHR697, at the same time fostering also their right
to access services of general economic interests under art. 36 ECHR698.
However, a more careful consideration of these same rights in the context of digital health
markets, soon reveals the risks possibly originating from health data pooling practices and the
resulting scientific evidence. These risks primarily relate to the rise of new socio-economic
barriers to the accessibility of digital health products and services, the social inclusiveness of
the lines of research explored by collaborating actors, and ultimately the quality of the
employed scientific datasets and of the ensuing products. These concerns pose a significant
challenge to a full satisfaction of and compliance with the above-considered rights to science,
to health and to safe health products and services. Indeed, these rights could be impaired by
the newly emerging health disparities and the new discriminatory courses these disparities
give rise to699. Moreover, consumers and patients who are supposed to benefit from health
data pooling practices and their market outputs risk to suffer different kinds of harms,
distorting the above-identified benefits.
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More precisely, with regards to the data subjects who provide the upstream information for
health data pools, massive health information aggregation endeavours pose significant threats
to the data protection of the subjects whose identifiable information flows into the always
newly alimenting health data pools.
As the case studies have well highlighted, these risks concern the uncontrolled transfer of
health data in the data “pockets” of different entities, and the processing of such data for
purposes that go widely beyond health-related research projects700. Health data can indeed be
further employed for the classification of individuals on the basis of their actual or future
health conditions, this serving the allocation of the most different (digital) services and,
ultimately, the determination of patterns of inclusion and exclusion from society701.
The illustrated scenarios thus reflect the dangers to users’ fundamental right to data
protection702 as concretised in the General Data Protection Regulation. In these regards, the
same Regulation implicitly warns that the compression of data protection law principles and
rules in the digital environment can undermine other “rights and freedoms of natural persons”,
first of all, the right to non-discrimination703.
From a different market perspective, the massive processing of health data and connected data
misuses, can fuel anticompetitive conducts, which ultimately freeze the innovation in digital
health markets. As has been highlighted, indeed, the anticompetitive practices carried out by
the collaboration groups considered as a unique economic entity could serve the strengthening
of the market dominance of the same research consortium, concentrating the health
information in the consortium research infrastructure and with that reducing the same
consortium’s ex post incentives to innovate. Different considerations need to be conversely
made with regards to the threats of collapses of established data pools as a consequence of
data takeovers by the dominant member of the pool. These threats could weaken companies’
ex ante incentives to collaborate for market innovation purposes. The freezing of incentives to
innovate resulting from these anticompetitive behaviours would in turn negatively impact on
scientific and health advancements to which innovation in the digital health sector is linked.
From a regulatory standpoint, this spectrum of interests involved in health data pooling
practices triggers the need to carefully weigh the promotion of the free-flow of health
information and the related freedom to conduct business in digital health markets, against the
risks of emerging data protection harms and anticompetitive behaviors. More precisely,
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innovation and broader health gains, respectively linked to businesses’ fundamental rights to
conduct business and to patients’ fundamental right to health, need to be carefully outweighed
against data protection and anti-discrimination concerns, equally protected as fundamental
rights within the European Union.
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Chapter 3-Health Data Pools Under the Digital Single Market Strategy
1. Health Data Pools Contextualized in European Policy
In the previous chapters it has been shown how innovation in health-data driven markets
appears to be primarily driven by contractual collaborative schemes among different players,
and more precisely, among traditional stakeholders engaged in the healthcare sector, as
pharmaceutical companies and public health providers as hospitals, and new players in the
field, that are big data companies. As has been illustrated, these last players are getting
increasingly important in the field of biomedical research both for their data analytics
capabilities and the possession of vast amounts of real world datasets, exploited as a source of
scientific evidence. From the other perspective, the pharmaceutical companies and other
traditional health providers remain the guardians of the more sophisticated and specialised
scientific knowledge and practice needed for keeping up the pace of technological
development and thus of biomedical competition.
The resulting networks governing data-driven health research are thus characterised by
different kind of expertise and assets that the involved stakeholders pool together for
designing scientific projects relying on data analytics, such as the delivery of integrated health
data analytics platforms or the testing of a new health app. More precisely, as the analysed
cases have shown, collaborations in the field of data-driven health rely on the developmentusually by high-tech companies- of a needed processing infrastructure and the sharing of both
highly technical data-as data resulting from clinical trials or data collected by hospitals, and
broader digital health-inflected datasets.
As far as the output of these collaborations is concerned, the examined cases show also that
data-driven research ultimately results in new medicinal products and digital services, which
are increasingly personalised and interconnected to each other. In this perspective, digital
health markets are an example of what antitrust and intellectual property scholars have
defined as “innovation markets”, defined as markets in which new products are developed and
which thus create a new demand704. Against the backdrop of these findings, this chapter will
contextualise health data pools within European policy and law.

704

This basic definition of innovation is drawn from T. ZARSKY, The Privacy-Innovation Conundrum, in Lewis
& Clark Law Review, 2015, 19, 1, 115 ff., 126, affirming that innovation is intuitively to be referred to “new or
improved processes or services”, promoting progress and thus welfare. For a more detailed notion of innovation,
see generally OECD, Oslo Manual 2018- Guidelines for Collecting, Reporting and Using Data Innovation-The
Measurment of Scientific, Technological and Innovation Activities, Paris/Eurostat, Luxembourg, OECD
Publishing, 2018, 45 ff..
129

From a policy perspective, indeed, the European Union has interestingly identified digital
health and free flow of information as two key areas within the Digital Single Market Strategy
in respect to the set goal of maximising the innovation potential of the digital internal market.
Both of such key areas result of great interest in respect to the above-described data-driven
health research environment.
The European Institutions’ interest in the field of digital health has been increasing over the
last years, resulting in the issuing by the Commission of several documents stressing the need
of advancing innovation in digital health markets for the sake of the achievement of economic
efficiencies in the internal market and of the resulting social benefits in a sensitive sector such
as the one of health705. This has been directly resulting in a growing intervention at a
European Union level in the regulation of health markets, concretising in the enactment of
specific regulations and directives in the field as well as the direct enforcement of European
competition law in the pharmaceutical sector706. As will be shown below, such intervention
has been boosted under the General Data Protection Regulation, which entails specific
provisions regarding health data and data-driven research activities/practices. It thus seems
that although health policy considerations fall outside the scope of European Union’s
competences, they appear nonetheless to fall back into that realm, triggered by internal market
regulatory endeavours.
From a different perspective, health data pools fall under another emerging and increasingly
important policy field within the Digital Single Market Strategy, which is related to the
sharing of information among businesses (b-to-b) and among businesses and public
organisations.
Also in respect to this policy field, initiatives are flourishing, highlighting the economic
benefits deriving from the sharing of information among different actors in the internal
market. More precisely, the sharing of information is seen as a primary driver for innovation
and growth in the digital single market.
Against this backdrop, it appears that the described practice of health data pools is encouraged
under the two policy objectives regarding the promotion of digital health markets and the
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free-flow of information, and thus appears to find adequate support in the Digital Single
Market Strategy.
2. (Digital) Health in the European Union
The ongoing technological changes regarding the conduction of health research have been
taken into consideration by European institutions that have given a considerable attention to
the phenomenon of e-health within the promotion of the digital single market707.
As a general premise, it needs to be however outlined that the treaties that constitute the EU
only give very limited health policy power to the EU: under art. 168, 7 TFEU health and thus
healthcare systems are principally the responsibility of Member States708. Hence, it is national
governments’ task to regulate the healthcare sector, also with regards to the delivery of
healthcare services and products709.
However, these normative statements need to be outweighed against the increasing important
role with regards to the healthcare sector played by internal market principles and provisions
that impact on the health sector710.
As far as the legal bases are concerned, art. 168, 1 TFUE requires a high level of health
protection in the definition and implementation of all European Union’s policies and
activities. This article is however to be considered only the secondary basis of European
Union’s intervention in the field of healthcare, since it requires consideration of health
protection only within the realm of the defined European Union’s policies and activities711. To
the contrary, art. 114 TFUE enables the stretch of European Union’s competences with
regards to the protection of health when internal market objectives are to be reached. As it has
been stated, the competence of the European Union under art. 114 TFEU is of functional
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nature, that meaning that the subject matter of a certain established measure is not relevant if
the same measure is functional to facilitate trade712.
Against this backdrop, market justifications are the drivers for European Union’s intervention
for standardisation in the field of health and thus for the transfer of Member States’
competences at European Union level under art. 4 para. 2 TFEU713.
Accordingly, in a series of judgments from 1998 on, the European Court of Justice has
established that the principles of the internal market also apply to healthcare policy714. Here,
the Court of Justice affirmed that healthcare is a service within the meaning of the Treaty715,
and that any barrier to the circulation of such service needed to be removed716. As the Court
specified, the principle of free movement of services needs to be applied in particular to nonhospital services717. The same court subsequently stated that, regardless of individual features,
all medical services are “services” within the meaning of the Treaties718.
The cited rulings by the European Court of Justice demonstrate that although national
healthcare systems fall outside the direct influence European Union law, significant elements
relating to their delivery fall under European principles and rules and have thus to be defined
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at European Union level719. As some strand of the literature has been observing, this has
determined a gradual alteration720 of what has long been a policy sector originally jealously
guarded by Member States 721.
In the last years, however, also several European legislative initiatives in the field of health
care-related products, such as the Clinical Trials Regulation and the Medical Device
Regulation, have been grounded exactly in art. 114 TFUE722. Under the objective of the
internal market, hence, the European Parliament and the Council have been implementing a
strong harmonization in the field of health-related products and services through the use of
regulations723, such as in the field of clinical trials and medical devices and directives, in the
sector of research and development724 and pharmacovigilance725, signaling the European
legislator’s intention to intervene more decisively in the integration process of health-care
related markets.
In some cases, the promotion of the market rationale is mediated by safety concerns: as the
community code for medicinal products and the medical device framework suggest, a key
precondition for the free movements of products within the internal market is the
harmonisation of the same products’ safety levels726.
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As a result of the above-traced scenario, a substantial part of the products and services that
form Member States healthcare systems’ structure have ended up being regulated by
European internal market- oriented provisions727. Market justifications thus appear to have
stimulated “exceptional” and highly sectorial European Union interventions in the field of
health. This has ultimately determined many national health activities to be captured and thus
regulated by European Union lawin its ultimate objective to establish and promote the internal
market728.
The process of the “Europeanization” of health is being further advanced by the technological
progress made in the healthcare sector, and more precisely by two newly emerging features
respectively related to the digitalisation and datification of health services and products,
growingly designed and tested upon digital health data. The growing importance of health
data for market purposes has also determined the increase of health-related cross-border
activities, involving health data transfers between Member States for treatment and other
purposes729.
The digitalisation and datification of healthcare services and products730 are sensitively
transforming health systems with the consequent need of establishing a correspondent legal
framework731. More precisely, technology advancements and the delivery of new digital
health-related services and products are thus urgently requiring new regulatory responses732.
Since such transformation of the healthcare sector is primarily driven by technology
advancements and the marketization of new health-related services and products, such legal
framework is to be primarily found at European level.
The European Union has indeed become the first-stance regulator of technological
developments733 and correspondently the promoter of the Digital Single Market Strategy734.
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As a consequence of the technological transformations occurred in several markets735,
European internal market law has become a primary source of regulation of technological
risks736, designed in order to promote innovative technology not only for the efficiency of the
internal market but also for the preservation of European businesses’ competitive advantage
in the global market737. The innovation rationale is thus at the very heart of the need for
harmonisation in technology-driven health markets738.
An example of this is given by the European Union Directive 98/44/EC on the legal
protection of biotechnological inventions, which was a direct response to the need to
overcome differences in legal protection for biotechnological inventions among different
Member States. Such differences were deemed to create barriers to trade in the international
market739, and were causing damages to the unity of the internal market, as also the European
Court of Justice has come to acknowledge740.
Against this backdrop, through the door of regulated technology, the European Union is
acquiring an additional important role in the regulation of the health sector as increasingly
relying on new technologies. Proof of this is given by the emphasis specifically placed on
digital health within the Digital Single Market Strategy741 as well as the specific provisions
regarding health data treatment provided by the General Data Protection Regulation.
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As will be better shown in the next paragraphs, under the pace of digital transformation, thus,
healthcare services and products, and what stands behind them, that is health data sharing
practices, appear to be increasingly placed within the broader dynamics of the digital market.
This means that the regulation of digital technologies at European Union level is causing an
interesting spill-over regulatory effect in the more specific field of healthcare. This spillover
effect is to be perceived from a double standpoint: one the one hand the regulation of digital
technologies at European Union level is causing a spill-over regulatory effect in the more
specific field of healthcare742; on the other hand the inclusion of specific provisions regarding
health in general policy and legislative endeavours as the Digital Single Market Strategy and
the General Data Protection Regulation, suggests that health is being increasingly treated as
just one part of the broader, multi-sided (digital) internal market.
3. Health Data Pools within the Digital Single Market Strategy
Health data pools as described in the first chapter involve i) massive processing of health data
for the purposes of the delivery of digital health products and services and ii) the aggregation
of different types of data among different stakeholders.
The first identified feature relates to the application of new processing infrastructures, such as
algorithms and machine learning, for the treatment of health data, serving the development of
new tools and services based on information communication technologies (ICT).
In this perspective, health data pools are to be inscribed in the broader economic phenomenon
of digital health. In the words of the European Commission, “digital health and care refers to
tools and services that use information and communication technologies (ICTs) to improve
prevention, diagnosis, treatment, monitoring and management of health and lifestyle. Digital
health and care has the potential to innovate and improve access to care, quality of care, and
to increase the overall efficiency of the health sector”743.
From a further and different perspective, it has been showed that health data pools imply the
sharing of scientifically valuable information originating from different sources. In these
transformation of health and care in the Digital Single Market; empowering citizens and building a healthier
society, 25 April 2018, online available at https://ec.europa.eu/digital-single-market/en/news/staff-workingdocument-enabling-digital-transformation-health-and-care-digital-single-market, 3-4.
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regards, health data pools are to be placed in the other broader economic practice regarding
information exchanges among different stakeholders.
Information exchanges have been recently under increasing consideration by the European
Commission, which has been stressing the importance of data sharing practices for the
efficient development of the digital internal market. In this context, the Commission has been
employing the term “data sharing” in order to refer to “all possible forms and models”
implying “data access or transfer” among different players, of both private and public
nature744. As the Commission further acknowledges, data sharing can be carried out through
different technical mechanisms and under a variety of legal forms, supporting them745. The
definition given by the Commission is thus extremely broad and likely to encompass a variety
of means of data exchange and the different range of potentially involved actors746.
Under these premises, the practice of health data pools is to be contextualised in the two
European policies regarding digital health and the free-flow of data. Far from being separate,
these policies are both a fragment of the much wider European Digital Single Market
Strategy.
More precisely, digital health and the free flow of information are identified as strategic areas
in respect to the set goal of maximising the innovation potential of the digital internal market.
The European Commission has indeed given wide attention to it as a strategic economic
sector, in need to be promoted for the advancements of the whole internal market as well as
for the enhancement of the level of health enjoyed by European society. In parallel to this,
several recent initiatives signal the growing recognition of the importance of data sharing
practices for the development of new digital products and services, and thus, ultimately for
the fuelling of the digital single market in which digitised health markets are to be inscribed.
Against this backdrop, the next paragraphs will give account of the growing attention given at
European level to these two identified policy areas, highlighting the emergence of an outright
regulatory paradigm regarding the free flow of commercially valuable information in the
digital single market. In view of the great emphasis placed on digital health, this regulatory
paradigm should especially apply to health data pools, and thus to digital health markets
considered as a segment of the broader digital single market.
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Once having defined the coordinates of this efficiency-oriented regulatory paradigm over data
sharing, the European legal framework regarding health data pools will be tested against it.
The analysis in the following chapters will enquire whether under European data protection
and competition law there are some provisions that upheld the outlined regulatory paradigm,
liberalising the digital flows, and thus the digital markets, of such sensitive data; or whether
there are some conditions and breaking points that the stakeholders involved in digital health
markets must respect.
3.1 Digital Health within the Digital Single Market Strategy
The European Union’s attention to the phenomenon of digital health dates back to the early
2000 where the Commission launched the so-called e-Europe initiative (e-Europe- an
information society for all)747. It is in this context that the European Union recognised the
strategic relevance of the exploitation of technologies in healthcare748. The opportunities
offered by digital health have been soon identified in the empowerment of patients, becoming
active agents in the course of their health treatment749 through more involving and
participatory approaches750 and recipients of personalized treatments751. In these regards, the
European Commission has stressed the importance of digital health tools in order to
strengthen health education and awareness, thanks to the continuous monitoring of patients’

747

EUROPEAN COMMISSION, E-Europe- an information society for all, 19 April 2001, online available at
https://ec.europa.eu/digital-single-market/en/news/eeurope-information-society-all. See also COMMISSION OF THE
EUROPEAN COMMUNITIES, Communication from the Commission to the Council, the European Parliament, the
Economic and Social Committee and the Committee of the Regions-eEurope 2005, An Information Society for
All,
28
May
2002,
online
available
at
https://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2002:0263:FIN:EN:PDF. For the literature see M MĀRCUT,
Crystalising the EU Digital Policy- An Exploration of the EU Digital Single Market, Basel, Springer, 2017, 24
ff., retracing the shift from the Information Society to the Digital Market.
748
For a historical reconstruction, A. BEURDEN, The European Perspective on E-health, in S. CALLENS, E-Health
and the Law, Den Haag, Kluwer, 2003, 106-108.
749
In these regards, in an recent interview with EURACTIV, the European Commissioner for Health and Food
Safety Vytenis Andriukaitis has stressed the potential of eHealth to make European health systems more
accessible and sustainable and to empower patients to manage their own health. See EUROPEAN COMMISSION,
Speech by Commissioner For Health and Food Safety Vytenis Andriukaitis at the Event: “EU’s Role in
Promoting Health of Europeans Beyond East & West”, 25 January 2019, online available at
https://ec.europa.eu/commission/commissioners/2014-2019/andriukaitis/announcements/speech-commissionerhealth-and-food-safety-vytenis-andriukaitis-event-eus-role-promoting-health_en.
750
EUROPEAN COMMISSION, Green Paper on Mobile Health, 10 April 2014, online available at
https://ec.europa.eu/digital-single-market/en/news/green-paper-mobile-health-mhealth, 2. This is also stressed by
the COUNCIL OF THE EUROPEAN UNION, Council Conclusions on Health in the Digital Society- Making Progress
in Data-driven Innovation in the Field of Health, 8 December 2017, online available at
http://data.consilium.europa.eu/doc/document/ST-14079-2017-INIT/en/pdf, 5.
751
Ibid..
138

health status and the faster identification of the needed treatments752. The gains in terms of
safety enhancement have been likewise highlighted753.
As the European Data Protection Supervisor has summarized with regards to mobile health
applications, healthcare technology developments enable to lower the costs of healthcare and
enhance patients’ control over their health conditions. This occurs thanks to a constant flow of
information from the patients to the providers’ datacenters that comes to form and shape
patients’ digital image754.
The benefits of precision-medicine primarily reside in the capability of identifying the actions
that are likely to improve health outcomes. In these regards, digital health tools have been
evaluated for their significant economic impact, given by the fact that they make it possible to
make savings from unnecessary and ineffective medical treatment and improve health
providers’ planning755.
The heightened efficiency of digitised healthcare systems is regarded by the Commission as
the precondition to unlock innovation in health and well-being markets756.
With regards to digital health, the efficiency rationale appears to be very much intertwined
with equality concerns757. Indeed, savings from unnecessary and ineffective medical treatment
can be used to expand services to those previously without access to the healthcare system758.
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In this perspective, it is argued that the new analytical tools will decrease health inequalities
among populations. This has been stated by the European Commission in its e-Health Action
Plan 2012-2020, where it is affirmed that eHealth is to play a central part in facilitating
“socio-economic inclusion and equality, quality of life and patient empowerment through
greater transparency, access to services and information and the use of social media for
health”759.
In view of these statements, however, the European Data Protection Supervisor has issued a
call for caution, stressing the need to align the promised gains for consumers in terms of
market efficiency and for patients in terms of social equality to the protection of data subjects’
fundamental rights to data protection, dignity and self-determination760. As the Supervisor has
observed, indeed, these rights are highly impacted in the context of personalized digital health
technologies, mostly implying the creation of profiles of the patients on the basis of data
differently collected from different sources761. These health profiles could be further used not
only for treatment and research purposes but also for other commercial purposes, such as the
determination of insurance rates762.
The concerns highlighted by the European Data Protection Supervisor, however, do not
appear to have been properly addressed in the further developed policy debate regarding
digital health. To the very contrary, it seems that digital health and the connected treatment of
health information have been increasingly considered at policy level by the European
Commission for their innovation potential in the context of the digital internal market, rather
than for their sensitive impact on patients’ health conditions and related rights763.
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This has ultimately led the Commission to comprehensively include digital health within the
Digital Single Market Strategy for Europe764. Hence, the digital transformation of European
health and care has determined health services and products to be considered in the general
perspective of European digital markets.
Interestingly, the 2015 Digital Single Market Strategy for Europe765 did not focus specifically
on health and care, but already made some references to e-health. References to e-health were
made as an example of another sector, amongst the others mentioned766, where digital
services would bring benefits to both users/consumers and businesses, particularly in terms of
standardization and interoperability767.
In May 2017, in the Communication on the Mid-Term Review on the implementation of the
Digital Single Market Strategy, the European Commission came to strengthen the focus on
digital health, particularly stressing the two policy objectives i) of providing citizens’ secure
access to electronic health records and ii) of supporting data infrastructure to advance
research, disease prevention and personalized health768.
Ultimately, in its Communication on “enabling the digital transformation of health and care in
the Digital Single Market: empowering citizens and building a healthier society”769, the
Commission has stressed the importance of the development of the European digital market
for the achievement of “equal access to high quality care through the meaningful use of
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digital innovations”770. In this perspective, the Commission affirms the role of the European
Union in the promotion of the digital health industry through a wider deployment of digital
products and services in health and care.
Interestingly, it is stressed that through the convergence between information communication
technologies and healthcare devices, new businesses are emerging.
From a broader perspective, as the Commission points out, European health systems would
benefit of digitization processes, in terms of resilience and sustainability771. Digital health
tools are indeed deemed to improve patients’ safety, reduce the number of avoidable
mistakes, and improve the coordination and continuity of care and better adherence to
treatment772.
The European Commission thus clearly links technological developments in health to the
central goal of economic optimization and innovation773. More precisely, according to the
Commission, the wider deployment of digital products and services in healthcare would
stimulate growth and promote the European industry in the domain, with that overall
maximizing the potential of the digital internal market774. The resulting efficiency gains in
data-driven markets are in turn deemed to increase the standard of health personally enjoyed
by European citizens with subsequent broader public health achievements such as early
detection of infectious outbreaks775. It thus seems that the European Commission is
considering the promotion of economic innovation through digitization in the specific field of
health also for its connected social advancements.
Accordingly, it is claimed that the European Union is developing “strong approaches in high
performance computing, data analytics and artificial intelligence, which can help design and
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test new healthcare products, provide faster diagnosis and better treatments”776. Against the
backdrop of the technological transformations relevant for the healthcare sector, the European
Commission highlights the need for health and care authorities to face the emerging common
challenges jointly. These challenges primarily concern the development of EU-wide standards
for data quality, reliability and cybersecurity and the EU-wide standardization of electronic
health records and a better interoperability through open exchange formats777.
Under these premises, the European Commission calls for further action at EU level to
accelerate the meaningful use of digital solutions in healthcare in Europe778.
In these regards, the same Commission lists the relevant legislative initiatives that have been
enacted in order to provide first European regulatory responses in respect to the phenomenon
of e-health and advance progress in the field of data-driven health. In these regards, mention
is made to the Directive on patients’ rights in cross-border healthcare779, establishing an ehealth network to advance the interoperability of e-health solutions for the promotion of
health data exchanges among Member States780. In these regards, mention is also made to the
already cited regulation in the field of pharmaceutical products and medical devices781.
In addition to specific interventions, the Commission refers also to laws that are of general
relevance for the digital single market and that turn out to be key regulatory tools for datadriven health markets. This more general framework is made up by a diverse range of bodies
of law782, amongst which particular attention is to be given to data protection and competition
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law. As will be shown below, indeed, the specificities of health-related markets, increasingly
networked and information-intensive, trigger the application of specific provisions of the two
frameworks.
3.2 The Free Flow of Information Within the Digital Single Market Strategy
Moving from a substantial to a procedural perspective, health data pools are data sharing
practices enabling the free-flow of scientifically and thus commercially valuable information
between different stakeholders, both of public and private nature, acting in the European
internal market. From this perspective, health data pools are to be contextualised also in the
other branch of European policy concerning the free-flow of information, lately concretised in
the more specific policy promoting the accessibility and re-use of data.
Together with the rise of the digital economy, driven by “digital data, computation and
automation”783, the Commission soon identified “the insufficient access to large datasets and
the enabling infrastructure” as obstacles to market entry and to innovation784.
This is why the Digital Single Market Strategy acknowledged information exchanges as a
precondition for “maximising the growth potential of the digital economy” and assuring an
efficient use of data across the EU785. The efficiencies related to data sharing among different
stakeholders have been confirmed by some economic studies786.
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Accordingly, the free-flow of information initiative787 has become a key action within the
project of the implementation of a Digital Single Market Strategy788. In this context, the
Commission set as a major goal the one of establishing a policy and legal framework
regarding the issue of data ownership and data access789.
This objective was further assessed in the Commission’s Communication “Building a
European Data Economy”, setting a list of general principles meant to help shaping an EU
framework for the free-flow of data and the improved sharing of commercial and machinegenerated data790. In these regards, the Commission has distinguished between a nonlegislative and a legislative approach to the free-flow of data, the first resulting in mere
guidance documents and the second objectifying in outright legislative proposals and
reforms791.
Against this backdrop, among the areas deemed to be critical for the fostering of the free-flow
of data, the Commission has addressed amongst others, the issue of data ownership792 to be
concretised in the introduction at European Union level of a data producer’s right over data793,
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supposed to enact a full legal recognition of the economic value of data in the internal
market794. This proposed right has however not been supported in any subsequent legislative
intervention795.
In view of the Commission, access to machine-processed and machine-generated data is to be
further addressed through i) the employment of technical solutions for the reliable
identification and exchange of data, such as application programming interfaces; ii) the
establishment of default contractual rules for contracts relating to data; iii) the renewed
consideration of scientific purposes as a ground for data access; and, ultimately, iv) the
encouragement of access to data against remuneration796. All these four identified tools are
meant to differently foster data access and transfer within the internal market797.
As the latest documents by the Commission suggest, the objective of data sharing has become
of central relevance within the policy for the free-flow of data, which appears to have been
crystallising around this major concern.
Consistently with other declarations released at both international and national798, the
Commission has highlighted that the acquisition of data and their processing through data
analytics is source to firms’ competitive advantage in the digital market799. In the view of the
Commission, barriers preventing businesses and especially SMEs and start-ups from
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innovating on data resources need to be eliminated800 so that the value resulting from the
shared data is exploited to the maximum801.
For the purposes of strengthening the relevant regulatory framework, the Commission has
recently announced a new package of measures, meant to create a European common data
space, in which new products and services are developed upon the shared data802.
Within this reform package, the proposed measures differently consider data sharing from a
subjective perspective, that is from the perspective of the subjects who have control of the
data to be shared, and from an objective perspective, that is from the perspective of the type of
data to be shared.
From a subjective standpoint, the recipients of the proposed measures are private and public
stakeholders, both considered as promising sources to data sharing endeavours.
In this respect, the Commission has come to stress the relevance of privately held data for the
purposes of business to business (B2B) sharing agreements803. It is highlighted that access and
use of a same set of shared data can be employed by businesses for the development and the
testing of products meant to be delivered in different markets804. The issue of B2B relations
had been already examined by the Commission with respect to the fairness of the online
platform to business relations805. One of the main concerns that resulted from the analysis was
exactly platforms’ refusal to provide access to essential business data806, this leading to an
inefficient underuse of data in the market, which harms
businesses’ activities and inhibit the development of new data-related innovations807.
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In addition to this, also data transfers occurring within public-private partnerships have been
considered by the Commission for their economic potential808. The sharing of private and
public data is encouraged at a bi-directional level, both with regards to the public employment
of privately generated data809 and with regards to the private access to government data810.
The aggregation of data resulting from industry, research institutions and other public
institutions has been identified as key for the improvement of data-related research and
innovation811. In this perspective, it is interesting to highlight that the reform of the Public
Sector Information Directive places a particular emphasis on research data, to be included
within the scope of the new Directive812. In this respect, the new Open Data Directive813
expressly considers research data under art. 10 stating that “member states shall support the
availability of research data (…)” on the basis of “open access policies”.
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Access to and reuse of publicly funded research data is additionally encouraged by the
renewed Recommendation on access to and preservation of scientific information814.
The advancement of the availability of scientific information is to be placed at the crossroads
of the policy regarding the free-flow of information of the Digital Single Market Strategy and
the different European Open Science Agenda815, calling for research processes conducted by
any type of researcher- of public, private and independent nature816- to be transparent so as to
facilitate follow on research817.
Accordingly, the new Recommendation on access to and preservation of scientific
information adapts these goals to the new datification courses and the enhanced data analytics
capabilities818. Big data are indeed deemed to change the way research is performed and
knowledge is shared819, along the lines of a paradigm shift towards more collaborative
methods of carrying out scientific research820. This is in turn leading to a more open and
transparent research approach, which in the view of the Commission needs to be further
encouraged and incentivised821. In this frame, the Recommendation considers the new text
and data mining technologies822 and the technical standards for data823 as important catalysts
for the access and reuse of extracted scientific information generated by public stakeholders.
With regards to the object of the data transfers among the mentioned stakeholders, it needs to
be acknowledged that at its origins, the free-flow of information initiatives appeared to
814
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specifically refer to non-personal data824. The 2017 Mid-Term Review of the Digital Market
Strategy indeed recognizes the objective of creating an “effective and trustworthy crossborder free-flow of non-personal data”, which builds upon the “principle of free movement of
data within the EU” 825. As the Commission further specifies, non-personal data can either be
per se of non-personal nature or derive from anonymization processes of originally personal
data826. In this last case, the Commission requires “full anonymisation”, rendering any
additional re-anonymisation on the basis of further information impossible827.
Personal data are said to fall outside the scope of the free-flow of data initiative since this data
is already regulated in the different regulatory sector covered by the General Data Protection
Regulation and the e-Privacy Directive, specifically setting the framework with respect to
processing of personal data828. Hence, it seems that the Commission sees the regulatory
framework regarding personal data and the free-flow of non-personal data as
complementary829.
A first legislative step towards the strengthening of the policy in question is to be found in the
recently enacted regulation regarding the free-flow of non-personal data830. This regulation is
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meant to complete the framework established by the General Data Protection Regulation with
regards to the free flow of data across the internal market, emerging as the fifth freedom, in
addition to the four traditional ones831. Interestingly, recital 10 states that the regulation
regarding the free-flow of non-personal data establishes the same “principle of free
movement” of non-personal data, which the General data protection regulation lays down in
respect to the flow of personal data, which “Member States may neither restrict nor prohibit
(…) for reasons connected to the protection of natural persons”. This means, in other terms,
that data protection law as newly framed under the General Data Protection Regulation has to
be interpreted in a way that poses restrictions to the free movement of personal data only on
grounds of data protection reasons. Accordingly, a European support centre for data sharing
has been recently announced under the Connecting Europe Facility Programme in April 2018
and was established on the 15th July 2019832. The centre has the main objective of assisting
companies in developing model contracts and providing to them technical and legal advice
with regards to data sharing initiatives for efficiency purposes833.
3.2.1 The Free Flow of Information Initiative and Personal Data
The reference to non-personal data appears to be appropriate in respect to datafied sectors,
where there is little or no involvement of physical subjects and the generated data are thus
necessarily of non-personal nature. This is the case, for example, of agricultural data834 or
geo-spatial or satellite data to which the free-flow of information policy makes explicit
reference835.
To the very contrary, in most sectors of the digital market, the circulating data are of highly
personally-inflected nature. More precisely, as largely recognised by the literature,
831
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algorithmic processing of data and the constant data de-contextualisation processes occurring
in the network of hyper-connected devices, render it extremely difficult to draw an absolute
line between personal and non-personal data836.
Moreover, as the case of health data described in the previous chapter perfectly shows, the
Commission’s focus on solely non-personal data appears to clearly underestimate the
innovation potential of personal data837. As it occurs with health data, in many cases, it is
exactly the personal nature of the data that render them precious for research and thus for
market innovation purposes.
Hence, this approach taken by the European Commission with respect to the free-flow of data
policy has been strongly criticised by the literature, calling for a more comprehensive policy
and regulatory approach838.
In these regards, it needs to be observed that personal data have been somehow taken into
consideration by the Commission, acknowledging that actors in the data economy “deal both
with personal and non-personal data and that data flows and datasets will regularly contain
both types”839. It is also further affirmed that “any policy measure must take account of this
economic reality and of the legal framework on the protection of personal data, while
respecting the fundamental rights of individuals” 840. These words by the Commission reflect
that the object of the policy regarding the free-flow of information remains relatively
unclear841.
There are however some evident stances in favour of the inclusion of personal data within the
policy promoting data access and reuse.
836
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The new Open Data Directive, for example, expressly mentions the need for compliance with
the General Data Protection Regulation842 and with that seems to suggest the inclusion of
personal data within its scope.
In addition to this, the frequent reference in the mentioned policy documents to the health
sector signal the manifest inclusion within the data accessibility policies also of sectors where
there is a high gradient of personal information. This is further proved by the explicit
consideration of health data sharing as a key concern with regards to the objective of boosting
the data availability within the digital single market843.
The great emphasis over non-personal data could suggest that the European Commission
refers to non-personal health data, that is anonymised data. However, as already suggested
above, it needs to be noticed that anonymization processes, especially with regards to health
data, would risk to undermine exactly the innovation capabilities that data sharing policies
wish to promote. Hence, the importance given to health data and the health industry by freeflow of data policy documents could be regarded as a further ground, together with the above
mentioned explicit references by the Commission to personal data and the General Data
Protection Regulation, to include also personal data within the object of the policy regarding
the liberalisation of data flows among various stakeholders acting within the digital internal
market.
A clearer definition of the object of the considered policy of data sharing and the
understanding of whether also personal data are considered within it or not, are of great
relevance at a legal, and thus in turn at a practical, level.
The option of the inclusion of personal data within the policy objective of the free-flow of
information, does not challenge the effectiveness of the data protection regime established
under the General Data Protection Regulation and the e-Privacy Directive. To the very
contrary, as acknowledged by the Commission itself, the data protection framework is the
first and essential regulatory basis for the transfer and thus the processing of personal data. As
will be further illustrated, the treatment of sensitive personal data is object of an even higher
regulatory threshold. Data protection law under the reformed framework has exacerbated
controllers’ obligations and data subjects’ rights in respect to the treatment of personal data.
This evidently renders personal data sharing subject to more burdensome procedural and
substantial requirements, which evidently have the effect of curbing and restricting personal
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data transfers among different parties. Data subjects’ fundamental rights in respect to the
trading of their personal data are in this way meant to be safeguarded.
Under these premises, the consideration and inclusion of personal data within the free-flow of
information policy does not interfere with the material application of the data protection
regime as such ( that is, it does not impact on the ‘an’ of application of data protection law),
but can be relevant at a secondary interpretative level, for the purposes of the definition of
how data protection rules must be interpreted and thus applied in respect to the same data
protection law’s regulatory objectives. In these regards, as will be better shown in the next
chapters, the social objective of protecting data subjects’ fundamental rights need to be
carefully weighed against the other data protection law’s economic objective of advancing
market integration through the promotion of the free flow of personal data844. In respect to
this last objective, data protection law under the General Data Protection Law is to be
considered not only a fundamental rights-based law but also a form of market regulation845, as
suggested in particular by some specific provisions846.
In this perspective, the emerging policy objective regarding (personal) data sharing and re-use
within the digital market, strictly connected to broader data-related innovation goals, shall
function as an interpretative benchmark guiding the application of European Union’s market
regulation framework847.
This means, ultimately, that the growingly pressing policy objectives of data accessibility and
digital efficiency shall be taken into account for the analysis of the legal framework relevant
for the health data sharing, starting from data protection law- regulating the market
relationship between private and public entities and individual data subjects-, and competition
law- regulating the market relationship between undertakings.
4. Conclusions: The Free Movement of Research Data As An Emerging European
Principle
Overall, the analysis shows the emergence of a policy objective regarding (personal) data
sharing and re-use within the digital market, strictly connected to broader data-related
innovation goals. If considered together with the EU Commission’s documents regarding
digital health and the importance of health data sharing, a specific efficiency-oriented policy
844

Identifying this dual objective of O. LYNSKEY, The Foundations of EU Data Protection Law, Oxford, Oxford
University Press, 2015, 76-80.
845
Ibid., 86-87.
846
See analysis infra Chapter 4 paras 3.2.3 and 4.
847
Stressing the emergence of an outright regulatory paradigm of the free-flow of data, H. RICHTER-P.R.
SLOWINSKI, The Data Sharing Economy: On the Emergence of New Intermediaries, cit., 4 ff..
154

goal regarding health data sharing can be distinguished at the forefront of the European
Union’s policy agenda.
The importance of access to health data for these purposes has been lately highlighted by the
European Commission in the recently enacted “European strategy for data”848. Here, the
creation of a “Common European health data space” has been considered among the nine
European data spaces the European Commission intends to encourage. The common
European health data space is consistent with the principle of the free movement of research
data that is emerging in some of the latest above-recalled regulatory interventions, as the
Regulation on the free flow of non-personal data and the Open Data Directive. It is further
supported by the more general innovation principle, which, as the Commission underlines,
ensures that “legislation is designed in a way that creates the best possible conditions for
innovation to flourish”849.
As has been highlighted in the previous chapters, health data pooling practices is a varied
phenomenon encompassing mergers or partnerships established through contractual
agreements specifically designed for the transfer of digital health data. Although extremely
varied, health data pooling practices appear to share two essential features, for they basically
involve i) health data processing activities and ii) an agreement over the sharing of
scientifically valuable health data. In this perspective, health data pooling practices are
relevant under both data protection and competition law. Hence, the analysis that follows will
question under which conditions health data pools are lawful under European data protection
and competition law. In other terms, it will enquire under which conditions European data
protection and competition law promote innovation objectives achieved through the sharing
of health data.
Such innovation objectives underlying contractual arrangements of health data and supported
by European Union’s policy in the digital single market thus need to be weighed against the
regulatory objectives, respectively underlying European data protection and competition law
and related to the protection of data subjects’ fundamental right to data protection and the
protection of free competition. Under these premises, the following chapters will test health
data pools and their related efficiency-objectives against the backdrop of the provisions of
both European data protection and competition law.
It is indeed questioned whether EU data protection and competition law promote such
innovation-oriented goal, or rather curb it for the purposes of the protection of other interests.
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While European competition law has always played a role in regulating innovation resulting
from research and development endeavours, the General Data Protection Regulation has lately
come to provide additional regulatory responses to data-driven innovation. The specificities of
health-related markets, which are highly technology-inflected and with a highly scientific
content, trigger the relevance of specific provisions of the two frameworks.
As far as data protection law is concerned, the General Data Protection Regulation entails
some specific provisions regarding the treatment of health data under art. 9 GDPR, which
prohibits the treatment of health data unless specific exceptional conditions are met, related,
amongst others, also to the processing of heath data for scientific and statistical purposes.
Shifting from a vertical business-to-consumer perspective to a horizontal business-to-business
perspective, also the European competition law framework similarly appears to lay down a
prohibition regarding health data sharing agreements, potentially relevant as horizontal
agreements under art. 101, 1 TFUE. However, also this prohibition is exempted under the socalled block exemptions regarding research and development agreements and technology
transfer agreements. As far as competition law is concerned, also the recent merger case law
in the pharmaceutical sector shows a renewed attention by the Commission for innovation
achievements in such a sensitive sector despite resulting market concentrations.
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Chapter 4-Health Data Pools Under European Data Protection Law
1. Health Data Pooling as Health Data Treatment under Data Protection Law
Health data sharing practices imply first of all a treatment of health data, which is regulated
under data protection law. In these regards, the General Data Protection provides a very
complex regulatory framework specifically regarding health data. Indeed, it provides specific
definitions of different types of health data, such as genetic data or biometric data under art. 4,
para. 13, 14 and 15 GDPR. In addition, it categorizes health data as a “special category of
data” the processing of which is prohibited under art. 9, 1 para GDPR. Ultimately, it sets
some broad exemptions to such prohibitions that allow the processing of health data if it is
carried out for certain purposes and provided specific conditions are met. By establishing a
general prohibition of health data treatment and some grounds of exceptions to that
prohibition, the regulatory status of health data treatment appears to be defined by a layeredif not contradictory- regime and triggers some challenging interpretative efforts.
Before digging deeper into the multifaceted data protection law provisions regarding the
treatment of health data, some theoretical background considerations are needed. Indeed, the
contradictory regime established with regards to health data is the result of a much deeper
tension within European data protection law, which the General Data Protection Regulation
has inherited from the previous Directive and partly exacerbated. This tension relates to the
two seemingly contrasting objectives of data protection law, on the one hand the protection of
data subjects’ fundamental rights in the digital environment and on the other hand the
promotion of lawful data flows alimenting efficiency outcomes within the digital single
market.
2. European Data Protection Law’s Pillars
2.1 The Fundamental Rights’ Pillar
European Data Protection Law has its roots deeply planted in the fundamental rights’
rationale850. As widely acknowledged in the scholarly literature, the European conception of
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For a historical reconstruction, see B. VAN DER SLOOT, Legal Fundamentalism: is Data Protection Really a
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privacy is strongly civil rights-oriented, as opposed to the American utilitarian model851. Born
from the rib of the right to privacy852, the right to data protection has been itself elevated to an
autonomous fundamental right in the European Charter of Fundamental Rights under art. 8
EU Charter853. This is directly reflected in the General Data Protection Regulation, which is
legally rooted in art. 16 TFUE and recalls art. 8 EU Charter in recital 1854.
The fundamental rights dimension of the right to data protection has however broadened in
the digital economy: here, the right to data protection is not only to be regarded as a selfstanding fundamental right but rather a foundational precondition for the protection of other
data subjects’ fundamental rights, as the same recital n. 75 GDPR highlights855.
Indeed, in the current technical and economic environment, data has become the key asset for
corporations’ decision-making along the lines of technically established schemes in which
individuals are arbitrarily included or excluded856, leading to labelling and stigmatization
courses that end up compromising due processing guarantees857 and causing that what some
scholars have defined as an outright “disruption of human lives”858. Uncontrolled circulation
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of a huge quantity of information about individuals and the uncontrolled use that is made of it
by businesses produce a range of harms- such as the loss of a job or a higher charge for
services-, which is very likely to provoke a chilling effect directly related to a general “sense
of insecurity” and to the constant “infringement of freedom of communications as well as that
of the right to live in a free society without fear”859. In this perspective, data processing
activities conducted on a massive scale as the current technological capabilities allow860, is to
be considered as a risky practice861, posing substantial threats not only to individuals’ rights,
first of all to individuals’ autonomy862, but also to broader collective interests863.
Against this backdrop, the right to data protection in the form of the right to a fair, transparent
and accountable864 data collection, processing and practical use in the context of businesses’
decision making865 becomes a structural and technical precondition to the protection of other
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fundamental rights, jeopardised by data-driven algorithmic models866, first of all the right to
self-determination, the right to equality and non-discrimination867. This means that in the
digital environment, the right to data protection as recently reshaped in the face of current
technological developments, is not “an end in itself”868, but is rather to be considered in a
dynamic perspective, capable of highlighting the intrinsic interrelation between the right to
data protection and other fundamental rights. Where data protection in the traditional
conception of informational control and self-determination is difficult to be accomplished869,
data protection law itself thus appears to have acquired the new function of a framework870 for
assessing the risks to other fundamental rights caused by massive-scale data processing
activities871.
The specificities of the economic and technical environment, where few big businesses’ come
to collect a vast amount of users’ data and the information asymmetries between users and
undertakings have widened more than ever872, have thus justified a turnaround of data
protection law’ regulatory barycentre, which under the General Data Protection Regulation
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has largely shifted from data subjects to processing undertakings. This means that the
individual-based model, relying on the paradigm of consent and control of personal data873
has been integrated and strengthened with what some strand of the literature has called an
“agent-based” paradigm874, with focus on the subject who actively comes to process the
data875. In these regards, if the previous data protection framework under the 1995 Directive
was focused on the phase of generation of the data and the moment when the use of the data
has an impact on single individuals, The General Data Protection Regulation has started to
shed regulatory light on the phase in between, where computational analysis aggregates the
data on a massive scale and defines the profiles upon which businesses act876.
Upon these premises, the General Data Protection Regulation has come to set new safety
standards to which data practices must comply to, expressing the need to establish
anticipatory- or more technically speaking precautionary877- safeguards in respect to harms
whose relationship with data processing practices is not any more determined by causality but
rather by correlation878. Such safety standards have the form of outright obligations for
processing businesses879, which are required to carry out their activities in a “lawful and fair”
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manner880. Through the tightening of processing companies’ obligations, the General Data
Protection Regulation has come to “proceduralize” data protection law, by tailoring
companies’ data processing activities to the protection of data subjects’ rights and interests,
and not by curtailing or prohibiting them881.
This is well reflected in the central role given in the Regulation to the principle of
accountability, related to data controllers’ and processors’ “responsabilisation”882. This
principle establishes a “burden of care” onto processing corporations with regards of the
compliance to fundamental principles of data protection law, such as the principle of
lawfulness, transparency and fairness, and to the rules that substantiate these principles883.
The accountability principle thus commands the processing entities to structure their business
activities so as to render them adherent to the normative data protection requirements as well
as externally verifiable by both data subjects and data protection authorities884. Both data
subjects and data protection authorities are indeed the recipients of various information duties,
respectively under art. 13-15 GDPR and art. 58, 1 para lett. a) GDPR, which enable them in
turn to exercise their rights and powers in order to effectively protect data subjects’
fundamental right to data protection and the other fundamental rights that are incidentally
involved.
Under these premises, the principle of accountability and especially the rules giving data
subjects’ information rights and the supervisory authorities investigation powers, well reflect
how through the recent reform European data protection law has ever more become a primary
source of regulation of businesses’ conduct and, as a reflex, of data-driven markets885.
In this perspective, it appears that the objective of the protection of the fundamental right to
data protection is achieved through the regulation of personal data processing activities
considered as an “innovative technology”886.
2.2 The Market-oriented Pillar
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Right from its very origins, European data protection law under the Directive had the primary
objective of facilitating the establishment of the internal market. This economic and marketoriented objective was placed aside the rights-based goal of protecting the data subjects’
personal rights when their personal data is processed887. The explanatory Memorandum of the
Directive stresses that personal data needed to be transferred between Member States by
business people acting at transnational level and taking advantage of their Treaty Freedoms,
by national authorities cooperating as a direct result of the abolition of the borders within the
internal market and, most interestingly, for scientific purposes888.
Since the European Union was lacking the competence with regards to the enactment of
fundamental rights legislation before the Lisbon Treaty, the market-integration objective has
been much emphasized by the European Court of Justice.
The great academic and policy debate- that has accompanied the drafting procedure and has
followed the approval of the General Data Protection Regulation-, regarding the effectiveness
of the tools provided by the Regulation in respect to the declared objective of protecting
European citizens’ fundamental rights from the intrusiveness of new data processing
technologies889, has however perhaps left out of sight the other fundamental pillar on which
the General Data Protection Regulation resides, that is the free flow of information as a
precondition for the integration and consolidation of the internal market.
This pillar had a primary importance within the Data Protection Directive, whose legal
foundations were to be found exactly in the regulation of the internal market under art. 100 of
the Treaty establishing the European Community890. It has however not lost its hold within
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the normative system of the General Data Protection Regulation, under which the
fundamental rights and the market integration purposes appear to be “on equal footing”891.
Here, it comes right behind the primary objective of data subjects’ fundamental rights in the
changed technological and economic landscape, and it is expressed in recital 2 GDPR, stating
how the Regulation is intended to contribute amongst others, “to the economic and social
progress” and “to the strengthening and the convergence of the economies within the internal
market”. Accordingly, recital 5 GDPR acknowledges how the flows of personal data have
increased as a consequence of the “economic and social integration resulting from the
functioning of the internal market” and with that also the “exchange of personal data between
public and private actors”. These statements reflect the acknowledgment by the European
legislator of the economic value of personal data within the whirls of the digital economy.
This is confirmed also by recital 13 GDPR, where the free movement of personal data is
considered as a requirement for the proper functioning of the internal market.
Along these lines, the European Commission has lately come to pair the General Data
Protection Regulation with the Regulation on the free flow of non-personal data, considering
the two bodies of law as a comprehensive and coherent framework to the free movement of
data in the European Union892.
From this second regulatory perspective, personal data- and the sharing of it- are not an object
of protection but rather an “innovation enabling technology”893 and with that a fundamental
means for the establishment of the Digital Single Market, being the policy cornerstone of the
European Commission894.
Against the backdrop of the cited recitals, it appears that under the Regulation more than it
occurred in the Directive, European data protection law is characterised by an internal tension
between two apparently conflicting aims, on the one hand the restriction of personal data
processing for the sake of the protection of the individuals’ rights and on the other hand the
maximisation of personal data flows for a development of the internal market, and in
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particular, of the digital economy that is blossoming in it895. This tension is again suggested in
recital 123 GDPR, where supervisory authorities are given the task of monitoring and
contributing to the application of data protection rules “in order to protect natural persons in
relation to the processing of their personal data and to facilitate the free flow of personal data
within the internal market”896.
Under these premises, in addition to the new procedural obligations born by data
controllers897 and the users’ new digital rights898 established by the General Data Protection,
that either prohibit or curtail data processing activities, there is a parallel set of provisions that
appears to encourage and facilitate data processing899. This set of provisions promotes the
prospering of a free economic market for personal data, and with that the development of the
broader digital economy900. As some strand of the literature had been observing already in the
wakes of the approval of the new European data protection regime, the General Data
Protection Regulation opens up “concrete doors” for personal data analytics to flourish901.
This occurs through a special data protection regime, which is variedly characterised by the
three basic features of i) allowing large-scale data processing upon a legal basis that is
different from data subjects’ consent; ii) providing derogations from controllers’ obligations
and from data subjects’ rights; iii) leaving greater discretion to Member States in the
definition of the rules that data processing activities must observe and in particular in the
definition of the additional organisational and technical measures assuring the protection of
data subjects’ fundamental rights.
Hence, not very far from what occurred through the Directive, also the Regulation leaves to
Member States great space for shaping the regulatory landscape902, this raising the likelihood
that some Member States will legislate in a more permissive way to personal data processing,
and others in a more restrictive way903. Moreover, in the absence of implementation by
national member states, the definition of the relevant safeguards is additionally left to the
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discretionary choice of processing entities, this amplifying the room for regulatory
divergences904.
This makes European Data Protection law overall an extremely nuanced regulatory landscape,
in which the different regime layers established by the General Data Protection Regulation are
rendered additionally complex by national divergences905.
Against this backdrop, an accurate and overall assessment of the General Data Protection
Regulation reveals the existence of regulatory loopholes within the (fundamental rightsoriented) architecture of data subjects’ protection and reaction tools, not only permitting but
also effectively encouraging massive retention and reuse of personal data.
In these regards, the European legislator appears to have upheld some of the arguments put
forward by EU policy makers during the GDPR’s drafting procedures, stressing the need to
foster innovation and enact economic growth through flexible regimes of data access and
analysis906. This assumption is also shared by a strand of the scholarship acknowledging the
gains in efficiency stemming from the “free” analysis of personal data and the consolidation
of data across business platforms907. In these regards, the law and economics literature has
traditionally criticised privacy laws908 for establishing limits on consumer information flows,
hampering businesses’ freedom to innovate909, posing barriers to market entry and otherwise
harming competition910.
Along these lines, specifically relating to the General Data Protection Regulation, the
tightening of data controllers’ obligations enacted by the new European data protection law
904

Stressing this point, L. MARELLI-G. TESTA, Scrutinizing the EU General Data Protection Regulation- How
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has been considered for raising compliance costs borne by companies, in this way (once
again) competitively disadvantaging the small and medium enterprises, facing greater
difficulties of collecting and processing personal data for the delivery of new digital products
and services911.
Ultimately, the overall restriction of data processing activities resulting from the stricter data
protection rules stemming from the data minimization principle under art. 5, 1 para lett. c)
GDPR, has arisen concerns of associations of researchers in the biomedical sector912,
highlighting the related prejudices to the developments of data-driven research913. In these
regards, scientific researchers had stressed that without the creation of necessary “safe
harbours” regarding data processing, the General Data Protection Regulation would have
impaired scientific research and the resulting innovation914.
Exactly these critiques have been concretised in a subset of provisions within the General
Data Protection Regulation, which express a more liberal approach towards data processing
activities carried out for purposes of research and development915.
These are well expressed in respect to the notion of research under recital 159 GDPR, stating
that “(…) for the purposes of this Regulation, the processing of personal data for scientific
research purposes should be interpreted in a broad manner including for example
technological development and demonstration, fundamental research, applied research and
911

B. GOODMAN, A Step Towards Accountable Algorithms? Algorithmic Discrimination and the European
Union, 2016, online available at http://www.mlandthelaw.org/papers/goodman1.pdf, 6. Highlighting this also
W.N. PRICE-M.E. KAMINSKI- T. MINSSEN-K. SPECTOR-BAGDADY, Shadow Health Records Meet New Privacy
Laws- How Will Research Respond to a Changing Regulatory Space?, in Science, 1 February 2019, 448-450
online available at https://science.sciencemag.org/content/363/6426/448/tab-e-letters, observing that new data
protection laws “enable competition in big-data research in a way that affirmatively protects individuals’ privacy
and autonomy, that is progress”, but highlighting also the risk that “additional hurdles—such as notifying
individuals and gaining affirmative consent for sensitive-data processing—may exacerbate differences in
innovative capacity between big players in the health and life sciences (or big-data competitors such as Google
and Amazon) and smaller firms that lack resources to ensure compliance”. Ibid., 450. For an economic analysis
see N. BLADES-F. HERRERA-GONZÁLES, An Economic Analysis of Personal Data Protection: Obligations in the
European Union, Conference Paper, 27th European Regional Conference of the International
Telecommunications Society (ITS), Cambridge, United Kingdom, 7th - 9th September 2016, September 2016,
online available at https://www.econstor.eu/bitstream/10419/148661/1/Blades-Herrera-Gonzalez.pdf.
912
See position statements by Medical Science Committee of Science Europe, Wellcome Trust, Public Health
Genomics Foundation, Biobanking and Biomolecular Resources Research Infrastructure-European Research
Infrastructure Consortium. For a comment, C. HO, Challenges of the EU General Data Protection Regulation for
Biobanking and Scientific Research, in Journal of Law, Information and Science, 2017, 25, 84 ss.. See also in
respect to the consideration of research interests during the Regulation’s drafting procedures, N. FORGÒ, My
Health Data-Your Research: Some Preliminary Thoughts on Different Values in the General Data Protection
Regulation, in International Data Privacy Law, 2015, 5, 1, 54 ff..
913
M.C. PLOEM-M.L. ESSINK-BOT- K. STRONKS Proposed EU data protection regulation is a threat to medical
research, in BMJ 2013; 346: f 3534.
914
Stressing this point N. FORGÒ, My Health Data-Your Research: Some Preliminary Thoughts on Different
Values in the General Data Protection Regulation, cit., 55, observing that in medicine, “data protection risks to
be seen as a hindering factor for the development and the exploitation of new knowledge in the patient’s best
interest”.
915
Dove E.S., THOMPSON B., KNOPPERS B.M. A step forward for data protection and biomedical research. in
Lancet, 2016, 387, 1374–1375.
167

privately funded research. In addition, it should take into account the Union’s objective under
art. 179 (1) TFEU of achieving a European Research Area. Scientific research purposes
should also include studies conducted in the public interest in the area of public health. (…)”.
Although the recital appears to link data processing carried out for research purposes to
broader public interest purposes, as it is expressed with regards to public health studies, the
reference to “privately funded research” suggests that within the same notion of research also
research performed by private organisations for connected marketing purposes is to be
included916. It is not by coincidence, that the mentioned recital refers to art. 179 (1) TFEU,
which among other things highlights the value of research as a means for EU to become more
competitive in the global market917.
Under these premises, it seems that the General Data Protection Regulation, by layering the
data protection regime-one the one hand through the tightening data subjects’ rights vis à vis
technological developments, on the other hand through the provision of some relatively free
“open harbours” to the processing of personal data-, has controversially leveraged the market
constituting effects of data protection law918. This will be better shown below with regards to
some interpretative uncertainties raised exactly by that what will be referred to as the
“market-oriented regime”919.
The next paragraphs will thus give account of the fact that in the intertwined algorithmic
digital health environment described in chapter 1, the processing regime for research purposes
is likely to de-regulate corporations’ health data processing activities carried out under the
façade of public interest-leaning health research activities. From a policy perspective, hence,
916
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it seems that the public interest-related purpose of research ultimately reveals to be strictly
interconnected to innovation and thus efficiency purposes in data-driven (health) markets.
Under these premises, it needs to be said right from the beginning that the highlighted data
protection law’s intimate tension between the two subject- and market- oriented objectives
does not seem to be irreconcilable, if one considers that also the goal of protecting users’
fundamental rights has the effect of promoting a lawful processing and circulation of personal
data. In this perspective, the two highlighted opposed objectives appear to find a connection
point in respect to two factors, that are respectively related to harmonisation objectives and
trust concerns.
With regards to the first element, the enactment of the reformed data protection regime
through the Regulation is meant, at least formally, to align national data protection regimes in
order to create a level playing field for the processing of personal data, which removes
obstacles to the free flow of it through Member States and in this way advances innovation
through data processing920.
As far as the second element is concerned, recital 7 GDPR highlights that the data protection
framework, and compliance to it, has the related spillover effect of building the trust that
allows the development of the digital economy across the internal market921 in that what the
Commission itself has defined as a “sustainable” manner922. In light of these statements, the
fundamental rights protection dimension of European data protection law appears to have an
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ultimate efficiency “externality” at which the European legislator intends to hint exactly in
recital 7 GDPR923.
More precisely, the object of protection of data subjects’ fundamental rights under art. 8
Charter of Fundamental Rights has as natural side effect that of creating common legal
obligations onto data processing entities, which end up being market constituting in a
technological economic environment where the flow of personal data is a structural feature of
new business models924. In the digital environment, hence, adherence to data protection
safeguards can become a source of competitive advantage925 and with that a key means to
enhance a data-driven innovation926.
As already observed927, innovation courses in the health sector, if well directed, are likely to
enhance patients’/consumers’ welfare, and with that also to heighten the standard of health
enjoyed within the European Union. This is the view taken by the European Commission
within the Digital Single Market Strategy928. Nonetheless, it should be acknowledged that the
degree of advancements achieved with regards to digital markets’ efficiency and the
protection of health largely depend on the level of data protection safeguards929 observed
during the training and testing procedures of digital health products. The implementation of
data protection measures indeed comes to guarantee the quality and safety of the resulting
digital health products930.
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3. The Regulation of Health Data Treatment Under the General Data Protection
Regulation
The two above-highlighted objectives of European data protection law are well reflected in
the regulation of health data established by the General Data Protection Regulation: indeed,
the general prohibition of processing special categories of sensitive data constitutes an (over)regulatory response to the objective of protecting data subjects’ fundamental rights against
not consented accesses to very intimate subjective spheres such as the one of health931;
conversely, the exceptions to this prohibition, as shaped in the form that will be illustrated
below, attest the acknowledgement of the scientific- and thus, of the innovation-enabling
value- of these sensitive data within the European digital market.
As will be shown in the next paragraphs, these exceptions appear to provide some fertile
grounds to the flourishing of health data pools aimed at developing and placing new digital
health products and services on the market. Hence, the regulation of health data treatments
appears to directly internalize the principle of the free flow of personal data, thus providing
strong support to the above-outlined policy goals of stirring digital (health) markets’
efficiency through health data sharing practices.
If correctly implemented, these exceptions do not totally back out fundamental rights
protection goals. However, they open some loopholes that risk doing so932.
3.1 The Object of Protection: the Notion of Health Data
3.1.1. The Notion of Personal Data
The General Data Protection Regulation regulates the processing of personal data933. Under
art. 4 (a) GDPR personal data is not only “information relating to an identified natural
person”, but extends also to information that can identify a natural person and thus through
which a natural person becomes identifiable. Recital 26 GDPR specifies that identifiability
should be assessed taking account “of all the means reasonably likely to be used, such as
singling out, either by the controller or by another person to identify the natural person
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directly or indirectly”934. Hence, identifiability results from the additional information
available to the data processor935. For the purposes of identifiability, “account should be taken
of all objective factors, such as the costs of and the amount of time required for identification,
taking into consideration the available technology at the time of the processing and
technological developments”936. The corollary of this is that “the principles of data protection
should therefore not apply to anonymous information, namely information which does not
relate to an identified or identifiable natural person or to personal data rendered anonymous in
such a manner that the data subject is not or no longer identifiable”937.
As a wide strand of the literature has been observing, however, the available technological
processing means render anonymity a temporarily restricted status938 and with that
identifiability a natural outcome of machine-learning and algorithmic processing techniques
collecting and aggregating different data points939, which, combined, will very easily identify
a single natural person940.
As a result, the borders of the notion of personal data remain object of a heated debate among
the scholarly literature941, which is divided into the ones who stress the opportunity to

934

Recital 26 GDPR. Emphasis added.
J. DREXL, Legal Challenges of the Changing Role of Personal and Non-Personal Data in the Data Economy,
cit., 3.
936
Recital 26 GDPR. Emphasis added.
937
Recital 26 GDPR. Emphasis added.
938
P. OHM, Broken Promises of Privacy: Responding to the Surprising Failure of Privacy, in UCLA Law Review,
2010, 57, 1703 ff.. See also W. G. VOSS, European Data Privacy Law Developments, published on December
2014,
Business
Lawyer,
70,
1,
2014/2015,
253
ff.,
online
available
at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2572948.
939
S. BAROCAS-H. NISSENBAUM, Big Data’s End Run Around Anonymity and Consent, in J. LANE- V. STODDENS. BENDEN-H. NISSENBAUM, Privacy, Big Data, and the Public Good: Frameworks for Engagement, Cambridge
University Press, Cambridge, 2014, 44-75. Similarly, O. TENE-J. POLONETSKY, Big data for all: Privacy and
user control in the age of analytics, in Northwestern Journal of Technology and Intellectual Property, 2013, 11,
5, 240 ff., 241-243. In more distant times, L. SWEENEY, Weaving Technology and Policy Together to Maintain
Confidentiality, in Journal of Law Medicine & Ethics, 1997, 25, 2-3, 98 ff..
940
S. ERNST, DS-GVO Art. 4 Begriffsbestimmungen, in B. PAAL-D. A. PAULY, Datenschutz Grundverordnung,
Beck Online, 2018, 8-13. See D. C. BARTH-JONES, The “Re-identification” of Governor William Weld’s Medical
Information: A Critical Re-examination of Health Data Identification Risks and Privacy Protections, Then and
now, published on July 2012, online available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2076397, 8
ff.. In these regards also, ART. 29 DATA PROTECTION WORKING PARTY, Opinion 4/2014 on Surveillance of
Electronic Communications for Intelligence and National Security Purposes, 10 April 2014, online available at
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinionrecommendation/files/2014/wp215_en.pdf, 8. It needs to be however recalled that according to the Court of
Justice of the European Union, the likelihood of identifiability does not have to imply “a disproportionate effort
in terms of time, cost and man-power, so that the risk of identification appears in reality to be insignificant”. So
COURT OF JUSTICE OF THE EUROPEAN UNION, Patrick Breyer v. Bundesrepublik Deutschland, C-582/14, 19
October
2016,
online
available
at
http://curia.europa.eu/juris/document/document.jsf?docid=184668&doclang=EN, para 46.
941
For an overview of the concept of personal data, see D. KORFF, Working Paper n. 2: Data Protection Laws in
the EU: The Difficulties in Meeting the Challenges Posed by Global, Social and Technical Developments, in
EUROPEAN COMMISSION-DIRECTORATE-GENERAL JUSTICE, FREEDOM AND SECURITY, Comparative Study on
Different Approaches to New Privacy Challenges in Particular in the Light of Technological Developments, 20
January 2010, online available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1638949&download=yes,
38-58.
935

172

overcome the traditional distinction personal data/ non personal data942 and others who share
the view that this traditional dichotomy needs to be maintained, but nonetheless
reconsidered943. In this last regard, it is currently being questioned whether the notion of
personal data as defined above shall include also inferences drawn by data analytics944. In
these regards, Art. 29 Data Protection Working Party’s interpretative guidance seems to
provide an affirmative answer to such questions.
In its recent opinions regarding the General Data Protection Regulation, the Art.29 Data
Protection Working Party has made a distinction between provided and observed data, which
are to be in turn distinguished from derived and inferred data945. Provided data are data that
are directly provided by the individuals concerned, whereas observed data are indirectly
provided by the individual in the form of so-called runaway data, such as location data or data
relating to clicking activities946. Conversely, derived and inferred data are generated by the
controller through the processing of provided and observed data947.
According to the Art. 29 Data Protection Working Party, in order to qualify as personal data,
either i) the content, ii) the purpose or iii) the result of the data must relate to an identifiable
person either directly or indirectly948. The Working Party specifies that the “result” of data is
relates to the likelihood of “impact on a certain person’s rights and interests”949. Under to the
interpretation given by the Working Party, thus, not only data that describe the data subject
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(content) or that “evaluate, treat in a certain way or influence the status or behaviour”950 of the
data subject (purpose), but also data that is extracted from other available data and that is
likely to impact on the data subject’s rights and interests (result) falls within the scope of
personal data951. In this perspective, inferences that are derived from initial provided or
observed datasets need to be considered personal data for the purposes of data protection law,
with the resulting obligations and rights. As has been observed, however, under the definition
given to derived and inferred data, this data can also result from non-personal data, provided
it impacts on the data subject’s rights and interests952. Hence, also non-personal data can be
transformed into personal data through linkage to an identified or identifiable individual953.
If according to the above-recalled interpretation, inferences drawn from personal or nonpersonal data are subject to data protection law as it is currently framed by the General Data
Protection Regulation, the case-law of the Court of Justice of the European Union has
traditionally shaped a narrower notion of personal data954. In line with this restrictive
approach to the concept of personal data, more recently the same Court has circumscribed the
relevance of inferences for the purposes of data protection law, excluding the relevance of
“assessments” and “non-verifiable data” 955. By ruling so, the Court upheld the view of the
Advocate General that “only information relating to facts about an individual can be personal
data”956. In the view of the Advocate General a distinction needs to be made between
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“objective facts” that are verifiable and “subjective analysis” that is not verifiable957, being
only the formers object of data protection law958. Under this interpretation, the personal data
status of predictions, statistical and probabilistic analyses such as scoring would be excluded.
To the contrary, the Art. 29 Data Protection Working Party has recently claimed that inferred
and derived data should enjoy the protection of the individual rights provided by the General
Data Protection Regulation959. By referring to the case of profiling containing the prediction
that a patient will suffer from a heart disease960, the Working Party expressly appears to
include also non-verifiable predictions as the ones resulting from a statistical or probabilistic
analysis.
3.1.2 The Notion of Sensitive Personal Data
Within the so broadly defined category of personal data, the General Data Protection
Regulation includes the subcategory of “special categories of personal data” under art. 9
GDPR, encompassing sensitive personal data that are “by their nature particularly sensitive in
relation to fundamental rights and freedom” and whose processing “could create significant
risks to the fundamental rights and freedoms”961. These special categories of data are defined
under art. 9 GDPR962 and are object of a higher regulatory burden in respect to non-special
personal data, encountering an outright prohibition of processing.
Under art. 9 GDPR, these special categories of personal data encompass amongst others, i)
genetic data, ii) biometric data and, more generally, iii) “data concerning health”.
3.1.2.1 “Genetic Data”
Under art. 4, para 13 GDPR Genetic data are defined as “personal data relating to the
inherited or acquired genetic characteristics of a natural person which give unique information
about the physiology or the health of that natural person and which result, in particular, from
an analysis of a biological sample from the natural person in question”. As recital 34 GDPR
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further specifies that the “analysis of biological sample” encompasses includes in particular
“chromosomal, deoxyribonucleic acid (DNA), or ribonucleic acid (RNA) analysis”, or “the
analysis of other elements that enables equivalent information to be obtained”. This definition
suggests that also genetic information that could be derived from analysis of other materials
such as molecular and biological materials is considered genetic data for the purposes of the
General Data Protection Regulation. Moreover, the reference to “other elements that enable
equivalent information to be obtained” seems to broaden the scope of genetic data also up to
include genetic information that is derived from the most disparate sources, such as
“genealogical information gathered through various questionnaires”963.
As has been observed by some strand in the literature964, the capability of providing “unique”
information about the data subject, highlighted by the normative definition of genetic data, is
not completely adherent to the real nature of genetic data, which in most of the cases uniquely
identifys not a single natural person, but rather a genetic family as a group.
The consequence of this is that this narrow definition linking genetic data just to a data
subject, risks to exclude from the scope of the notion of sensitive data, data that do not
uniquely identify a natural person as art. 4, 13 para GDPR require, but just a group.
Through inclusion within the special categories of personal data under art. 9, 1 para GDPR,
the Regulation affirms the automatic sensitive nature of genetic data965. The qualification of
genetic data as sensitive data in the Regulation is the legislative acknowledgement of the
increasing relevance of genetic data for health research purposes and thus of the resulting
spread of processing activities regarding genetic data. This has in turn required a more direct
regulatory intervention966, which has come to consider genetic data along with other types of
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data, as biometric data and data regarding health967. This was not the case under the previous
Directive, which did not provide a definition of genetic data nor defined its legal status968.
The Art. 29 Data Protection Working Party took into specific consideration the case of
genetic data under the previous regime, stating that it was to be intended as “health data”
under the Directive, and thus subject to stricter regulatory requirements such as the one of
explicit consent969. In order to qualify as health data, genetic data needed to provide an
“indication” as to “the health status of an identifiable individual”970. A difficult case by case
assessment regarding the capability of indicating such health status was thus needed971.
Although referring to genetic data in various recitals972 and although referring to the case of
biological samples973, the General Data Protection Regulation has failed to provide direct
answers to the question regarding whether the use of human tissues has to respect data
protection law974. The issue was addressed by the European Court of Human Rights in the
case S. and Marper v. United Kingdom975, where it was specified that DNA profiles and
cellular samples could be considered as personal data within the UK previous Data Protection
Act 1998, as long as they could be referred to an identifiable individual. The decision thus
reflects that biological material is not per se protected under data protection law, but it
becomes relevant for these purposes as soon as it is “datafied”, that meaning scanned,
analysed, sequenced976. Since the use for any purpose of such material, implies the extraction
of information from it, this implies that biological material would need to be processed
consistent with the General Data Protection Regulation, unless it is so incomplete that it is
impossible to refer it to an individual977.
In these regards, it has been observed how advancements in the field of computational
genetics leave to date quite little room for anonymity of genome sequences. In the past,
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researchers have tried to argue the anonymity of their genetic datasets in order to avoid
compliance to data protection law, on the grounds that the datasets were kept separate from
data that could render them identifiable978. The anonym status of genetic data is however
largely unrealistic due to the great likelihood of linkage to an identifiable individual that the
accessibility in the world wide web not only of genetic sequencing but also of complementary
information979; the growth in computer capabilities; and the development of powerful
algorithmic processing techniques980. These three factors render it thus extremely easy to
identify individual through statistical processing of genetic sequences and other available
data981.
3.1.2.2. “Biometric data”
Art. 4, para 14 GDPR, biometric data are “personal data resulting from specific technical
processing relating to the physical, physiological or behavioural characteristics of a natural
person, which allow or confirm the unique identification of that natural person, such as facial
images or dactyloscopic data”982. The definition reflects that biometric data are captured by
peculiar technologies that scan individuals’ features. In these regards, it has been observed
that biometric data is not the initial data, but rather the specific technical processing
operations applied to this data and the resulting data983.
This means that for the purposes of the Regulation, biometric data are the ones resulting from
biometrical technical processing operations, which are capable of transforming also ordinary
personal data, as photos or videos, into sensitive biometric data. In these regards, Google
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publicly declared the technological ease of identifying users through the pictures they post
online984.
Traditionally, biometric technologies were used for special purposes, such as crime
investigation985. With the spread of Internet of Things technologies, the collection of human
characteristics has become embedded in everyday life devices providing personalised
services, and through that registering unique qualities and behaviours of data subjects986. In
addition to this, more sophisticated sensors recording fingerprints, voices, retina and vein
structure, walking gaits987 are being developed and used for identification and authentication
purposes in various specific fields988, such as the workplace989.
Similarly as it occurs with genetic data, the expanding collection of biometric data aliments
databases enabling identification and various forms of profiling based on individuals’
physical, physiological and behavioural traits990. Based on these sensitive features sensitive
inferences can be drawn in the form of predictions and statistical probabilities991, opening the
floor to various discriminatory practices, in the employment, insurance, advertisement992.
On these grounds, the Constitutional Court of France has stated that the keeping of a database
with biometric identity information that allows for identification violates the fundamental
right to privacy993. Biometric data and its uses have recently gained renewed attention within
the French legal system with the issuing of new Guidelines by the French Data Protection
Authority (Commission Nationale de l’Informatiques et des Libertés, CNIL), distinguishing
between biometric data stored on the used devices and biometric data stored on other
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premises994. According to the CNIL, the collection and storage of biometric data is to be
considered as an “autonomous” use of biometric data provided certain conditions are met,
which involve i) the decision of the user alone to use biometric authentication995, this
implying the possibility to choose between biometric authentication and other methods of
authentication such as a traditional PIN code; ii) the storage of the data on the used device,
without the possibility of sharing the data with other devices or with other third parties; iii)
the securing of data through encryption technologies; iv) the use of the processing technology
only for private purposes. Under the given interpretation, when these conditions are met, the
processing of biometric data falls within the household exception under art. 2, 2 para lett. c)
GDPR and, accordingly, is not protected by data protection law996. It needs however to be
recalled that according to recital 18 GDPR, the Regulation, and thus data protection law
provisions, apply “to controllers or processors which provide the means for processing
personal data for such personal or household activities”. This means that the application of the
household exceptions does not totally relief data controllers from data protection obligations
regarding the application. In these regards, for example, security obligations regarding the
applications are of utmost importance997.
Conversely, according to the CNIL’s guidelines, when biometric data are stored on remote
services and can be accessed by third parties, these same data are not under the control of the
data subject itself but of the service provider. In this case, the processing of this data is
covered by data protection law and the controller has the obligation to make a careful
assessment regarding the impact of the processing of such data on individuals’ fundamental
rights998.
More recently, the French Data Protection Authority has given renewed attention to the case
of biometric data, by issuing a Regulation regarding the processing of biometric data as
workplace access control999. The Regulation prescribes specific requirements for the
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processing of biometric data by public or private employers employing biometric systems to
control access to premises, devices and applications at work. The Regulation distinguishes
between biometric authentication techniques based on morphological characteristics, in
respect to which the biometric mean used must be described and justified; and biometrical
authentication based on biological samples, which is to the contrary prohibited1000. In
addition, the CNIL Regulation identifies three categories of biometric templates, being a set
of measurements of an individuals’ morphological characteristics, on grounds of the level of
control over the collected biometric data, data subjects’ have. Where biometric data are
controlled jointly by the employer and the individual or solely by the employer, the use of
such templates shall only be used under exceptional and justified circumstances for critical
environments, where the exclusive control of the data by the data subject is not possible1001.
The cited interventions by the French Data Protection Authority reflect the national
regulator’s attention of regulating processing activities of biometric data also for verification
purposes, as is the case of using biometric technologies authentication in the workplace.
In these regards, it needs however to be observed that for the purposes of the General Data
Protection Regulation, biometric data are considered a special category of personal data under
art. 9, 1 para GDPR “for the purpose of uniquely identifying a natural person”1002. According
to some commentators, the explicit reference only to identification purposes made by art. 9, 1
para GDPR, would exclude the application of the special regime of sensitive data in case
biometric data are used for purposes that are different than identification, as verification1003.
However, the fact that the definition under art. 4, 14 para GDPR mentions both the
functionalities of identification and verification through the wording “allow or confirm
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identification”1004, suggests the opportunity of a combined reading of articles 4, 14 para
GDPR and 9, 1 para GDPR, according to which also biometric data employed for mere
verification purposes fall under the stricter regulatory requirements regarding special
categories of personal data, in which biometric data are included1005. Clear support for this
interpretation is given by the already recalled ruling by the European Court of Human Rights
in S. and Marper vs. United Kingdom, where the Court regarded the retention and storage of
biometric data as an interference with the fundamental right to privacy, regardless of any
subsequent use1006.
In this perspective, it needs to be further mentioned that the risks related to the employment of
biometric processing technologies were shown by an increasing number of studies spotting
significant discriminatory biases based on gender and race affecting the functioning of such
same technologies1007. The findings of these studies are fuelling discussions about the
legitimacy of patents regarding facial recognition technologies employed for massive
identification purposes1008 and are triggering big companies themselves to call for additional
regulatory action regarding the uses of such technologies1009. As a latest response to this, the
first ban regarding the use of facial recognition softwares by the police and other agencies has
been recently issued1010.
3.1.2.3 “Data Concerning Health”

1004

Emphasis added.
ART. 29 DATA PROTECTION WORKING PARTY, Opinion 01/2012 on the Data Protection Reform Proposals,
23 March 2012, online available at https://ec.europa.eu/justice/article-29/documentation/opinionrecommendation/files/2012/wp191_en.pdf, 10.
1006
EUROPEAN COURT OF HUMAN RIGHTS, S. and Marper v. United Kingdom, cit., para. 121. Emphasis added.
1007
N. SINGER, Amazon is Pushing Facial Technology that a Study Says Could be Biased, 24 January 2019,
online available at https://www.nytimes.com/2019/01/24/technology/amazon-facial-technology-study.html. See
J. BUOLAMWINI-T. GEBRU, Gender Shades: Intersectional Accuracy Disparities in Commercial Gender
Classification, in Proceedings of Machine Learning Research, 2018, 81, 1-15, online available at
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf.
1008
An example of this is facial recognition technology, gathering biometric data and identifying through that
people considered to be “suspicious”. In these regards, a technology and civil liberties attorney at the Civil
Liberties Union of Northern California highlighted that the patent application reflects that technology can be
used for the creation of a “massive, decentralised surveillance network”. See P. HOLLEY, This Patent Shows
Amazon May Seek to Create ‘a Database of Suspicious Persons’ Using Facial Recognition Technology, 18
December
2018,
online
available
at
https://www.washingtonpost.com/gdprconsent/?destination=%2ftechnology%2f2018%2f12%2f13%2fthispatentshows-amazon-may-seek-create-database-suspicious-persons-using-facial-recognition
technology%2f%3f&utm_term=.30e2c8f734b8.
1009
See N. SINGER, Microsoft Urges Congress to Regulate Use of Facial Recognition, 13 July 2018, online
available at https://www.nytimes.com/2018/07/13/technology/microsoft-facial-recognition.html. The need for
regulatory responses is clearly more felt in the United States where no federal data protection law has been
enacted to date.
1010
K. CONGER-R. FAUSSET-S.F. KOVALESKI, San Francisco Bans Facial Recognition Technology, 14 May
2019, online available at https://www.nytimes.com/2019/05/14/us/facial-recognition-ban-san-francisco.html.
1005

182

Ultimately, art. 9, 1 para GDPR includes among the special categories of personal data, “data
regarding health”. These are very broadly defined under art. 4, para 15 GDPR, as “personal
data related to the physical or mental health of a natural person, including the provision of
health care services, which reveal information about his or her health status”.
Recital 35 GDPR specifies that this type of data “should include all data pertaining to the
health status of a data subject which reveal information relating to the past, current or future
physical or mental health status of the data subject”. According to this definition, thus,
information regarding health is objectively and chronologically very broadly defined.
From an objective standpoint, as the recital clarifies, this special category of personal data
encompasses data regarding health status. Accordingly, the recital lists some possible types of
health data as “information about the natural person collected in the course of the registration
for, or the provision of, health care services” and “a number, symbol or particular assigned to
a natural person to uniquely identify the natural person for health purposes”.
Interestingly, the recital also mentions “information derived from the testing or examination
of a body part or bodily substance, including from genetic data and biological samples”.
Through the reference to genetic data, it seems that the legislator has intended to subtly
distinguish between genetic data and more general data regarding individuals’ health
conditions that can be inferred from genetic sequences1011. It needs however to be observed
that it is a merely descriptive distinction since both genetic data and data regarding health are
object to the same special regime under art. 9 GDPR.
Ultimately, the recital lists various other types of health data containing information
regarding, for example, “a disease, disability, disease risk, medical history, clinical treatment
or the physiological or biomedical state of the data subject independent of its source”1012. By
stating so, the Regulation implicitly acknowledges that health-related information can be
derived from various sources, which are very likely to be unrelated to the strict health care
context. In this way, thus, it recognises the de-contextualisation process that health data is
undergoing in the current technological processing environment1013, where sensitive health
conditions can be extracted from apparently neutral data, in the form, for example, of disease
risk prediction the same recital refers to. Practical evidence of this directly found in the
above-recalled employment of so-called real world data by the European Medicines Agency
for pharmaceutical regulatory purposes1014.
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With regard to disease risk prediction, it is interesting to observe that the recital n. 35 GDPR
itself mentions also information relating to the “future physical or mental health status of the
data subject”, thus implicitly including within the notion of health data also health-related
inferences and predictions. Since these ones can be drawn also from the aggregation and
analysis of non-sensitive personal data1015, the notion of health data itself appears to be pretty
much widely-encompassing and comprising also (non-directly sensitive) data from which
sensitive information regarding an individual can be derived1016. As the same Art. 29 Data
Protection Working Party had been observing under the previous data protection framework,
also data with a different degree of sensitivity appears to fall under this broad notion of health
data, ranging from non-sensitive data with sensitive signalling capabilities, to minor sensitive
data such as “data regarding a cold”, to “stigmatising information about illnesses or
disabilities”1017. In this perspective, the sensitive category of data concerning health was
already acknowledged as “one of the most complex areas of sensitive data and one where the
Member States display a great deal of legal uncertainty”1018.
Against this backdrop, it can be argued that the difficulties of clearly defining the borders of
the notion of health data persist under the definition given in the General Data Protection
Regulation1019 and are further exacerbated together with the advancement of the current
technical processing capabilities1020, this adding even greater concerns to the definition of the
borders between non-personal, personal and personal sensitive data. This creates in turn
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significant uncertainties with regards to the applicability of the different regulatory regimes
that are established in respect to each of these categories1021.
In view of the difficulty of drawing a clear line between non-sensitive data that are excluded
from the special regime regarding sensitive data and non-sensitive data that are conversely
attracted within the higher standard of protection due to their sensitive proximities1022, some
strand of the literature is being referring to “shadow health records” comprising these data
stemming from various different sources that would not directly qualify as health records but
which processed and combined with each other can provide exactly the same information as
“standard health records”1023. As this strand of scholarship observes, these shadow health
records, made up by masses of health-related data and linked health inferences, although
having a sensitive “capacity” risk to be placed in a less regulated area in respect to standard
health records1024.
This risk has been taken into specific consideration by the Art. 29 Data Protection Working
Party, which has come to define the notion of health data in respect to apps and devices1025,
providing some additional indications that can be of useful guidance also under the General
Data Protection Regulation.
Personal data originating from apps and devices are expressly mentioned in recital n. 35
GDPR that mentions among the possible sources of health data, together with health
professionals and hospitals also medical devices1026. Starting exactly from this definition, the
Art. 29 Data Protection Working Party first identifies strict medical data, originating from a
health-care context in the course of diagnoses and treatment procedures carried out by
providers of health services1027.
In addition to this strictly medical data, the Art. 29 Data Protection Working Party considers
the broader category of health data, encompassing data signalling individuals’ health
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conditions from the most diverse settings such as employment or administrative actions1028. In
this perspective, a second type of health data is found in that what is referred to by the
Working Party as “raw sensor data that can be used in itself or in combination with other data
to draw a conclusion about the actual health status or health risk of a person”1029.
This second type of health data is further distinguished from another sub-category of health
data defined on grounds of its processing purpose. This last sub-category is made up by “any
personal data (health data or not)” processed for the purpose of determining the health status
of an individual, such as the already mentioned disease risk1030. As the Working Party
interestingly highlights this often occurs in the context of medical research using big data1031.
To sum up, the three identifying criteria suggested by the Working Party for the purposes of
the definition of the category of health data are to be found in i) the medical context in which
health data is originated; ii) the capacity of signalling an individual’s health status; iii) the
processing purpose of defining an individual’s health status1032.
In light of this categorisation, it appears that the scope of health data largely depends upon the
definition of what is an individuals’ health status. In these regards, the Working Party only
affirms that health status is not only confined to “ill health”1033. A useful definition of health
status is given by the World Health Organisation, which refers to a “state of complete
physical, mental and social well-being”, and not merely as “the absence of disease or
infirmity”1034. Such a broad conception of health well reflects the importance of other types of
data that are different from strict health records: these data render indeed a more “complete”
image of individuals’ “physical, mental and social well-being” and thus contribute to more
clearly picture their health status. A broad interpretation of health-related data has been
endorsed also by the Court of Justice of the European Union, which in the well know
Lindqvist case has ruled that the term “data concerning health” must be given a “wide
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interpretation so as to include information concerning all aspects, both physical and mental, of
the health of an individual”1035.
In these regards, however, the same Art. 29 Data Protection Working Party has affirmed that
data relating to the well-being of individuals does not constitute health data as such but it can
contribute in defining an individual’s health “as the data is registered in time, thus making it
possible to derive inferences from its variability over a given period”1036.
Hence, following the above-recalled reconstruction, well-being data are very likely to extract,
mostly in combination with other data, disease risk or predictions, and are thus likely to fall
under the category of data concerning health under art. 9, 1 para GDPR.
Along the same lines, the European Data Protection Supervisor has acknowledged that the
relevance as health data of lifestyle and well-being data originated from devices or apps is to
be assessed on a case by case basis, taking into particular account also “the circumstances
surrounding the gathering and processing of such information”1037.
The burden in assessing whether personal data, such as lifestyle and well-being data are
health-data according to the above-identified criteria is to be ultimately placed upon the
controllers who come to process the data and who are most of the times in possession of the
relevant elements to qualify the processed information as health data1038.
3.2 The Legal Bases For The Treatment of Health Data
The above-defined category of sensitive health data is object of a special regulatory
regime1039. Indeed, in line with the previous Data Protection Directive1040, also the General
Data Protection Regulation conditions the processing of such special category of personal
data to stricter data protection rules. In these regards, the Council of Europe has recently
welcomed the higher threshold of protection regarding data concerning health, in view of the
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need to regulate its use so as to “guarantee due regard for the rights and fundamental freedom
of every individual, in particular the right to protection of privacy and data protection”1041.
Along the same lines, also the European Court of Human Rights has underlined the
importance of protecting health data in the context of article 8 of the European Convention on
Human Rights, stressing that “the protection of personal data, in particular medical data, is of
fundamental importance to a person’s enjoyment of his or her right to respect for private and
family life as guaranteed by Art. 8 of the Convention”1042.
In this perspective, the prohibition to process special categories of sensitive data under art. 9,
1 para GDPR is one of the most apparent expressions of the fundamental rights orientation of
the General Data Protection Regulation1043.
This prohibition nonetheless has some exceptions allowing the processing of sensitive health
data on the basis of different legal grounds listed under art. 9, 2 para GDPR. These different
legal bases build up a mosaic of processing possibilities regarding health data, which need to
be carefully interpreted in respect to the general prohibition regarding the same processing of
special categories of personal data.
Under art. 9,2 para GDPR, the processing exceptions regarding sensitive personal data as
health data are of great interest in respect to health data sharing agreements. These
agreements, indeed, involve the treatment of health data and thus need to be rooted in a
precise legal basis1044.
These legal grounds can be respectively sub-grouped as follows: i) data subject’s consent
under art. 9, 2 para lett. a) GDPR and, strictly related to it, the need to protect a vital interest
of the data subject under art. 9, 2 para lett. c) GDPR as well as the manifest publicity of the
personal data under art. 9, 2 para lett. e) GDPR; ii) the processing is necessary for reasons of
substantial public interest under art. 9, 2 para lett. g) GDPR, for the purposes of preventive or
occupational medicine, medical diagnosis, the provision of health or social care or treatment
or the management of health or social care and systems and services under art. 9, 2 para lett.
h) and for reasons of public interest in the area of public health under art. 9, 2 para lett. i)
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GDPR; iii) the processing is necessary for scientific or historical research purposes or
statistical purposes under art. 9, 2 para lett. j) GDPR.
The first category of legal bases for the processing of health data is based on the data
subjects’ subjective perspective, concretised through his/her determinations in the form of
consent or in respect to his/her fundamental interests. Conversely, the other two identified
categories take a rather objective perspective and rely on objective features of data
controllers’ processing activities, related to their public interest or research-oriented
nature1045.
As a general premise it needs to recalled that the mentioned legal bases established under art.
9, 2 para GDPR for the processing of sensitive data need to be linked to the legal grounds
generally established under art 6 GDPR setting the conditions for the lawfulness of the
processing. In these regards, there are two possible interpretative options.
According to a first position, the legal grounds under art. 9, 2 para GDPR are complementary
to the general requirements for a lawful data processing under art. 6 GDPR 1046. This means
that the existence of a general lawful basis under art. 6 GDPR is a precondition for the
processing of sensitive personal data under the special conditions laid down under art. 9, 2
para GDPR1047.
Conversely, another solution regards the legal bases for the processing of special categories of
data as a lex specialis in respect to the lex generalis under art. 6 GDPR1048. This latter solution
appears to be more adherent to the special data protection regime provided under some of the
legal bases under art. 9(2) GDPR, as will be described below.
The choice of which of the listed legal bases is to be applied in specific cases is not only of
theoretical but also of great practical relevance: as will be shown below, indeed, it influences
the scope of data subjects’ applicable rights. A correct interpretation of the scope of these
legal bases is thus of crucial importance in order to determine the severity of the data
protection regime to be applied, and thus the reaction capabilities of involved data subjects.
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3.2.1 Data Subject’s Consent and Related Legal Bases for Processing
The first exception to the prohibition regarding the processing of health data processing
relates to the data subject’s consent under art. 9, 2 para lett. a) GDPR. According to the
mentioned provisions, the consent1049 given needs to be explicit and must be given for one or
more specified purposes in accordance to the principle of purpose limitation1050. As newly
required by the Regulation, consent must be “freely given” in a contractual relationship where
there is no “significant imbalance” between the data subject and the controller1051 and the
performance of which is not conditional on the processing of personal data that is not
necessary for the performance of a contract1052.
Through the reference to explicit consent needed for the processing of data concerning health,
the Regulation reaffirms the role of data subject’s consent as a fundamental condition for the
processing of sensitive data, as variously established in international declarations and
guidelines regarding medical research1053. Explicit consent is considered as the default regime
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for the processing of health data in the context of scientific research1054 and is additionally
required for the processing of personal data in the context of automated individual decision
making, such as profiling1055.
The Art. 29 Data Protection Working Party has specified that explicit consent must be given
through an “express statement”, such as a written statement signed by the data subject “in
order to remove all possible doubt and potential lack of evidence in the future” 1056.
As widely stressed by the literature, in the traditional data protection law architecture, consent
is the fundamental means of control over the course of data processing activities1057 and with
that a fundamental means of data subject’s self-determination and self-empowerment1058. To
these purposes, consent is to be associated to the reaction means newly provided by the
General Data Protection strengthening data subjects’ control over personal data1059.
Ultimately, the centrality of consent in respect to data protection is strictly related to the
individual values of autonomy and dignity1060, functioning as constituting elements of the
individual fundamental right to data protection.
Under these premises, just as the prohibition of processing under art. 9, 1 para GDPR, explicit
consent as a legal basis for the processing of sensitive categories of personal data such as
health data, is to be directly contextualised in the individual fundamental rights’ dimension of
the General Data Protection Regulation above-identified as the first pillar of European data
protection law as renewed.
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In this perspective, the legal basis of the explicit consent is to be aligned to a further legal
basis for the processing of sensitive health data expressed under art. 9, 2 para lett. c) and
related to the “protection of a vital interest of the data subject”. Also in this case, indeed, the
processing of sensitive data is residually1061 allowed for the protection of a vital interest of the
data subject, to be intended as an interest that is “essential for someone’s life”1062, such as the
right to health in the context of medical care, especially in emergency cases1063.
Both the legal bases regarding consent and the protection of a vital interest of the data subject,
thus, relate to the protection of an essential interest of the data subject, in the first case the
subject’s interest in self-determination and in the second case the subject’s vital interest1064.
Both the legal bases regarding consent and the protection of a vital interest of the data subject
appear to restrict processing activities over sensitive personal data. These ones are indeed
limited either to the determinations of the data subjects as a result of the exercise of its
fundamental right to autonomy and self-determination through consent or to what is strictly
necessary to the protection of the above-mentioned “vital interest” of the data subject. Hence,
the two analysed legal bases are a direct expression of the principle of data minimisation
newly introduced by the General Data Protection Regulation under art. 5, 1 para lett. c)
GDPR1065.
The principle of data minimisation, in particular in respect to consent, is however being
currently challenged in the digital environment. Indeed, the effectiveness of consent as a
primary means of control of data subjects’ personal information appears to be threatened by
mainly two factors, the first one given by the impossibility to quantify the actual amount of
the data being processed on the basis of the single consent given and the second one given by
the technological difficulty of detecting data processors and their processing activities1066. In
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this context, users’ self-determination through consent is sensitively weakened in view of the
broad information asymmetries characterising the relationship between big data processors
and individual data subjects1067. As has been largely observed, the control paradigm appears
to be overturned in favour of data controllers and processors1068, whose massive processing
activities render it difficult for data subjects to discern to whom their consent is actually given
to and for what processing activities the consent has been given and at what risks1069.
Against this backdrop, the suitability of the legal basis of consent has been much debated
especially in regards to health research, as increasingly relying on the sharing, aggregation
and, in particular, on the repurposing of data processing activities1070 having transformative
potential1071. Data-intensive health research has thus sensitively expanded the borders of
research projects, which have become ever more interconnected and open-ended1072, and thus
resulting structurally unsuitable in respect to the consent paradigm, conversely designed for
specific and “closed” research projects1073.
As a result, some strand of the literature has been starting to think of alternative forms of
informed consent, considering more open and dynamic forms of consent as more appropriate
for the governance of the uncertainty and unpredictability of data-driven health research1074.
This opportunity has been concretely acknowledged within the General Data Protection
Regulation, which under recital 33 GDPR appears to consider the difficulty for data
contextual. The IAB believes that such affirmative action may introduce a ‘tick box’ consent culture to the
internet making it futile for consumers to even participate. An increasing focus on explicit consent could also
jeopardise innovation”.
1067
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SCIENCES, The FAIR Data Principles Explained, online available at https://www.dtls.nl/fair-data/fair-principlesexplained/.
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processors of retrieving a specific and explicit consent exactly in the context of scientific
research1075. The recital indeed paves the way to broad forms of consent in those cases where
it is not possible to define the specific purposes of the processing for scientific research
purposes1076. In these cases, the recital allows the data subject to give a broad form of consent
widely related to certain areas of scientific research, under the only condition that these areas
of research respect the “recognised ethical standards for scientific research”1077. According to
the literature, the reference to ethical standards imply approval by ethics committees1078 and
the determinations set by codes of conduct1079.
The legitimacy of such broad forms of consent has been recently reaffirmed by Art. 29 Data
Protection Working Party1080 which has clarified that research purposes need to be “welldescribed”, however admitting the possibility that they are not “fully specified”1081. In the
case of a lack of specified purpose, however, the Working Party advises data controllers to
implement additional safeguards as the provision of a comprehensive research plan before the
commencement of the project, as well as the implementation of adequate transparency
measures enabling data subjects also to retrieve consent. Despite the requirement to conform
data processing activities to the mentioned safeguards, the interpretation given by the
Working Party supports the option of broad consent for research purposes, with the resulting
weakening of informational self-determination objectives underlying consent1082.
In these regards, it needs however to be observed that the option of broad consent is placed
within a recital, which has no binding force: the breadth of consent is thus still restrained by
the binding requirement of the purpose limitation expressed under art. 9, 2 para lett. a)
GDPR1083. It is thus the purpose limitation requirement that can be stretched, and thus be
defined more generally in accordance with the needs of research purposes in accordance to
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the interpretative guidelines provided by both recital 33 GDPR and the Art. 29 Data
Protection Working Party1084.
The so-defined broad consent thus appears to open some spaces for the maximisation of
health data processing activities carried out for research purposes. In the practice, however,
this risks to lead to great uncertainties1085
In this perspective, this broad version of consent considered legitimate under the mentioned
interpretative guidelines, is to be aligned with the legal basis for processing expressed under
art. 9, 2 para lett. e) GDPR, regarding the processing of sensitive data that are “manifestly
made public by the data subject”. This legal basis appears to be particularly problematic, since
it could be applied to all the data that are “made public” online, in social networks or in
specific online communities, without the need of a consent, be it of specific or of broad
nature.
In these regards, it must be also recalled that the consent rule, derogating under art. 9,2 para
lett. a) GDPR the prohibition to process health data, is itself derogated by art. 6, 4 para
GDPR, which states that processing for a purpose other than that for which the personal data
have been collected is lawful when it is compatible with the initial purpose. This provision
needs to be in turn linked to art. 5, 1 para lett. b) GDPR ruling that “further processing for
archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes shall, in accordance with Article 89(1), not considered to be incompatible
with the initial purposes”1086. The combined reading of art. 6, 4 para and art. 5, 1 para lett. b)
GDPR thus suggests that if personal data, also of sensitive nature, are processed for secondary
research purpose, the processing is lawful for it is per se or by default compatible with the
initial purpose, even if the processing is not based on the data subject’s consent. This default
compatibility rule with regards processing activities carried out for research purposes
constitutes an important derogation from the principle of purpose limitation.
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3.2.2 Public Interest-related Legal Bases for Processing
Shifting from a subjective to an objective and controller-based legal basis for the processing
of health data, art. 9, 2 para lett. g.) GDPR allows processing activities regarding sensitive
health data when these are necessary “for reasons of substantial public interest”1087, which is
additionally concretised by the following provisions under art. 9, 2 para lett. i) GDPR in the
context of public health, referring to the purposes of “protecting against serious cross-border
threats to health or ensuring high standards of quality and safety of health care and of
medicinal products or medical devices”, and under art. 9, 1 para lett. h) GDPR, referring to
the purposes of “preventive or occupational medicine, for the assessment of the working
capacity of the employee, medical diagnosis, the provision of health or social care or
treatment or the management of health or social care systems and services”. These reasons of
public interest, legitimately enable controller to override data subjects’ individual rights1088,
such as the right to consent1089. As the Art. 29 Data Protection Working Party had outlined
under the Directive, the public interest clause is an expression of the flexibilities within data
protection law, enabling to strike the appropriate balance between the protection of data
subjects’ rights and other collective interests1090.
It is important to stress that art. 9, 2 para lett. g) GDPR requires the “reasons of substantial
public interest” to be grounded in “Union or Member State law”1091. As stressed in the
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literature, however the public interest clause is employed, at both normative and policy level,
in many different ways and is mostly defined on a case-by-case basis1092. In these regards, it
has been observed that the employment of such a general clause as a legal basis for the
processing of sensitive personal data will have the effect of leading to greater heterogeneity
across the EU despite the choice of a regulation1093.
In absence of a determination by national legislators, the guidelines of data protection
authorities are to be taken into consideration1094.
As the Directive had already done, also the Regulation provides some examples of public
interest under recital 45 GDPR, relating to public health, social protection and the
management of health services. With particular regard to the field of health, the Art. 29 Data
Protection Working Party has linked the public interest to the protection of the right to health
as enshrined in some Member States’ constitutions1095. With regards to the protection of the
right to health, individual and collective interests are aligned. This means that the individual
and collective dimensions are strictly intertwined.
As the Working Party underlines, the treatment of sensitive health data can be necessary to
guarantee adequate medical assistance to patients and thus be functional to the satisfaction of
the general interest1096.
Within the system of the General Data Protection Regulation, the legal basis under art. 9, 2
para lett. g) GDPR regarding sensitive data is to be aligned to the one generally envisaged
under art. 6, 1 para lett. e) GDPR, regarding processing activities that are “necessary for the
performance of a task carried out in the public interest”1097. The parallel with this provision is
interesting for interpretative reasons: the definition of the task carried out in the public interest
has indeed been enquired by the English Data Protection Authority that has interestingly
stressed how any organisation either private or public can rely on this basis1098. In the cited
provisions, indeed, the Regulation adopts an objective criterion based on the nature of the
available at https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-58586%22]}, para 55; ID., Hasan and
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purpose of the processing and not on the nature of the controller1099. In these regards, for
example, the European Data Protection Board, has clarified that processing of personal data
for the purposes of clinical trials’ procedures is to be considered as necessary for the
performance of a task carried out in the public interest, when “the conduct of clinical trials
directly falls within the mandate, missions and tasks vested in a public or private body by
national law”1100.
Under these premises, the ground of processing in the public interest provides greater room
for flexibilities than the other ground for processing sensitive data under art. 9(2)(d) GDPR,
which allows the processing of sensitive data carried out in the course of a “legitimate
interest” by “a foundation, association, or any other not-for-profit bodies (…) and on
condition that the processing relates solely to the members or to former members of the body
or to persons who have regular contact with it in connection with its purposes and that the
personal data are not disclosed outside that body without the consent of the data subjects”1101.
Similarly to what occurs under to the legal basis relating to the processing for the public
interest, the legal basis regarding the legitimate interest allows controllers to bypass the strict
requirements of consent1102. As the cited provision suggests, however, this ground for
processing is limited only to specific controllers carrying out non-commercial activities.
Conversely, this limit is not set in respect to the grounds of public interest.
Under the Directive, Art. 29 Data Protection Working Party1103 stressed the need to narrowly
interpret the notion of public interest1104.
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This approach appears to have been conversely recently overturned by the European Data
Protection Supervisor, which has underlined that the concept of public interest within the
Regulation, due to the lack of further normative clarifications, is to be envisaged broadly, also
from an economic perspective, extending also to health and social security1105. This
interpretation is thus particularly interesting for it amplifies the scope of public interestrelated data processing activities not only to activities that are directly functional to the
protection of fundamental rights such as the right to health, considered in its collective
dimension, with regards to the mentioned protection “against serious cross-border threats to
health” or the safeguard “of high standards of quality and safety of health care”, but also
activities that have the effect of promoting the overall economic public interest, as in the
words of the European Commission, the maximisation of European internal market’s
efficiency, which in turn, indirectly assures a higher standard of protection of health through
the achieved innovation. In this perspective, the notion of public interest in the General Data
Protection Regulation appears, amongst others, to be strictly connected to the principle of the
free flow of information and thus to market functioning objectives, opening up also in this
case, as already observed with regards to the basis of broad consent, to data maximisation
outcomes.
These outcomes nonetheless are limited by the same art. 9, 2 para lett. g) GDPR, affirming
that processing activities carried out in the public interest need to respect “the essence of the
right to data protection” and be accompanied by “specific measures to safeguard the
fundamental rights and interests of the data subject”. These measures will be object of
analysis of the next chapter. Be it sufficient for now to say that these measures work as
outright conditionalities for the processing of personal data under the public interest, to be,
again, defined by the Member State legislation in place in each jurisdiction.
As specified by the Regulation, first safeguards in these regards, can be found in the general
principles of proportionality and necessity1106. The importance of anchoring personal data
processing activities carried out for public interest purposes to the parameters of
proportionality and necessity has been underlined also by a recent ruling by the European
Court of Justice1107, where it has been affirmed that “the protection of the fundamental right to
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personal data under art. 7 lett. e) of the previous Data Protection Directive.
199

respect for private life at the European Union level requires that derogations from the
protection of personal data and its limitations be carried out within the limits of what is
strictly necessary”1108. This means that if another legal basis more respectful of the data
subjects’ rights and interests, such as consent, can be relied upon by the controller for the
achievement of the same purpose, that this must be chosen1109. In any case, the processing of
personal data concerning health cannot result in personal data being processed for other
purposes by third parties1110.
In the absence of any further clarification given by the Regulation, the definition of the notion
of public interest is additionally left to the interpretation given by Data Protection Authorities
and the jurisprudence1111.
3.2.3 Research and Statistical Purposes
Ultimately, the processing of health-related data is allowed under art. 9, 2 para lett. j) GDPR
when it is “necessary for reasons of public interest, scientific or historical research purposes
or statistical purposes”.
The promises of health data processing for scientific research projects is acknowledged under
recital 157 GDPR, where it is stated that “by coupling information from registries researchers
can obtain new knowledge of great value with regard to widespread medical conditions such
as cardiovascular disease, cancer and depression. (…) In order to facilitate scientific research
personal data can be processed for scientific research purposes, subject to appropriate
conditions and safeguards set out in Union or Member State law”.
Processing for research purposes seems indeed to have a privileged position within the
General Data Protection Regulation, which provides various definitions of data-driven
research. The Recitals do in fact treat different types of research separately, distinguishing
between “scientific research”, “historical research”, “statistical research”.
3.2.3.1 The Notion of Research
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With regards to scientific research, recital 159 GDPR defines it as “the technological
development and demonstration, fundamental research, applied research, and privately funded
research”1112, as well as public health research. The recital expressly refers to Article 179(1)
of the Treaty on the Functioning of the European Union, which encourages “the objective of
strengthening its scientific and technological bases by achieving a European research area in
which researchers, scientific knowledge and technology circulate freely”.
Interestingly, Recital 54 GDPR defines public health according to Regulation (EC) No.
1338/2008 as “all elements related to health, namely health status, including morbidity and
disability, the determinants having an effect on that health status, health care needs, resources
allocated to health care, the provision of, and universal access to, health care as well as health
care expenditure and financing, and the causes of mortality.” Given this broad definition, the
activities of social media and other online platforms may well qualify as public health
research.
Along these lines, as clarified by recital 160 GDPR, historical research comprises
genealogical research. However, recital 160 GDPR expressly excludes from its scope
processing activities on deceased persons.
Ultimately, “statistical research” is defined under recital 162 GDPR, as “any operation of
collection and the processing of personal data necessary for statistical surveys or for the
production of statistical results”. As the same recital affirms, statistical research “implies that
the result of processing for statistical purposes is not personal data, but aggregate data.” While
statistical research may be used in support of scientific research, it cannot be “used in support
of measures or decisions regarding any particular natural person”. The Recital specifies that
the EU or the Member States should legislate around the scope of the statistical research
exemptions, including defining the appropriate safeguards for assuring “statistical
confidentiality”. A strand of the literature commenting the research exemption under art. 9, 2
para lett. j) GDPR, has observed that the notion of processing for statistical purposes could
encompass also processing activities carried out through big data analytics as they rely
exactly on statistical methods1113.
As can be derived from the mentioned recitals, the General Data Protection Regulation,
adopts a broad definition of research1114, likely to encompass the activities of both public and
private entities1115.
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These considerations lead to the question of the nature of the link between the legal grounds
of processing for research purposes and for public interest. Indeed, although it is true that art.
9(2) lett. j) GDPR refers both to processing activities carried out in the public interest and for
research purposes, the public interest and the research purpose ground two different legal
bases for processing under of arts. 9(2) lett. i) and j) GDPR.
By considering the research purpose autonomously, thus, the Regulation appears to overcome
the approach adopted by the previous Directive, which mentioned the scientific research as an
example of “reasons of substantial public interest” under recital 341116.
Moreover, the broad interpretation of the notion of “research” required by the same recital
159 GDPR suggests that this ground for processing can also encompass processing activities
also by private entities that are not public interest-, but, conversely, profit-oriented1117.
Hence, the definition of scientific research under the General Data Protection Regulation is
likely to encompass also commercial and thus market-oriented research1118. As the German
Data Ethics Committee1119 has highlighted in this respect, substantial uncertainties
nonetheless persist in respect to whether research encompasses also product development and
enhancement.
It thus seems that, differently from what was the case under the Directive, under the
Regulation scientific research is not a specification of the public interest. This is further
confirmed by some of the Regulation’s recitals that appear to consider the research purpose
not only as an autonomous legal basis for processing but also as a possible example of a
controllers’ legitimate interest under art. 6, 1 para lett. f) GDPR1120. This is indeed the
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interpretation also given by the Art. 29 Data Protection Working Party, which has included
scientific research as a legitimate interest1121.
In view of the risk of reliance on the legal grounds of scientific research also for
commercially-oriented activities, the Biobanking and BioMolecular Resources Research
Infrastructure- European Research Infrastructure Consortium (BBMRI-ERIC) has stressed the
need to restrict the broad interpretation given to the General Data Protection Regulation of
scientific research so as to consider only public interest-oriented research activities1122.
However, in light of the above-described networked environment, in which private
organizations increasingly collaborate with public entities, the scope of the research
exemption thus remains largely unclear: in the intertwined algorithmic digital health data
processing activities, health data could indeed end up being freely processed by large
commercial corporations under the façade of public interest-leaning health research activities,
directly benefiting from a major leeway in favor of data controllers over data subjects1123.
Against this backdrop, it appears that the General Data Protection Regulation leaves much
more room for interpretation regarding the link between the processing for research- be it
scientific or statistical- purposes and secondary commercially-oriented purposes. In these
regards, more specific and decisive interpretative guidelines from the European Court of
Justice or the European Data Protection Board are certainly required and awaited1124.
For these purposes, a look at the solutions provided by other legal systems can be fruitful. In
the USA, for example, where there are notoriously weaker data protection regimes, due to the
fragmentation and sectorial nature of data protection laws, such as the Health Insurance
Portability and Accountability Act regarding health information1125, the recently passed
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California Consumer Privacy Act1126, coming into force in 2020, similarly establishes a
research exemption for the processing of personal data1127, limiting the same research
exemption to deidentified information employed for processing activities “that are compatible
with the context in which the personal information was collected” with the explicit limit of
commercial purposes, broadly defined as “the use of personal information for the business’s
or a service provider’s operational purposes, or other notified purposes”1128 in order “to
advance a person’s commercial or economic interests, such as by inducing another person to
buy, rent, lease, join, subscribe to, provide, or exchange products, goods, property,
information, or services, or enabling or effecting, directly or indirectly, a commercial
transaction”1129.
Similarly, in the European Union, the 2019 Copyright Directive draws a distinction between
not-for profit and public interest-oriented research entities and organisations operating for
commercial purposes. Recital 12 of the Copyright Directive indeed excludes from the notion
of “research organisations” and thus from the research regime “organisations upon which
commercial undertakings have a decisive influence allowing such undertakings to exercise
control because of structural situations, such as through their quality of shareholder or
member, which could result in preferential access to the results of the research”.
In light of these statements, the California data protection law as well as the European
Copyright Directive appear to take a different approach in respect to the General Data
Protection Regulation, by expressly defining the commercial purpose and with that more
clearly defining a contrario the scope of the established research exemptions.
The broad notion of research provided by the GDPR reveals its problematic nature especially
in respect to health data transfers occurring among different organizations. This has become
apparent in a recent Italian ruling by the Tribunal of Cagliari1130, which has overturned the
decision by the Italian Data Protection Authority regarding the transfer of genetic data from
an Italian genomic biobank named Shardna, storing genetic and health data of Sardinian data
subject, to the UK-based for-profit corporation Tiziana Life Science plc1131.

1126

California
Consumer
Privacy
Act
(CCPA),
2018,
online
available
at
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1121. See for the literature, L.
DETERMANN, New California Law against Data Sharing, in The Computer & Internet Lawyer, 2018, 35,10, 110.
1127
W.N. PRICE-M.E. KAMINSKI- T. MINSSEN-K. SPECTOR-BAGDADY, Shadow Health Records Meet New
Privacy Laws- How Will Research Respond to a Changing Regulatory Space?, cit., 450.
1128
This is the definition of “business purpose” under section 1798. 140 lett.d) CCPA.
1129
So section 1798.140 lett.f) CCPA.
1130
Tribunal of Cagliari, Sentenza n. 1569, 6 June 2017.
1131
Commenting the case, see L. MARELLI-G. TESTA, Scrutinizing the EU General Data Protection RegulationHow Will New Decentralized Governance Impact Research?, cit., 498.
204

The Italian Data Protection Authority1132 had indeed blocked the transfer with an interim
injunction, ordering the company Tiziana to inform the data subjects of the change of data
controller and of the new research purposes for which the transferred genetic data would have
been processed for. In addition to this, it required the company to recollect consent from all
the data subject whose data was transferred1133.
The Tribunal of Cagliari, conversely, ruled for the lawfulness of the processing of the genetic
and health data acquired by the English company in view of the same research processing
purpose shared with the genomic biobank1134. Although both the administrative and the
judicial decisions have been given under the Italian data protection law framework preceding
the European reform, both of the decisions appear to anticipate some rules that have been
further developed by the General Data Protection Regulation, such as the obligation to
provide to the data subject information when the data are not directly obtained from the data
subject- as in the case of mergers- codified under art. 14 GDPR and the legal basis for
processing related to research purposes under art. 9, 2 para lett. j) GDPR.
The mentioned case raises interesting questions regarding whether the processing activities
for research purposes carried out by the third party recipient of a certain dataset are to be
considered secondary processing activities for which a new specific consent is required. In
accordance to the default compatibility rule set out under the above-recalled artt. 6,4 and 5, 1
para lett b) GDPR, if the purposes of the processing are related to research activities the
default compatibility should exempt from requiring a new consent. However, also in this case,
the solution will largely depend on the definition of the scope of such research purpose, this
meaning whether the mentioned compatibility rule applies also to a different third party
organization, carrying out private and for-profit oriented research activities-as the one carried
out by a company as Tiziana- in the form of different research projects that are not strictly
related to the research projects for which the health data were originally collected1135.
According to the interpretative suggestions under recital 159 GDPR the answer to this
question should be positive, this rendering the decision of the Tribunal of Cagliari more
adherent to the newly established- controller-friendly- data protection framework1136.
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The further developments of the case involving the Sardinian genetic and health database
trigger additional considerations regarding the relationship of the research exemption in
respect to other rules of the data protection framework such as the one of consent.
Indeed, with a subsequent decision, the Italian data protection authority has again ordered the
English company to block the processing of health data referring to the data subjects that had
withdrawn their consent directly as a consequence of the data transfer to the for-profit
company1137.
Under art. 7, 2 para of the General Data Protection Regulation, withdrawal of consent is
always possible. However, since the one regarding processing for research purposes is a legal
basis alternative to the one of consent under the list provided under art. 9, 2 para GDPR for
the processing of special categories of personal data, questions again arise with regards to
whether the withdrawal of consent by data subjects renders the research ground ineligible.
Possible solutions in this respect are given by the realignment of research processing activities
to public interest-oriented purposes, through a more fundamental-rights compliant
interpretation, which respects first of all data subjects’ right to self-determination; and by the
re-application of the ordinary and “full” data protection law regime, in case sensitive data are
further used for further commercial purposes, i.e. the “practical” economic employment of the
statistical models designed and constructed in the context of research projects1138.
Such interpretation is directly suggested by recital recital 162 GDPR, which prohibits the use
of personal data in the context of research activities “in support of measures or decisions
regarding any particular natural person”1139.
As the recital suggests, thus, processing of personal data carried out for research purposes
cannot result in profiling activities and other decisions regarding single natural persons. This
statement, is extremely important and poses some interesting normative grounds for
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interpreting the special data protection regime regarding data-driven research in a way that
prevents research processing activities over health data from triggering further, “secondary”
commercial actions.

3.2.3.2 The Special Data Protection Regime for Research-oriented Processing Activities
With regards to the legal framework concerning research-oriented processing activities, the
broad definition of research given by the mentioned recitals, is nonetheless counterbalanced
by the requirement under art. 9, 2 para lett. j) GDPR, to base the processing activities on
Union or Member State law. It will be thus Union or Member State law’s competence to
define more clearly which exact activities can fall under the scope of research as a legitimate
basis for the processing. With regards to European Union law, an example of such specific
regulation is given by the Clinical Trial Regulation1140, which the European Data Protection
Board has lately clarified as a “sectoral law containing specific provisions relevant from a
data protection viewpoint but no derogations to the GDPR”, thus clarifying that the two
frameworks both apply simultaneously1141.
In addition to this, as in the case of the processing of sensitive data on public interest grounds,
the provision under art. 9, 2 para lett. j) GDPR requires the processing activities to be
proportionate to the aim pursued consistently with the proportionality and data minimization
principles under art. 5, 1 para lett. b) and c) GDPR, to respect the essence of the data
protection right and be subject to specific safeguards for the protection of the data subjects’
fundamental rights and interests1142.
These safeguards are ever more important because in case of processing for research purposes
important data protection law principles, as the principle of storage limitation under art. 5, 1
lett. e) GDPR and the principle of purpose limitation under the above-recalled default
compatibility rule under art. 6, 4 para and art. 5, 1 para lett. b) GDPR, are derogated.
Also data subjects’ rights as the right to be forgotten under art. 17, 3 para GDPR can be
derogated in case the enactment of the right impairs the achievement of the research
objectives; in addition to this, also data subjects’ right to be informed when the processed data
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is collected from third party sources and not from the data subjects, can be derogated under
art. 14, 5 para lett. b) GDPR in case the “provision of such information proves impossible or
would involve a disproportionate effort”1143. This last derogation is quite far-reaching since it
is allows controllers processing for research purposes to diminish the information they have to
disclose to the data subjects in the so-called privacy notice, which according to art. 14, 1 para
GDPR should include information regarding the contact details of the Data Protection Officer,
the purposes and the legal basis for processing, and- most interestingly- information about
whom the data is shared with1144. This information should be provided in general
organizational documents as well as in project-specific documents or participant information
sheets, such as consent forms1145. Data subjects must receive this information prior to the
processing or in reasonable time, depending on the circumstances of the case, when the
processed data is acquired from another source, such as from a third-party organization1146. In
case the origin of the processed data is not identifiable since various sources have been used,
general information should be provided1147.
Conversely, when the data processed for research purposes are directly collected from the
data subject, the controller’s information duties under art. 13 GDPR remain effective, unless,
as specified by recital 62 GDPR, also in this case, “the provision of information to the data
subject proves to be impossible or would involve a disproportionate effort”.
The derogations to such right to information in case of processing for research purposes, well
reflects the controller-oriented nature of the considered legal basis for processing, which is to
be placed at the exact opposite in respect to the legal basis of the consent and its control and
data minimization rationales. Allowing for these derogations, the special regime for research
purposes appears to disavow data subjects’ control prerogatives over their sensitive data,
which under the ordinary data protection regime are satisfied through the strengthening of the
transparency obligations of data controllers enacted by the Regulation. The mention
derogations indeed allow the data controller to fully take control over the data processed for
research purposes, with that entirely transferring the control barycenter onto the processing
1143
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entities, without the data subjects knowing the features and conditions under which their
sensitive personal data are processed1148. The derogation to the principle of storage limitationthis meaning that health data may be stored for longer periods if necessary for research
purposes- additionally allows for an uncontrolled data maximization of the processing of
sensitive data for research purposes1149.
Furthermore, additional derogations from the ordinary data protection regime set out by the
Regulation can be further provided by Member State law: art. 89, 2 para GDPR specifically
enables Union or Member State law to provide derogations from data subjects’ right to access
under art. 15 GDPR; right to rectification under art. 16 GDPR; right to restriction of
processing under art. 18 GDPR and ultimately the right to object under art. 21 GDPR1150.
These derogations can be provided when data subjects’ rights “are likely to render impossible
or seriously impair the achievement” and these derogations are necessary for the fulfilment of
the purpose1151. Also in this case, however, national legislation needs to assure that
appropriate conditions and safeguards for the processing are enacted and respected.
Also under the special regime regarding the processing of sensitive data for research
purposes, nonetheless, some relevant data subjects’ rights remain effective, as, in particular
users’ right to data portability under art. 20 GDPR, which is extremely important with regards
to health data since it enables patients to transfer their data from a platform to another; and the
right not to be subject to automated decisions under art. 22 GDPR1152.
As has been observed in the literature, the restraints to processing activities regarding
sensitive data will largely depend on how burdensome the conditions and safeguards defined
at national level will be1153. With specific regards to health-related data, art. 9, 4 para GDPR
1148
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additionally allows Member States to establish “further conditions, including limitations, with
regard to the processing of genetic data, biometric data or data concerning health”.
Ultimately, thus, the scope of the research exemption under art. 9, 2 para; 5, 1 lett. b and e); 6,
4 para and 89 GDPR will largely depend on these national determinations and thus,
ultimately, on Member States’ discretion in establishing adequate safeguards1154.
However, it needs to be observed that in absence of these national determinations the research
exemption is directly applicable as defined by the Regulation, with the direct applicability of
the derogations to the above-mentioned principles and rights that the Regulation itself
provides1155. As has been observed, this resulting “relaxation of the law” encourages big data
controllers to create new statistical models for the massive processing of sensitive data and
resulting categorization of data subjects, with them having no reaction means with regards to
the results of such statistical processing1156.
Against this backdrop, however, a first limitation to the further processing of health data, and
thus to the sharing of health data for research purposes has been recently suggested by the
European Data Protection Supervisor in its preliminary Opinion on data protection and
scientific research1157. The Supervisor has indeed observed that the special regime regarding
the processing of sensitive data for research purpose cannot disown the “essence of the
(fundamental) right to data protection”. This means first of all that the derogations provided
by the special regime cannot be abused by data controllers acting for research purposes. The
Supervisor suggests therefore a highly restrictive interpretation of the research exemption1158.
Following such an interpretative approach, a possible restriction to the creeping application of
the above traced special data protection regime also to further processing of health data, can
be found in the distinction between public interest and commercial-oriented research. In the
previous paragraph it has been indeed shown that the GDPR’s notion of research
encompasses both public and privately-funded research, differently from other normative
definitions of research as the ones enshrined in the California Consumer Protection Act or the
Copyright Directive. In these regulations, the distinction between these two types of research
cause the application of the ordinary regulatory regime to commercially-oriented (research)
activities, and of the special regulatory regime to public interest-oriented research activities.
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Conversely, in the General Data Protection Regulation both the commercially and the public
interest-oriented activities trigger the application of the special data protection regime.
In this respect, the German Data Ethics Commission has underlined the need to exploit to the
maximum the research privileges existing under European data protection law, as well as the
need to consider research as a “particularly valuable good” when compared with other
competing interests1159. For these purposes it encourages the adoption of a broad notion of
research irrespective of its privately or publicly funded nature1160.
However, it could be worth reviving such distinction for the purposes of scaling the
flexibilities or “privileges”- as the recalled Data Ethics Commission defines them- of the
special data protection regime. As has been shown above, these flexibilities are directly given
by the national definitions, which are relevant, as well as the modulation of the derogations
and the safeguards, which are enacted in respect to each health data-driven research project.
Under these premises, a restrictive interpretative approach as the one required by the
European Data Protection Supervisor suggests the opportunity to regulate these flexibilities
differently in respect to public interest-oriented research and privately-governed one.
Both the derogations and the safeguards required under the exemption should indeed be
respectively restricted to the minimum and stretched to the highest when it comes to
commercially-oriented research data processing. Conversely, public health-oriented research
activities could enjoy a more enabling regulatory regime, designed around deeper
derogations, if needed, and less burdensome safeguards. As suggested under the already
recalled recital 12 of the Copyright Directive, such public-oriented aim of research activities
could be “reflected through public funding or through provisions in national laws or public
contracts”.
This distinction could however prove to be difficult in respect to private-public partnerships
established for grounds of public health protection, as is occurring in the fight against the
Coronavirus pandemic. In this respect, the collaboration between private and public actors, as
in the “Innovative Medicines Initiative”, based on a public-private partnership between the
European Commission and the pharmaceutical industry1161, should trigger the enactment of
higher data protection safeguards and lower derogations from the ordinary regime, because of
the presence of commercially-oriented stakeholders. Nonetheless, purposes of public health
protection, and the need of immediate research actions, could conversely require a relaxation
of data protection checkpoints. Against this backdrop, in respect to mixed private-public
1159
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health datasets employed for research purposes, the special regime should be calibrated based
on the influence that commercial undertakings have in the established research partnership or
organisation. In case these have a “decisive influence” over the established research
partnership or organisation, this meaning that they are able to exercise a dominant control
over initiated research patterns because of their direct control over research infrastructures
and thus because of a “preferential access to the results of the research”1162, safeguards should
be as strict as in the case of a fully privately-conducted research. Conversely, in case the
control of the research endeavours over mixed private-public datasets primarily resides onto
the public entity, the mentioned data protection flexibilities could be exploited to the
maximum.
4. Conclusions: The GDPR’s Research Exemption as an Efficiency Defense for Health
Data Pools
The above-traced framework leads to deeper considerations regarding the nature of the
research exemptions within the system of the General Data Protection Regulation. The
detachment from the consent/control rule and the direct or possible (based on national
legislation) derogation from some of data protection law’s principles as the purpose limitation
and the storage limitation principle, as well as from important data subjects’ rights, suggests
that the considered research exemption substantiates a regulatory paradigm that is not directly
aligned to the objective of the protection of data subjects’ fundamental rights.
With regards to sensitive health data, this objective is clearly satisfied by the prohibition of
processing special categories of data under art. 9, 1 para GDPR. As has been illustrated,
however, this prohibition results to be largely weakened by some exceptions that overall come
to liberalize the processing of sensitive personal data, as health data, on grounds of a (broad)
consent, a public interest-oriented purpose and a scientific research purpose. Especially the
last two legal grounds for processing sensitive personal data are characterized by a high
degree of intrinsic and extrinsic vagueness1163: the intrinsic vagueness stems from the
difficulties of clearly defining the notion of both public interest and scientific and statistical
research; conversely, the extrinsic vagueness is given by the Regulation’s deferral of these
exemptions to Member States’ legislation1164.
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In this context, the research exemption appears to ultimately embed a substantially different
rationale in respect to the other legal basis for processing. Indeed, the ground for processing
related to the explicit consent, although opening up the way for a broad consent in case of
research activities, is strictly rooted in data subjects’ control and self-determination interests,
which are in turn related to the individual fundamental rights of autonomy and dignity. This
legal basis thus allows data subjects to autonomously and freely decide over their most
sensitive information.
Conversely, under the public interest-related ground of exception, the processing and use of
sensitive personal data is allowed for the achievement of higher societal and collective
interests, which could, under a more relaxed interpretation suggested by the Art. 29 Data
Protection Working Party, comprise also economic interests. The processing of sensitive data
is in this case justified by higher interests, transcending individual data subjects’ autonomy
and self-determination expectations1165.
With the introduction of a specific scientific and statistical research exemption, the notion of
scientific and statistical research appears to have gained an autonomous status in respect to
the processing ground related to the public interest1166.
This is well acknowledged under recital 157 GDPR, which highlights the very functional
nature of research, which works as an essential precondition for the “formulation and
implementation of knowledge-based policy, improve the quality of life for a number of people
and improve the efficiency of social services”1167. At a deeper understanding, this recital
perfectly echoes the statements made by the European Commission with regards to the digital
single market strategy1168. In this perspective, indeed, scientific and statistical research
involving the processing of personal data is a key driver for the development and
advancement of the digital single market as fueled by the free flow of personal data. This
holds especially true with respect to sensitive health data that entail a highly sophisticated
scientific value, which render them essential for the design of new products and services in
the healthcare sector.
Under these premises, the research exemption under art. 9, 2 para lett. j) GDPR appears to be
the direct expression of what has been identified above as the second pillar of the General
Data Protection Regulation, namely the objective regarding the free-flow of information and
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the promotion of digital innovation within the internal market1169. In this perspective, the
research exemption does not appear to fit well with the fundamental rights nature of data
protection law, and reveals itself to be a new safe harbor for the processing of sensitive data
that aims to stimulate competition and innovation in data-driven markets such as health datadriven markets1170.
Hence, the very nature of the analyzed research exemption is not that of a data protection rule
but rather that of a rule of the data economy, with data protection concerns, expressed in the
requirement of the enactment of safeguards for the respect of data subjects’ fundamental
rights1171.
In the practice, this means that the research exemption could work as a sort of efficiency
defense under data protection law for the transfer and the processing of health data for
research purposes, with subsequent market outcomes. Within the regulatory architecture of
the General Data Protection Regulation, the research exemption thus seems to serve the
original data protection law’s internal market objectives.
From a regulatory standpoint, thus, the General Data Protection Regulation appears to reflect
aspects of economic regulation, which ultimately facilitate the creation of a market of
personal health data and in this way set the conditions for an efficient functioning of other
markets1172, such as the one for digital medical devices and pharmaceuticals.
In consistency with the European Commission’s support for digital health, the General Data
Protection Regulation incentivizes data-driven research activities by establishing a special
regime regarding processing activities over sensitive health data carried out for research
purposes.
The research environment emerging under the pressure of technological change and the
growing employment of algorithmic processing techniques in health research, is very
complex, characterized by a deep interconnection between traditional research centers and
large high tech corporations.
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As shown, the networked nature of the current health research environment renders it
particularly arduous to draw the line between processing activities carried out for health
research purposes and processing activities differently employed for non-health related,
commercial purposes. This renders the distinction between the spheres of (health) market and
(health) research, on which articles 9(1) and 9(2) GDPR rely, quite obsolete.
The prohibition regarding the treatment of special categories of personal data, such as data
regarding health, serves the General Data Protection Regulation’s primary goal of protecting
data subjects’ fundamental rights1173. However, without a careful interpretative effort for the
establishment of appropriate safeguards, this objective risks being undermined by the
liberalization of health data processing for health research purposes.
The General Data Protection Regulation’s research provisions indeed ultimately appear to
serve the different parallel objective of promoting the free flow of personal information as an
essential precondition of the efficient development of the internal market.1174
In this perspective, the analyzed provisions regarding the processing of special categories of
data for scientific and statistical research purposes are to be systemically aligned with other
provisions that appear to serve similar objectives.
In these regards, a parallelism emerges between the examined research exemptions and the
right to data portability under art. 20 GDPR. This right has been indeed expressly welcomed
by the Commission as a new means of promotion of the data economy, providing the data
subject with the right to transfer his/her data from a service provider to another1175. Through
this new right, thus, the data subject acquires an enhanced control over the data shared with
businesses1176. Together with control rationales, however, the right to data portability
ultimately stimulates data mobility across platforms, through data subjects’ impulses1177.
From this perspective, hence, the right to data portability has been recently recognized by a
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strand of the literature as a tool for data-innovation and the promotion of the free-flow of
personal-information1178.
Against this backdrop, if data portability enhances and promotes data sharing from consumer
to businesses; the research exemption appears to promote health data sharing among
businesses or among businesses and other stakeholders, and thus the re-use of this
information.
However, as has been observed1179, the right to data portability is still based on data subjects’
control over their data in respect to processing platforms, since the flow of data is enacted
only upon the data subjects’ determinations. To the very contrary, under the research
exemption the data subject appears to be totally excluded from control over their sensitive
data. From a broader perspective, moreover, these research exemptions are to be thus paired
with the regulation regarding the free-flow of non-personal data1180, which especially
highlights the importance of access to data for the purposes of the “ability of research and
development companies to facilitate collaboration between firms, universities and other
research organisations with the aim of driving innovation”1181.
Under these premises, it appears that health data sharing agreements among various private
and public actors could find a valid legal basis for the involved treatment of health data
exactly within the GDPR’s efficiency-tailored research regime.
However, the need to maintain high standards of protection regarding data subjects’ rights
especially in a very sensitive environment such as that of health research should push both
scholars and policy makers to start considering a unique regulatory area of “health data
market”, which lies right beyond the digital market/research dichotomy. In this area, the data
protection safeguards listed above constitute just the starting point of a much-needed
intervention in the developing networked digital health research field, where ethical standards
and competition analysis must be solicited in order to “collaboratively” fill the regulatory
gaps left open by the market-oriented GDPR’s research provisions.
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Chapter 5- Health Data Pools under European Competition Law
1. Health Data Pools as Competitively Relevant Information Sharing Agreements
It has been illustrated how the phenomenon of data pooling is an extremely widelyencompassing phenomenon that can occur through partnerships established through
contractual agreements specifically designed for the transfer of digital health data1182, or even
through mergers1183.
As the previous chapter has shown, all these various forms of collaborative research alliances
structured upon health data pools imply the processing of health data and thus fall under the
data protection framework. In this context, the analysis of the legal bases of health data
processing under the General Data Protection Regulation has shown how the data protection
framework regarding the treatment of special categories of personal data under art. 9 GDPR,
primarily based on the protection of individuals’ fundamental rights and/or of the public
interest, entails also some market-based and innovation-oriented rules, which relax the
regulatory regime of health data pools for research purposes.
From a further perspective, health data pools imply the sharing of competitively relevant
scientific health data and can thus be considered as a form of aggregation of research-valuable
data and technology.
In this respect, the new theories of data as a key economic asset enabling firms to gain and
hold market power within digital markets1184 suggest that the sharing of digital health data for
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research and innovation purposes and the related cooperation coalitions, could themselves
potentially determine a concentrated nature of the digital health markets in which the same
data transfer occurs, with the related risk of a drift of monopolistic market dominance by the
companies involved in the same health data exchanges.
Such market concentrations can either directly or indirectly stem from the aggregation of
health data, depending on the particular legal form in which the research collaboration is
established: in the case of a merger the market concentration directly derives from the
creation of a new entity controlling the aggregated research-valuable datasets, whereas in the
case of a contractual transfer between two or more entities, the flow of information, is likely
to strengthen the market position of each of the involved research actors, potentially leading
to oligopolistic interdependencies, ultimately advantaging the stronger parties to the research
consortium.
Exactly because of its structural market reflexes, the phenomenon of health data aggregation
needs thus to be enquired through the lenses of European competition law. The question thus
arises how competition law treats these research-oriented information sharing agreements,
and more precisely whether these agreements are promoted or rather restrained under the
same competition framework.
As generally known, indeed European competition law regulates under art. 101(1) TFUE
arrangements that have as their object or effect the prevention, restriction or distortion of
competition. Merger operations on their side are regulated by a specific merger control
procedure1185.
From this standpoint, the following points need to be enquired, regarding i) whether health
data pools as described in the previous chapters can fall under the notion of agreement and/or
concerted practices that art. 101(1) TFUE prohibits; and ii) whether the exception under art.
101(3) TFUE can be applied to and thus positively favour health information exchanges for
their innovation and pro-competitive effects on the market. Furthermore, in case the health
data pool occurs through a merger, the question arises whether under merger control the
consideration of specific research related efficiencies can ground a more favourable treatment
of the merger itself, and whether there are under merger control procedure tools that
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competition authorities can enact in order to maximise the efficiencies stemming from a
merger1186.
Under these premises, just as it has been done in the previous data protection law chapter, the
analysis that follows will enquire whether also in the European competition law frameworkas it occurs with the research exceptions to the general prohibition of health data processing
under art. 9(1) GDPR- there are exceptions to the provision under art. 101(1) TFUE or, in
case of mergers, a lenient merger policy, which upheld and promote the newly emerging
European policy goal related to health data driven innovation.
On the background of these questions, a preliminary concern relates to which exact market
the competition law analysis regarding health data pools shall refer to, and whether health
data pools can themselves be regarded as autonomous relevant markets in which health data
are traded.
For these purposes, the chapter will first do some brief general premises regarding the
traditional goals of competition law and the emerging “subversive” role of the innovation
parameter in the competition assessment of digital markets; then assess the relevance of
health data pools as competitively relevant arrangements; from here enquire when health data
pools fall within the scope of art. 101(1) TFUE; and when although potentially infringing the
provision, they can be exempted under innovation-based exemptions. Ultimately, the
treatment of health data pools in the context of European merger policy will be evaluated.
2. European Competition Law’s Goals Under Review: Some General Premises
The objectives of competition law have never been enshrined in any document or specific
provision1187. This makes the identification of the European competition law framework’s
goals not an easy hermeneutical task1188.
According to the traditional line of reasoning of the Court of Justice of the European Union,
the European competition law framework aims to protect “the structure of the market”1189,
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“competition as an institution”1190 and “competition as such”1191. According to this
perspective, the competition framework protects the existence and the regularity of the
competitive process, the safeguard of which is connected to broader goals as the promotion of
the competitiveness of the European economy and the spreading of an entrepreneurial culture
inspired by the competition on the merit paradigm1192.
The European Commission, on its side, has conversely placed greater emphasis on the notion
of consumer welfare as protected and promoted through an efficient allocation of
resources1193.
From this perspective, the goal of competition law is the protection of the well functioning of
the market as measured by consumer surplus. This means that competition enforcement is
triggered when a firm’s behaviour infringing a competition law prohibition may lead to a
worsening of the well functioning of the market as measured by a reduction in consumer
surplus.
Consumer welfare has been traditionally positioned at the centre of competition law
enforcement as the guiding benchmark upon which assessing insufficiently competitive
market structures and anti-competitive business behaviour, with a negative impact on
consumers1194.
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As prominent scholarship has observed1195, the protection of consumer welfare has been
traditionally linked to the broader economic goals of competition law, to be respectively
found in the protection of economic efficiency as directly deriving from the protection of
economic freedom; the constrain of economic power; and, ultimately, the promotion of
economic change, that is innovation1196. Although quite varied, the mentioned economic
factors can be all directly or indirectly linked to the notion of consumer welfare1197.
This purely economic approach has been traditionally prominent in competition enforcement
assessments1198 and over time it has been variously modulated, with different weight
respectively given to the mentioned economic elements in accordance to the peculiarities of
the specific case.
The technological changes stirring the development of digital markets are progressively
displacing the traditional market model1199, this triggering a reconsideration of established
legal and enforcement schemes1200. One of the main directions of this readjustment efforts is
given by the newly attention given to non-price related components of consumer welfare1201.
This is directly resulting from the decrease of importance- if not the outright absence- of price
criteria in data-driven markets1202. Here, indeed, digitally delivered services often cannot be
monetized and the marginal costs related to their production are negligible1203.
The consideration of non-price dimensions of consumer welfare is a direct result of the
challenges faced by competition regulators to identify apt tools for the competition
assessment in markets where competition is majorly occurring in respect to the type and
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degree of innovation. In these regards, some strand of the literature has highlighted the shift
occurring in modern markets from price competition to innovation concerns1204.
These structural features have thus induced first antitrust scholars, then enforcers to look at
other parameters, different from prices, to be employed as yardsticks for the assessment of
anticompetitive practices1205.
The effort in the adaption of competition law tools to the peculiar reality of the digitalized and
online business environment has had both the theoretical effect of triggering deeper
reflections regarding the changing goals of competition law in the digital economy and the
more practical consequence of triggering tangible turnarounds in competition law
enforcement policies1206.
These turnarounds can be traced back to two major enforcement trajectories, the first one
regarding the inclusion within competition assessments of the consideration of non-economic
values related to broader public policy objectives to be addressed in digital markets, the
second one regarding the emerging importance of a non-price related measure of dynamic
economic efficiency, namely innovation.
2.1 The Protection of Non-economic Efficiencies
Along the lines of the first identified enforcement trajectory, the new countenance of digital
markets has triggered a renewed attention by the European Commission, in the person of
Commissioner Vestager to the relevance of the non-price related dimension of the fairness of
competition dynamics1207. As the Commissioner has come to underline1208, the fairness
parameter pushes antitrust regulators to consider anticompetitive market conducts that deprive
consumers with the possibility to arbitrate between different competitive options. This means,
in other terms, that a fairness-based analysis should investigate firms’ behaviour from the
consumers’ perspective, with the ultimate goal of preserving consumers’ abilities to choose
and to self-determination in the “ubiquitous” marketplace1209.
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According to this perspective, thus, attention to the fairness of competition interactions’
process at a horizontal level1210, is likely to reflect itself also onto vertical fairness, that is
fairness towards consumers1211. This instrumental conception of fairness for the purposes of
competition law assessments1212, ultimately suggests that far from being an additional element
in respect to the objective of consumer welfare as interpreted in terms of market efficiency,
the fairness criterion could indeed be interpreted as a component of the notion of consumer
welfare itself1213.
Under these premises, part of the literature has observed that for the pursuing of consumer
welfare protection, the fairness principle safeguards “the protection of economic freedom, the
protection of rivalry and the protection of small and medium size firms”1214.
These concerns are increasingly felt in the context of digital markets, where network effects
and economies of scale quickly give rise, as will be shown below, to strong market
imbalances. As a result, the need of preserving businesses’ equal opportunities is felt more
than ever and suggests the extension of relevant anticompetitive conducts, which undermine
the fairness of the competitive process1215.
Exactly due to its functional link to the detection of market imbalances, the general clause of
fairness has been regarded by some authors as a gateway for the inclusion within competition
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assessments of non economic interests such as data protection and consumer protection
interests, as impaired by the market conducts of digital undertakings1216.
A first concrete expression of such a more comprehensive approach to competition
enforcement, has been given in the Bundeskartellamts’ decision against Facebook, which has
widened the scope of unfair trading terms relevant under art. 102 TFUE, up to include users’
data protection concerns1217.
Interestingly, the decision has rooted the relevance for competition law purposes of data
protection concerns in the constitutional foundations of users’ data protection interests, and in
particular if users’ right to self-information, resulting impaired by the digital company’s
market behaviour1218.
From this perspective, the discussion regarding the opportunity to include in the competition
law assessments of digital markets non-economic interests1219, is to be inscribed within the
broader debate regarding the possibility to incorporate within the notion of consumer welfare
wider social interests for which there is no market price in competition law analysis1220.
Ultimately, hence the consideration of the parameter of fairness triggers the deeper question
regarding whether competition authorities should assess market efficiency in a strictly
economic sense, or include within such assessment also non-directly economic but publicinterest related efficiencies. The question is of great relevance for the analysis of digital health
markets, because it queries the possible relevance of health-related efficiencies for the
purposes of competition assessments. Interestingly, indeed health-related efficiencies, entail
also non-economic values, as the ones related to the quality of digital health products, their
safety and trust. These criteria are all strictly related to the respect of data protection standards
by the health data exchanges and the resulting manufacturing processes. This is why,
following the lines of the German antitrust authority, antitrust regulators may take into
account also these specific non-economic efficiencies in the analysis of digital health markets.
However, given that the decision by the Bundeskartellamt is only a first attempt to broaden
the scope of competition enforcement, which occurred at national level and which has been
1216
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very much debated in the literature, whether similar lines of enforcement will be followed by
other authorities and also at European level is still surrounded by great uncertainties.
2.2. The Protection of Economic (Dynamic) Efficiencies
The second trajectory differently relates to the growing importance given by the European
Commission to the protection and promotion of one particular economic component of
consumer welfare related to the protection of competing firms’ “innovation paths”, by
ensuring firms’ ability to present new products and services to consumers1221. These very
recent lines of enforcement appear to have ultimately evaluated European competition law’s
potential as a regulatory tool relevant for the purposes of the more general European
innovation policy, and more precisely for the maximisation of dynamic efficiencies in
existing and “developing” markets1222. This will be better enquired in the next paragraph.
3. Innovation as a “Subversive” Parameter in The Competition Law Analysis of
Digital Markets
3.1. Competition and Innovation: the Relevant Market Perspective
The growing importance of innovation considerations within European competition law and
policy assessments can be, to a certain extent, rooted in the economic changes brought about
by the digital transformation of products and services1223.
Also within the variety of positions regarding the roles of innovation in competition law
analysis1224, there is a general consensus about the fact that the growing importance of the
innovation parameter for competition purposes is a direct result of the specific economic
nature of technology-driven markets1225.
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As has been observed, the fast-changing technologies shorten services’ and products’
lifecycles making continuous innovation an essential component of businesses’ success1226.
This has direct effects on digital markets’ structure: the competitive pressure to innovate
indeed pushes companies to aggregate complementary assets and collaborate on costly
research and development lines through the sharing of precious know-how1227.
The collaborative countenance of technology driven markets is directly reflected in the
industrial consolidation trends that are starting to become apparent in these same markets
especially in the United States1228. As empirical studies show, these consolidation trends are
the result of the blossoming of arrangements increasing the market power of involved
firms1229. Although less pronounced, also in the European Union similar consolidation trends
are starting to take shape1230. Along these lines, the OECD has acknowledged that the number
of networks and strategic alliances between firms is growing rapidly especially in information
technology and biotechnology industries1231.
Interestingly, this line of economic studies shows how these consolidation trends are
facilitated, not only by the technological selection process, heightening barriers to market
entry1232 but also, on the legal side, by a permissive competition enforcement by antitrust
agencies, especially in the context of merger procedures1233.
In light of the newly reinvigorated need for firms to collaborate and outsource in the digital
economy1234, also the scholarship has acknowledged the difficulty for antitrust law to
approach the phenomenon of information based inter-firm collaborations1235.
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At a closer examination, indeed, these collaborative stances are to be considered as a direct
by-result of the functioning mechanisms of so-called dynamic markets, which work very
differently from traditional static markets. Indeed, in dynamic markets, as high tech markets,
and information technology markets, firms compete so as to create products with the highest
quality, with the likelihood that a dominant firm is overthrown by entrants or rivals with
better technology, higher quality or a different business model1236. As has been expressively
highlighted, in dynamic markets the competitive process is stirred by the “continuous, selfreinforcing innovation and creativity drive” of incumbents1237, ultimately leading to the
introduction of new products and technologies1238.
Overall, thus, dynamic markets are characterised by ongoing investments in research and
development with the ultimate purpose of enhancing consumer needs regarding improved
technology. In these markets, thus, technological progress is the primary driver of
innovation1239.
Accordingly, in technology driven markets the competitive mechanism does not work on the
basis of competition in the market- as it occurs in traditional static markets- but of
competition for the market1240. In these markets, indeed, the competitive pressure does not
refer to existing markets- that is to existing products or services-, but rather to markets that
are in course of development for they are based on the research and development of new
products or new business models1241.
From an economic perspective, hence, innovation driven markets are said to be characterised
by dynamic efficiencies to be opposed to static efficiencies1242. The parameter of dynamic
efficiency has been considered especially by American enforcers as a structural component of
consumer welfare1243.

1236

M. TODINO-G. VAN DE WALLE-L. STOICAN, Eu Merger Control and Harm to Innovation- A Long Walk To
Freedom (From the Chain of Causation), cit., 13.
1237
I. KOKKORIS, Innovation Considerations in Merger Control and Unilateral Conduct Enforcement, cit., 22.
1238
M. GLADER, Innovation Economics and the Antitrust Guidelines on Horizontal Co-operation, cit., 513 ff..
1239
Ibid., 519.
1240
M. TODINO-G. VAN DE WALLE-L. STOICAN, Eu Merger Control and Harm to Innovation- A Long Walk To
Freedom (From the Chain of Causation), cit., 13.
1241
Ibid., 12.
1242
See I. KOKKORIS, Innovation Considerations in Merger Control and Unilateral Conduct Enforcement, cit., 5.
1243
See speech by G.F. MASOUDI- Deputy Assistant Attorney General, DOJ Antitrust Division, Efficiency in
Analysis of Antitrust, Standard Setting, and Intellectual Property, 18 January 2007, Brussels, online available at
https://www.justice.gov/atr/file/519331/download, 2, where he stated “static efficiency is a powerful force for
increasing consumer welfare, but an even greater driver of consumer welfare is dynamic efficiency, which
results from entirely new ways of doing business. (…) It follows that policymakers should pay particular
attention to the impact of laws and enforcement decisions on dynamic efficiency. Intellectual property laws are
aimed directly at encouraging dynamic efficiency”.
227

As firms increasingly compete on research and development of new products and services,
also the European Commission has started to regard innovation as a key parameter within
competition law assessments, moving it at the top of its enforcement priorities1244.
However, the parameter of innovation- especially in the digital environment- is extremely
complex and antitrust analysis faces a concrete problem of developing an appropriate- and
sufficiently sophisticated- framework to address competition law concerns related to
innovation1245.
More precisely, in the above-described dynamic markets, the consideration of innovation
concerns has brought about the demand of defining the relevant markets, the applicable
framework and the appropriate lines of enforcement.
The features of dynamic markets have pushed regulators to update the regulatory approach in
respect to practices in innovation transactions, in particular with regards to research and
development collaborations and mergers.
Well before the prompting of such complex assessment, it has however suggested the need to
reconsider the perimeter of relevant market in which the anticompetitive assessment is
conducted1246.
From the perspective of the definition of the relevant market the difficulties of defining a
proper relevant market with regards to markets that are in course of development through
research and development have triggered a reassessment of relevant markets, which share
different features in respect to defined static markets. Competition law analysis has referred to
these “to-be developed” markets as “innovation markets”, where the dynamics of competition
exactly relate to innovation1247.
At a very general level, innovation markets are those markets in which new products are
developed, creating a completely new demand1248.
In these regards, the term “innovation market” has been used by the Federal Trade
Commission for describing dynamic industries where “innovation, intellectual property and
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technological change” are central features1249. A particular type of innovation market is given
by research and development markets, defined by the Federal Trade Commission, as markets
consisting “of the assets comprising research and development related to the identification of
a commercializable product, or directed to particular new or improved goods or processes,
and the close substitutes for that research and development” and linked to “specialised assets
or characteristics of specific firms”1250.
The European Commission, on its side, has traditionally employed the notion of innovation
market more rarely mainly for analysing competition in R&D for certain products1251 and
mainly with the purpose of defining a future products’ markets, that is where no product has
been yet introduced1252.
The European Commission has however acknowledged that “cooperation in research and
development and in the exploitation of the results is most likely to promote technical and
economic progress if the parties contribute complementary skills, assets or activities to the
cooperation”1253. Already in 2004, with the issuing of the Technology Transfer Guidelines,
innovation markets were considered as a third type of relevant market, in addition to product
and technology markets1254.
The possibility to consider an innovation market autonomously has been confirmed, although
without an explicit reference to the innovation market, in the latest Technology Transfer
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Guidelines1255, as well as in the Guidelines on Horizontal Cooperation1256, both relying on the
notion of “competition in innovation”. More recently, also European merger policy has given
a renewed attention to “future markets”1257.
3.2 Competition and Innovation: the Theoretical Debate
The analysis of innovation markets triggers in turn the need to identify the relevant
competition law framework and the competition enforcement policies that are sufficiently
adherent to the peculiarities of innovation-based markets. This goes not without substantial
difficulties: as some scholars have indeed rightly observed, there are no “overall well-suited
generalisations for analysing the competitive impact of various transactional arrangements”
occurring in innovation markets, “since these are very closely connected to the underlying
needs of the innovation and commercialisation processes”1258.
These difficulties have triggered a theoretical debate regarding the roles of innovation in
competition analysis1259, which is worth to briefly recall.
On a theoretical level, the legal difficulties of competition analysis to respond to the emerging
complexity of the new technology-driven research environment, in the effort of both
upholding its benefits and detecting it harms, are rooted in the old economic dilemma
regarding which market structure fosters innovation1260. This dilemma is to be traced back to
the well-known debate between Schumpeter and Arrow, the first one assuming that big firms
with static market power would be more inclined to engage in risky and long research and
development initiatives that would generate great societal benefits1261; the second one,
highlighting that a dominant firms’ incentive to innovate would be narrower than that of a
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firm acting in conditions of rivalry, which would have a greater incentive to innovate so as to
grab market power under competitive pressure1262.
Both theoretical and empirical economic studies have rendered various, often contrasting
results as to which of the above traced positions is more rooted in economic findings1263.
The resulting economic debate has triggered the legal debate regarding the way competition
enforcement should be enacted in innovation markets.
In this regard, an emerging strand of the literature following Schumpeter’s line of reasoning,
regards innovation as a ground for a lenient competition analysis.
In the view of the need to promote innovation-fruitful market transactions, some scholars
have thus suggested to update the assessment of horizontal arrangements from a standard
cartel theory to the inclusion of the assessment regarding the beneficial impact of innovation
on consumer welfare1264. Drawing on such considerations, the lines of the debate have been
further weaved by Carl Shapiro that has pointed out that collaboration restricting rivalry in
research and development could still be treated leniently under a competition law assessment,
provided the collaboration creates synergy effects- i.e. the parties to the collaboration achieve
innovation that they may not achieve independently- and/or increase appropriability- i.e. the
collaboration creates economies of scale on research and development endeavours1265.
Arguments have been raised that the positive correlation between innovation and
technological markets, would justify outright exceptions in terms of competition enforcement
as the market structurally tends to the accumulation of market power in order to generate
innovative market outputs1266. More precisely, it has been claimed that a dominant position
provides stronger incentives for breakthrough innovation, since the return for innovation
efforts is given exactly by the “appropriability” of the whole new market1267. In this
perspective, a call for caution has been issued regarding the competition law interventions that
could potentially curtail innovation in industries that enhance consumer welfare majorly
1262

K. ARROW, Economic Welfare and the Allocation of Resources to Invention, in UNIVERSITIES-NATIONAL
BUREAU COMMITTEE FOR ECONOMIC RESEARCH, COMMITTEE ON ECONOMIC GROWTH OF THE SOCIAL SCIENCE
RESEARCH COUNCIL (eds.), The Rate and Direction of Inventive Activity: Economic and Social Factor,
Princeton, Princeton University Press, 1962, 609 ff..The link between competition- in terms of rivalry- and
innovation has been traditionally expressly acknowledged in the context of the pharmaceutical market. This is
particularly stressed by M.A. CARRIER, Two Puzzles Resolved: Schumpeter-Arrow Stalemate and
Pharmaceutical Innovation Markets, in Iowa Law Review, 2008, 93, 2, 396 ff..
1263
W. KERBER, Competition, Innovation and Maintaining Diversity Through Competition Law, cit., 173 ff.,
recalling nonetheless studies showing how R&D ventures bring about more innovations than mergers.
1264
J. BRODLEY, The Economic Goals of Antitrust: Efficiency, Consumer Welfare and Technological Progress,
cit., 1020, arguing that innovation efficiency should be given priority in antitrust policy.
1265
C. SHAPIRO, Competition and Innovation: Did Arrow Hit the Bull’s Eye?, in J. LERNER-S. STERN, The Rate &
Direction of Economic Activity Revisited, Chicago, University of Chicago Press, 2012, 361 ff..
1266
Stressing this point, G. MANNE-J. WRIGHT, Innovation and the limits of Antitrust, in Journal of Competition
Law and Economics, 2010, 6, 171.
1267
P. LAROUCHE, The European Microsoft Case at the Crossroads of Competition Policy And Innovation, in
Antitrust Law Journal, 2009, 75, 3, 933 ff..
231

through innovation1268. Indeed, it is claimed that even if innovation-driven research
collaborations can exclude, thus harm competitors, they can still benefit consumers thanks to
the innovation they bring about. This is why it is argued that dynamic and rapidly changing
industries- where the pace of innovation is high and determining a short life of marketed
technologies and products- require a more flexible and holistic competition assessment, taking
into account different variables such as R&D investment, the quality and variety of
products1269.
According to this line of reasoning, thus, the outweighing of the benefits on consumers
resulting from innovation against the eventual harm to competition, could well ground a noninterventionist competition law enforcement1270. In view of this possibility, the considered
literature suggests the opportunity to approach novel arrangements in innovative markets
under a rule of reason capable of promoting a firm’s innovation drive for product
development and distribution, ensuring at the same time competitors’ access to necessary
assets1271. Such rule of reason, primarily structured around the innovation parameter, could
help antitrust enforcers to identify the social costs resulting from a situation of overenforcement1272, thus concluding for the convenience of under-enforcement1273.
The highlighted approach ultimately suggests that agencies enforcing antitrust should take
into account also the innovation drive of research collaborations, thus taking a step back and
not intervening in the case of consumer welfare enhancing arrangements1274.
In this perspective, hence, the innovation parameter appears to have a “subversive” role in
competition law assessments, restricting thus the scope of antitrust enforcement intervention
in the assessments of conducts in research-based markets, when these generate also efficiency
outcomes, thus restricting the sphere of anticompetitive conducts1275.
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The opportunity of a “restrictive” competition enforcement in the view of innovation
considerations, is however debunked by another strand of the literature that has highlighted
that, even in the acknowledgment that competition tools should remove unnecessary
impediments to organisational arrangements promoting innovation, has nonetheless stressed
the need for competition law and policy to promote, at its very essence, competitive
rivalry1276. More precisely, attention has started to be given to the need to preserve
competition in innovation. In these specific regards, it has been further highlighted that,
although it is true that collaborative research arrangements can have innovative market
outcomes, the market power accumulated by the same research consortium directly leads to a
decrease of its incentive to innovate, with the resulting generation of consumer harms1277.
From this different viewpoint, theoretically to be linked to Arrow’s lines of reasoning, the
new relevance of the innovation parameter has suggested the expansion of the margin of
intervention of competition enforcement in the case a research collaboration deriving from
any type of arrangement has the effect of combining the only innovators in the market and
thus foreclose potential other innovators to access the relevant markets1278. According to this
perspective, hence, competition policy should include within its objectives the ones of
spurring companies’ incentives to invest in innovation1279. In this respect, the innovation
parameter has brought about the concern related to the protection of firms’ freedom to
compete through innovation1280, suggesting the opportunity of an interventionist competition
policy for the detection of new harms to firms’ ability to research and thus to innovate, thus
broadening the sphere of anticompetitive conduct.
Under these premises, it needs to be observed that the competitive impact of transactional
arrangements occurring in research-based markets cannot be constrained into a one-size-fits it
all model1281.
Especially in digitally driven markets, which are characterised by new market arrangements
evolving around data transfers, competition authorities face the problem of discerning
whether a dominant company aggregating increasingly more data harmfully foreclose
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competitors’ access in the corresponding data-driven markets, or, disregarding a certain
foreclosure effect, advance consumers and their welfare through the innovative products it
brings to the market. Hence, the practical challenge arises with regards the need to find the
critical point in which “innovation exclusion” resulting from undistorted competition on the
merits driven by collaborative research and development turns into harmful market power1282.
3.3. Competition and Innovation: the Responses by European Law and Policy
The two strands of the above-highlighted economic and legal debate, one calling for a
contraction of competition enforcement in respect to innovation markets, the other one
suggesting the need to activate competition law remedies in respect to innovation-related
harms, appear to be both “positively” embedded in the European competition framework.
In a first Schumpeterian perspective, indeed, some European competition law provisions
support research-based collaborative organizations established on dynamic markets, expressly
allowing for certain arrangements and thus for a (temporary) suspension of the competitive
process in the view of the resulting innovation achievements and welfare gains. As will be
shown below, the European framework, as defined by the Commission’s Guidelines regarding
horizontal agreements expands the area of lawful research-based collaborations, which thus
structurally fall outside any competition scrutiny. This shows an underlying favour by the
same Commission for these kinds of firms’ alliances.
Furthermore, also transaction infringing competition law provisions, and especially art.
101(1) TFUE, are granted a favourable treatment either in the form of an outright safe harbour
regarding these research-based collaborations, provided normatively set conditions are
respected by the same collaborations, or in the form of a broader efficiency-based exemption
to be found in art. 101(3) TFUE.
The European competition law framework, as the American one, has expressly recognised the
importance of innovation concerns with the implementation and extension of so-called block
exemptions. These can be considered as the direct result of the acknowledgment that
collaborative innovation is important and that the blocking of such collaborative synergies, in
the name of protection of competitive rivalry “as such”, could be source of consumer harm
and thus generally diminish the creation of wealth1283. Accordingly, the European
Commission, has stated that “consumers can generally be expected to benefit from the
increased volume and effectiveness of research and development through the introduction of
1282
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new or improved products or services, a quicker launch of those products or services, or the
reduction of prices brought about by new or improved technologies or processes”1284.
Hence, very similarly to the data protection regime established under the General Data
Protection Regulation, also European competition law framework appears to entail an
innovation-based set of provisions, potentially promoting research-based health data pooling
practices and the resulting market concentrations. This innovation-based framework thus
ultimately appears to uphold Digital Single Market Strategy’s health data driven innovation
objectives.
From the very opposite perspective, conversely, innovation is considered within the European
framework as a parameter of competition intended as rivalry, alongside price and outputs. The
Guidelines on the assessment of horizontal mergers1285 indeed consider the decrease of the
rate of innovation as one of the possible grounds of competitive harm deriving from
“increased market power”1286. Similarly, also the Guidelines on Horizontal Co-operation
acknowledge the anticompetitive nature of agreements that negatively impact on innovation,
thus giving autonomous recognition to harms to innovation1287.
In both Guidelines, thus, the Commission appear to suggest that the competitive harm
resulting from a reduction of competition should deserve the same attention granted to price
increases and reductions of outputs by competition enforcers1288. By doing so, the
Commission appears to consider innovation not only as a key core value requiring protectioneven despite contractions of the competitive process-, but rather a policy value that should
also guide the assessment and the condemnation of anticompetitive practices1289.
Along these lines, closer to Arrow’s ideas, European merger policy has lately come to regard
innovation as a self-standing object of rivalry, with the resulting activation of competition
enforcement when market concentrations have been suspected to block the overall
competitive pressure over research endeavours on innovation markets.
These concerns have been more precisely addressed by some recent decisions by the
European Commission, as in the ones related to the Dow/DuPont and Bayer/Monsanto
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mergers1290. Here the European Court of Justice has acknowledged the relevance of
innovation as “an input activity for both the upstream technology markets and the
downstream […] markets”1291, which needs to be protected in the assessment of potentially
anticompetitive practices. As a result, the Commission has bound competition enforcement to
the protection of the ability of competing firms to innovate through the re-establishment of a
certain degree of market fragmentation regarding innovation efforts.
In this regard, the European Commission has been said to have established a new theory of
competitive harm1292, occurring when the foreclosure of innovating competitors also reflects
itself into harm to consumers directly deriving from the loss of at least equally innovative
competitors1293.
Under these premises, it needs to be acknowledged that both of the highlighted perspectives
in which the European competition framework regards innovation considerations ultimately
regard innovation as a competitively relevant parameter that the framework itself either
promotes, through a set of lenient rules, or protects, through direct competition intervention.
Against the backdrop of the traced innovation-based competition framework, the analysis will
explore the regulatory framework applicable to contractual agreements or outright mergers
implying the sharing of research valuable information, and thus the creation of research-based
health data pools.
With regards to the relevant market, it can be indeed argued that health data pools are outright
data-driven innovation markets, in which health data are traded for the purposes of the
conduction of research that aims to develop and test new products and services.
In these regards, the more specific question arises whether these contractual agreements or
outright mergers implying the sharing of research valuable information could be redeemed on
the basis of innovation considerations, and thus of efficiency claims, in these health datadriven markets1294.
For these purposes, it needs to be first assessed whether novel practices related to data-driven
research and innovation based on health data pooling can be subsumed in traditional
1290
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competition law schemes1295. More precisely, a preliminary enquiry needs to be made with
regards to the possible qualification of health data pools as agreements relevant under
European competition law. Indeed,
4. Health Data Pools as Research and Development Agreements under art. 101
TFUE
The European competition law framework moves from the general normative postulate,
enshrined under art. 101(1) TFUE, that all the agreements between undertakings, decisions by
associations, or concerted practices that restrict by their object or effect competition are
prohibited1296.
In light of this provision, the first issue to be addressed is whether health data pools can be
included within the notion of arrangement and thus be assessed under art. 101(1) TFUE.
From a subjective standpoint, it needs to be acknowledged that also arrangements between
private and public institutions fall within the competition law scrutiny under art. 101(1)
TFUE. Indeed, the notion of undertaking for the purposes of competition law is anchored to
the requirement of the conduction of an economic activity, implying the offering of services
and products on a given market1297, “regardless of the legal status of the entity and the way in
which it is financed”1298.
Such functional approach to the notion of undertaking thus can encompass both private and
public health care providers1299, as hospitals1300. In this perspective, health data sharing
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agreements like the ones established between Google DeepMind and London’s Royal Free
Hospital and between IBM and the Lombardia Region, could fall under the scrutiny of
competition law, given that in the context of health data sharing practices carried out for
research purposes, the public institutions offer a product, i.e. the health data, on the
(innovation) market involving the defined research activity, and will subsequently offer the
service that has been designed and tested upon the data, in the market of the service.
From an objective standpoint, it has been shown how health data pools are factually
information exchanges between both private and between private and public entities.
The European Commission has expressly acknowledged the relevance of information
exchanges for the purposes of art. 101 TFUE in the 2011 Guidelines on Horizontal Cooperation Agreements1301. Although the information exchanges to which the Commission
refers to are of a different kind in respect to digital data exchanges1302, some general
considerations seems to be applicable also to this latter type of information exchange.
In this respect, the Commission affirms the relevance not of information exchanges under art.
101(1) TFUE, the Commission affirms the relevance not only of bilateral information
exchanges, but also of unilateral conducts of information disclosure by just one of the
involved parties1303. According to the Commission, indeed, also a unilateral information
disclosure from one party to another, can generate the risk of restricting competition1304.
What is however more important is that the Commission further distinguishes between
information exchanges that are linked to broader arrangements and self-standing information
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exchanges with the ultimate goal of sharing competitively relevant information pieces1305. In
the first case, indeed, the competition law assessment of information exchanges is absorbed
by the competition analysis of the broader economic operation in which the information
exchange is inscribed, whereas in the second case the standalone information exchange is
made object of an autonomous competition assessment1306.
As has been pointed out in the previous chapters, health data pools can be part of broader
economic operations, such as the creation of a joint venture or a merger, as it has occurred in
the Google Sanofi merger case1307, or exist as standalone agreements, as it was the case of the
Google DeepMind-Royal Free Hospital or in the IBM-Italy partnership1308.
Although not occurring through a merger operation, it can however be that health data pools
established for research purposes are placed in the context of a broader agreement regarding a
research and development project. In this case, the health data exchange, considered as a new
digital form of research and development collaboration, would thus fall under the
corresponding legal framework regarding research and development agreements.
These are considered in the Guidelines for Horizontal Cooperation as a peculiar form of
information-based alliance and are the object of a special regime under the Research and
Development block exemption1309, which provides a safe harbour under art. 101(3) TFUE of
research and development agreements that meet certain normatively set requirements.
For the purposes of this competition law regime, the Commission recognizes the variety of
Research and Development agreements, which can range from outsourcing contracts
concerning certain R&D activities, the joint improvement of existing technologies, to broader
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agreements involving the cooperation for the research, development and marketing of new
products or the creation of a joint controlled company1310.
Under these premises, the next paragraphs will enquire the competition law regime of
research and development agreements under art. 101 TFUE. For these purposes, following the
Guidelines, the questions needs to be addressed regarding how to determine the relevant
market, when research and development agreement are lawful under art. 101(1) TFUE, when
they infringe art. 101(1) TFUE and when, although violating the provision at stake, they can
be exempted under art. 101(3) TFUE and the related block exemption.
Outside the context of research and development agreements, it will ultimately be assessed
whether health data pools as “pure” information exchanges detached from a specific research
purpose can be object of an autonomous assessment under art. 101(1) TFUE and 101(3)
TFUE.
4.1 The Relevant Market: Health Data Pools as Multi-sided Data-Driven Innovation
Markets
In case of research and development agreements, the definition of the relevant market needs
to be made with reference to the products, technologies or research and development efforts
that will act as a main competitive constraint on the parties1311.
In case the research and development agreement is means to improve an existing product or
technology then the relevant market concerned by the cooperation is to be determined through
reference to these products or technologies or their close substitutes1312.
Conversely, the exact definition of a relevant research market, as detached from a specific
product or service, is not an easy task and risks to become a very abstract. In these regards,
the European Commission’s Guidelines on Horizontal Co-operation distinguish two types of
possible relevant innovation markets1313.
The first ones is related to an innovation process that is structured and in respect to which
precise research poles can be identified.
In the first case, the Commission suggests to analyse competition between the identified
research and development poles, by assessing their closeness of such competition between the
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parties and the existence of other competing poles1314. For the purposes of this assessment the
Commission highlights the need of an analysis regarding the nature, scope and size of the
other identified research and development poles on the market, their access to the needed
intellectual property rights and other specialised assets and their capability to exploit possible
results. Within this assessment, the identification of competing research and development
poles is given by their substitutable nature, that is to say that the research poles are aimed at
developing substitutable products or technologies1315. As the Commission specifies, research
and development poles are considered as competing on the basis of the assessment of specific
factors, as, amongst others, their access to know-how and patents or to other specialised
assets, their timing and capability to exploit the achieved results1316. For these purposes, it
needs to be observed that specific regulatory requirements to render research information
public, as it is the case of clinical trials data1317, may help identify the research carried out by
market players, and thus defining rivals that are targeting a same demand1318.
To the very contrast, when research & development poles cannot be clearly defined, and the
innovation process appears to be unstructured, the definition of a specific relevant market
would be too speculative, and the assessment of the relevant market needs thus to be made, if
possible, with reference to “existing product and/or technology markets which are related to
the R&D co-operation in question”1319.
The distinction made by the Commission between structured and unstructured innovation
processes thus suggests that when research poles can be identified, they are treated as object
of the so-defined innovation market, just as specific products or technologies are treated as
objects of traditional products’ or technologies’ markets. In this perspective, interestingly,
research poles, which are exactly given by research valuable information, are considered the
self-standing “products” or “technologies” of innovation markets.
The application of these general statements to health data-driven innovation markets, implies
that in order to be properly defined these need to be defined around well identified research
poles, which are given by the health data aggregated together for a precise research purpose,
as for example health data regarding a specific disease or disease group, which thus serve the
research purpose regarding such specific disease or disease group.
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Hence, in case of aggregated health data that are not structured around a specific research
pole, and thus have no specific research purpose, no precise innovation market can be
identified, this preventing the analysis of such unstructured health data under competition law
schemes.
With regards to health-data driven innovation markets, it needs to be further observed that the
identification of relevant research poles can be facilitated in the view of the connection,
mostly occurring in both digital and high tech markets, of health data-driven research poles to
specific digital health products or services, which generate health data flows that in turn come
to define the relevant data-driven innovation market. An example of this is given by the
kidney app developed by Google DeepMind on the basis of Royal Free Hospital’s patient
data. In this case, the health data-driven research pole was exactly given by the hospital’s
patient data regarding kidney injuries. Once the kidney app was developed, the health data
generated by the same app would thus aliment the research-relevant health data pool, and with
that the “pure” health data-driven innovation market. In this perspective, it can be said that
health data pools established for research purposes are often connected to the different
markets of already existing digital products or technologies, or will be, after the research is
carried out, connected to such newly delivered products or technologies. As already suggested
elsewhere1320, in case digital companies are part of the research agreement, it is very likely
that the “research market” is attracted into the functioning of digital platforms and thus
connected also to other, more general, products and technology markets.
Under these premises, health data-driven research markets are very likely to be part of multisided platforms, processing health data for research and other purposes.
This multi-sided structure is very likely to be characterised by economies of scale1321, direct
network effects1322 within and indirect network effects1323 among the various sides. These
externalities in turn determine the consolidation of the market power of undertakings who are
1320
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active in digital health research and who engage in health data exchanges1324, along the lines
of what some strand of the literature has regarded as a “self-reinforcing data advantage of
dominant firms”1325.
4.2 (Pro)competitive Health Data Pools Under Art. 101(1) TFUE
In the Guidelines on Horizontal Cooperation, the Commission moves from the assumption
that research-based alliances “generally” do not violate art. 101(1) TFUE1326.
In particular, the Guidelines state that the exchanges of research-valuable information
occurring between non-competing parties do not produce restrictive effects on competition
and should thus not be captured under rules on restrictive agreements under art. 101(1)
TFUE1327.
For the purposes of the application of art. 101(1) TFUE to research and development
agreements, the notion of non-competing parties is quite broad and encompasses also
companies who are active in the same product markets but in different geographic markets,
without being potential competitors”1328.
Interestingly, in the context of research agreements, also companies who cannot carry out the
research independently1329 and who target a new market, which they could not have reached
independently1330, are considered as non-competing parties, with the resulting research
agreement falling outside the scope of art. 101(1) TFUE1331.
In this respect, for example, the Commission refers to the case of outsourcing of research and
development to a specialized company, as research institutes or academic bodies. In this case
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it is exactly the complementary nature of the parties’ research assets that grounds the
lawfulness of the research agreement under art. 101(1) TFUE1332.
Against this backdrop, thus, also parties holding strong market positions would be able to take
part to joint R&D agreements with the objective of creating a new technology associated to a
new demand, without falling under the scrutiny of art. 101(1) TFUE. The broad notion of
non-competing parties provided by the Commission both in the Guidelines on Horizontal
Cooperation and in the R&D block exemption could thus incentivise the parties to claim a
broad scope of the research in order to be considered non-competing businesses1333.
Whenever the above-mentioned subjective requirements are met, the research and
development agreement is considered per se lawful and thus falling outside the scope of art.
101(1) TFUE.
From a different objective perspective, for the purposes of art. 101(1) TFUE a first assessment
shall regard the possible anticompetitive effects of such a conduct and the eventual efficiency
outcomes that are related to the same conduct1334.
Among the primary benefits brought about research-based cooperation, the Commission
identifies the reduction of duplication of unnecessary costs, the cross-fertilization of ideas and
experience, resulting in a faster development of new products and technologies as well as the
means of establishing a consortium of small and medium companies able to innovate and thus
to compete with bigger market players1335.
These aspects have been evaluated by Mario Monti who has observed how the “Horizontal
guidelines recognise that companies need to respond to increasing competitive pressure and a
changing market place driven by globalisation, the speed of technological progress and the
generally more dynamic nature of markets. Co-operation can often be a way to share risk,
save costs, pool know-how and launch innovation faster”1336.
These efficiencies related to information-based research cooperations are being increasingly
highlighted at policy level in the context of data-driven research and innovation.
1332
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As Commissioner Vestager has indeed pointed out, combining companies’ data might provide
insights that could not be otherwise and independently achieved1337, suggesting that for
innovation purposes, the bigger the datasets, and thus the businesses, the better it is for
innovation purposes1338. Also in the Report “Competition Policy for the Digital Era”1339, the
European Commission expresses a positive view of collaborative data innovation.
At national level, this view is shared also by the German Competition Authority1340 which has
acknowledged the co-operations between companies in the collection and processing of data
can lead to efficiencies and pro-competitive effects, in particular in the context of connected
industry applications such as it is in the case of pharmaceuticals combined with medical
devices1341.
Accordingly, the Statement on Competition Law and Data jointly issued by the German and
the French Competition Authorities appears interestingly to suggest that research
collaborations based on data sharing can enable also smaller entities to enter research-based
markets, the penetration of which would require investments these entities could otherwise
not afford1342.
The acknowledgement of efficiency effects of research valuable information exchanges is
upheld by the literature especially with regards to the context on innovation and technology
markets1343. In the acknowledgment of the peculiar dynamics of competition in innovation
markets, this literature has underlined that there can be forms of co-operations also between
competing undertakings, which enhance the innovation process and the technological
development1344. It is indeed argued that the flow of knowledge among businesses that are
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active in innovation intensive industries, such as the health industry, can sometimes lead to
the reduction of uncertainties related to research and development processes1345. The
reduction of uncertainties, would favour the individual firms’ competitiveness, with that
stirring the development of the industry sector1346.
In particular, information sharing can improve allocative efficiency, ensuring that scarce
resources are allocated to those who want or need them most1347. From a further perspective,
through the acquisition of new information, firms can better understand market trends and
thus more readily match supply with demands, this being extremely important especially in
markets undergoing rapid technological change1348. Ultimately, the availability of information
regarding consumer risk- this being also the case of personal health information- can reduce
companies’ problems of adverse selection, occurring when firms cannot distinguish good
consumers from bad consumers1349.
For the purposes of data-driven health research, the knowledge about the patients who are less
at risk of contracting diseases and those who conversely suffer the greater risk, is essential for
the enactment of more precise predictions, which in turn reduce problems of adverse selection
in health research courses.
The above-outlined efficiencies can ground the lawfulness of the same agreement in respect to
art. 101(1) TFUE, in accordance to the so-called “ancillarity test”.
According to this test, an arrangement falls out of the scope of art. 101(1) TFUE in case the
anticompetitive effects it produces are necessary, thus ancillary, to the production of
efficiencies1350.
The notion of ancillarity relevant for the test has been progressively narrowed by the
European Court of Justice that has been increasingly referring to the notion of ancillarity
Innovation and Cooperation: Implication for Competition and Antitrust, in Journal of Economic Perspectives,
1990, 4, 3, 75 ff..
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outlined with regards to joint venture operations, for the purposes of the ancillarity test under
art. 101(1) TFUE1351. Drawing from the notion of ancillarity in the context of the assessment
of joint ventures, the General Court ruled in Métropole1352 that “ancillary restraints” are only
those who are “objectively necessary” for the performance of the operation under
assessment1353.
This approach was further followed by other decisions of the Court, as Mastercard v.
Commission1354, in which it was observed that the mere fact that the operation is more difficult
to implement without the restriction is not sufficient to meet the “objective necessity”
threshold1355. In light of this interpretation, the ancillarity test under art. 101(1) TFUE requires
that in the absence of the restriction to competition, the arrangement would not have been
pursued1356.
Provided this objective necessity threshold is met, the ancillary test is interesting because it
admits some restrictions of competition, provided the main arrangement pursues legitimate
objectives, such as innovation, and the restrictions are an objectively necessary means to
achieve these objectives.
For the purposes of the ancillarity test, the European Court of Justice has stated that
competition authorities may under certain circumstances take into account the specificities of
the sector interested by the restrictions, also admitting inherent restrictions when objectives in
the general interest are at stake1357.
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Under these premises, it is interesting to recall that in the Meca-Medina case a regulation
regarding anti-doping was accepted, in light of the consideration of the legitimate objectives
pursued by it, which were interestingly related to health1358.
From this further perspective, the ancillary test could be of great relevance for the assessment
of health data pools, by requiring competition authorities to strike a balance between the aim
of preserving undistorted competition and the consideration of health-related innovation
objectives. To the contrary, if the ancillarity test is not fulfilled, research and development
agreements, would fall under the scope of art. 101(1) TFUE.
4.3 Anticompetitive Health Data Pools Under Art. 101(1) TFUE
The research and development collaboration between competing1359 or “potentially”
competing parties1360 can have, in some circumstances, restrictive effects on competition, thus
violating art. 101(1) TFUE.
More precisely, research and development based on data exchanges can negatively influence
market structures and decrease consumer welfare, by inducing the market to a situation of
oligopoly and adversely impacting on certain competition parameters as market price and
output, product quality and variety, innovation1361. This is both acknowledged by
Commissione Vestager, who has stressed the relevance of the Guidelines on Horizontal
Cooperation for the detection of anticompetitive outcomes of information sharing
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agreements1362 and the Bundeskartellamt that has warned that data sharing can facilitate
collusion, obstruct access to data for third parties and raise entry barriers1363.
Under these premises, although generally expressing a positive approach to research and
development collaboration, the Guidelines on Horizontal Cooperation do not fail to highlight
how these can negatively affect competition in various ways.
In this respect, the Commission acknowledges the potential anticompetitive effects of
research and development agreements in case the involved parties have market power on
existing product or technology markets1364. In this perspective, hence, the market power of the
parties can be an indicator of the anticompetitive nature of a research and development
agreement.
Moreover it is acknowledged that research cooperations, by decreasing external competitive
pressure, can slow down the pace of innovation in the considered sector, this leading to a
slower development of new products and services, and also affect competition concerning the
final products or services, with resulting price increases1365.
Especially in case the research and development is directed at a fully new product or service,
the anticompetitive effects can regard innovation itself, in terms of reduced quality and
variety of possible future products or technologies and more in general reduced innovation
speed1366. This occurs in particular when the parties could achieve the research objective fully
autonomously, thus also in absence of any collaborating party1367 or when significant
competitors on an existing technology market cooperate to develop a new technology that
may substitute the old one1368. In this last case, the cooperation between the two companies
may slow down the research process on the new technology, exactly because the parties to the
research and development agreement have a strong market position both on the technology
and the research market1369.
Interestingly the Commission also refers to foreclosure effects, arising when the research
cooperation involves a player with significant market power, especially in respect to a key
technology1370. This statement is particularly interesting for the case of health data pools
often, as illustrated in the analysed case-studies, involving a digital company, as Google or
1362
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IBM, with significant market power especially in respect to the algorithmic processing
infrastructure needed to run the digital research enquiries1371.
However, the Commission also acknowledges that the foreclosing effects of research and
development agreements mostly stem from the related agreements regarding the joint
production and marketing of the products or technologies research and development
agreements aims at improving or at newly producing, in case these are already sufficiently
defined1372. When this is the case, the foreclosing effects occur mostly in the related products
and technology markets.
Moreover, as has been observed in the literature, foreclosure effects particularly often result
exactly from public-private partnerships established for the purposes of joint R&D
collaborations. Here indeed the agreements usually entail restrictions preventing the public
institution to conduct similar competing research after the conclusion of the co-operation1373.
Similarly, smaller firms have been foreclosed by larger firms under R&D agreements in the
pharmaceutical sector, as a result of agreements with which the larger firm trades its
development, testing and distribution skills with the venture or with which the stronger party
prohibits the institutions part to the research project to autonomously research and develop the
compound or substance object of the agreement1374.
In respect to restrictions of competition by object, the Commission observes that research and
development agreements can serve as a tool to engage in a cartels, this implying the
coordination in terms of price fixation, output limitation or market allocation1375. According
to the Commission, the restrictive effects of research and development agreements are likely
to occur if the same parties to the agreement entail a strong market position, the entry in the
research market is difficult and the innovation rate in respect to the considered research
activities is already low1376.
Similarly, anticompetitive effects can result also from a research agreement between a
dominant undertaking and a smaller or even potential competitor who is just about to enter the
research market, potentially endangering the incumbent’s market power1377.
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4.4 Health Data Pools under art. 101(3) TFUE
Although producing anticompetitive effects, a research and development agreement can be
exempted for its efficiency outcomes.
Efficiency considerations are directly incorporated within Article 101(3) TFUE, which allows
for exemptions of agreements and practices, which while having some anticompetitive
attribute have the beneficial effect of contributing to the promotion of technical or economic
progress. Hence it is exactly under art. 101(3) TFUE that the innovative potential of a
transaction, such as the one involving an information exchange, can be relied on as a defence
to a conduct that would be otherwise prohibited1378.
The conditions under which antitrust enforcers are normatively allowed to positively judge an
exchange of information for its efficiency outcomes, even if falling under the prohibition of
art. 101(1) TFUE for its anticompetitive effects, are listed under art. 101(3) TFUE and are
cumulative1379. Here it is stated that an agreement can be exempted if it i) contributes to
improving the production or distribution of goods or contribute to promoting technical or
economic progress; ii) allows consumers a fair share of the resulting benefits; iii) the
restrictions it causes are indispensable to the attainment of these objectives; iv) the agreement
must not afford the parties the possibility of eliminating competition in respect of a substantial
part of the products in question.
Art. 101(3) TFUE is thus the acknowledgment that sometimes an effect-based approach or an
“intelligent-design approach”, may be exceptionally valuable, provided that a conduct that
impairs a proper development of the competitive process still results in some efficiencies and
leaves a certain margin for the competitive process to have some margin of development1380.
In this perspective, the exemption to art. 101(1) TFUE reflects a consideration of consumer
welfare concerns that goes beyond the safeguard of the mere competition process, in
accordance to a more economic approach in the application of competition rules and in the
pursuing of the objective of consumer welfare protection1381.
Following the Commission’s Guidelines, once having inferred the anticompetitive effects of
information exchanges, these need to be balanced against the countervailing positive, procompetitive aspects1382. It could indeed be that the anticompetitive effects are outweighed by
1378
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the achievement of efficiency-enhancing effects1383. As the Commission however clarifies,
although positively considering efficiencies generated by a transaction, art. 101(3) TFUE
relies on the presumption that the elimination of competition generates long term welfare
losses that cannot be compensated by short-term efficiencies1384.
As for the assessment of the anticompetitive effects of the agreements under art. 101(1)
TFUE, also the assessment under art. 101(3) TFUE, involving a balancing between the
possible anticompetitive effects and the efficiency outcomes, needs to be carried out with
regards to the specific market context in which the exchange occurs1385. In these regards, it
has been acknowledged that the main difficulty of the balancing between efficiencies and
consumer harm generated by arrangements involving information exchanges is that these can
occur in different markets1386. In this case, a balancing could nonetheless be carried out if the
two markets in which the efficiencies and the consumer harm occur are related and both the
positive and negative effects occur to the same consumers1387. The latest interpretation of
cross-market efficiencies however admits the analysis of efficiencies in a connected market
even

without

consumer

commonality,

as

long

as

those

benefits

produce

objective advantages for the consumer the related market1388.
Overall, the balancing under art. 101(3) TFUE is a multifactor test that expressly takes into
account innovation concerns.
The European Commission Guidelines regarding art. 101(3) TFUE provide useful
specifications with regards to the exercise required by the provision at stake1389. First of all
the Commission requires a so-called counterfactual comparison between the state of
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competition in absence of the agreement and the one established as a result of it1390. For these
purposes, the relevant market needs to be defined and regard needs to be taken to the “nature
of the products, the market position of the parties, the market position of competitors, the
market position of buyers, the existence of potential competitors and the level of entry
barriers”1391.
With regards to the indispensability of the restrictions for the achievements of the legitimate
objectives as the improvement of production and the distribution of goods, and the promotion
of the technical and economic progress, although it apparently resembles the requirement
under the ancillarity test, the Commission has provided a more flexible interpretation of the
requirement of indispensability under art. 101(3) TFUE, referring it to restrictions that are
“reasonably necessary” for the efficiency in question1392. This means that under art. 101(3)
TFUE the assessment concerns whether more efficiencies are produced with the agreement
and the related restrictions, than in the absence of such agreement or restriction1393.
4.4.1 Technological and Economic Progress Under Art. 101(3) TFUE
The efficiencies stemming from potentially anticompetitive agreements relevant under art.
101(3) TFUE are mainly of economic nature.
This is suggested by the Guidelines regarding art. 101(3) TFUE that specify how the
consideration of goals set by other Treaty provisions is allowed only to the extent that they
cannot be included under the four conditions set under art. 101(3) TFUE1394. This clarification
reflects a strictly economic evaluation of efficiencies under art. 101(3) TFUE, which allows
for the consideration of broader welfare benefits, of social nature, only to the extent these are
connected to economic efficiencies1395.
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Accordingly, the European Commission has granted the exception under art. 101(3) TFUE to
research and development agreements combining research and development departments of
competitors or potential competitors, for their contribution to the technical and economic
progress and, as a reflex of that, for their promotion of the creation of the internal market1396.
A similar favourable treatment has been given in the case law of the European Commission to
collaborations established for industrial restructuring purposes. These have been expressly
taken into consideration by the European Commission under art. 101(3) TFUE as means to
increase the competitiveness of European businesses1397.
In the BPCL/ICI1398 and ENI/Montedison cases1399, the Commission maintained that the
agreements made for the purposes of overcoming industry’s structural process problems,
would have been more effective than if the undertakings would have faced such issues
separately 1400.
Along the same lines, the Commission also granted exemption to an agreement between
Bayer and BP Chemicals, especially highlighting the technological improvements to the
industrial organisation of the involved companies, capable of boosting companies’
competitiveness1401.
The advancements in terms of competitiveness brought about by an agreement have been
positively evaluated also in the Optical Fibre decision, where the creation of a joint venture
has been considered by the Commission as a means to transfer technology from the United
States to the European Community, which has been deemed “essential to enable the European
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companies to withstand competition from non-Community producers, especially in the USA
and Japan, in an area of fast moving technology”1402.
Lastly, the notion of technological progress under art. 101(3) TFUE has been employed to
include also consumer protection concerns1403. As a result, the Asahi/Saint Gobain agreement
was exempted in the view of the enhancement of product safety it was deemed to bring
about1404.
The recalled case law provides an interesting benchmark for the inclusion of health datadriven innovation under the art. 101(3) TFUE exemption, in view of the specific industrial
and consumer-related efficiencies- generated by both process and product innovation- health
data exchange agreements can lead to.
In respect to the specific case of health data sharing agreements, the question of whether also
public health benefits stemming exactly from the pooling of health data could gain relevance
under the exemption to art. 101(1) TFUE.
Interestingly, in the Mètropole ruling, the European Court of Justice has provided a wide
interpretation of art. 101(3) TFUE, stating that “the Commission is entitled to base itself on
considerations connected with the pursuit of the public interest in order to grant exemption
under art. 81(3)”1405.
Despite the acknowledgment of the possibility of incorporating public interest concerns
within the analysis under art. 101 TFUE, health concerns have been rarely considered by the
European case law under art. 101(3) TFUE1406, and mainly in combination to environmental
interests1407.
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The failure to properly assess the public interest dimension of agreements in the
pharmaceutical sector has been well highlighted by the European Court of Justice, in the
GlaxosmithKline case1408, where the Court, upholding the argument made by the Court of
First Instance, which had criticised the insufficient the analysis by the Commission of the
efficiencies related to the transaction, and had in particular stressed the importance of the
consideration of the specific the legal and economic context of the pharmaceutical sector for
the purposes of the evaluation of efficiencies under art. 101(3) TFUE1409.
However, it needs to be acknowledged that the failed inclusion of the consideration of healthrelated efficiencies largely depends on the fact that the health sector is regulated and protected
by other branches of European Union law, especially after Lisbon, and mostly by other
provisions at national level.
The so far missed inclusion within art. 101(3) TFUE assessments of public interest
considerations related to health1410 could be however restored as a consequence of the
growing attention given to health-related issues at European level, and in particular in the
context of the Digital Single Market Strategy1411. As has been shown, in particular within the
Digital Single Market Strategy, health efficiencies are treated in the context of digital
economic efficiencies, if not as outright economic efficiencies1412.
This could maybe ground a greater consideration of health-related efficiencies brought about
by the digitalisation of health products- as deriving from arrangements regarding the
exchange of health information-, both in terms of health products innovations (i.e.
personalisation of health products) and health process innovations (i.e. faster delivery of
health care services through digitalisation)1413.
These efficiencies could be worth of autonomous consideration- and not only for their purely
economic relevance- for the purposes of the competition law assessment of health information
exchanges under art. 101(3) TFUE1414.
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However, the possible consideration of health data pools under art. 101(3) requires a
hermeneutical operation that takes into account the peculiarities of both data-driven
innovation and of the health sector: in the digital environment, innovation courses are strongly
affected by uncertainty and unpredictability, both wit regards the subjects taking part to it and
the object of research and development. The uncertainty and unpredictability, together with
the speed, characterising data-driven innovation are greater than what occurs in respect to
non-digital innovation1415.
At a deeper level, thus, the very features of data-driven innovation trigger a careful
assessment of how data-driven innovation can fit into the notion of “technical and economic
progress” as expressed under art. 101(3) TFUE.
For these purposes, there are significant obstacles to the incorporation of data-driven
innovation concerns into the considered exemption1416.
Indeed, for the application of the exemption, the Commission requires a detailed explanation
and description regarding “the nature of the efficiencies and how and why they constitute an
objective economic benefit”1417. This means that the parties to the agreement, and more
precisely to the information exchange, must give proof of the precise efficiencies that will be
generated by the transaction and that will positively impact the market1418. In these regards,
the precise description of the efficiencies stemming from data sharing agreements and the
related research activities proves to be problematic first because of the difficulties to figure
out beforehand where data-driven innovation efforts will lead to, given the different
epistemiological approach that data-driven innovation operationally follows. As has already
pointed out1419, indeed data-driven research does not follow the traditional hypothesis/testing
process but rather subverts this traditional scientific discovery process by delivering
hypothesis only after the analytical process has been run. As a result, the idea of
predetermining ex ante the outcomes of the innovation process appears to be inadequate in

1415

It needs however to be underlined that uncertainty is a structural feature of every type of innovation. See in
these regards the observations by H. JALONEN-A. LEHTONEN, Uncertainty in the Innovation Process, in Journal
of
Management
Research,
2012,
4,
1,
12
ff.,
online
available
at
https://pdfs.semanticscholar.org/a9e1/cb367d9d9345cf5c79c436abd6bc4b62497f.pdf, where the Authors
highlight eight forms of uncertainty affecting the innovation process: technological uncertainty, market
uncertainty, regulatory uncertainty, social and political uncertainty, acceptance and legitimacy uncertainty,
managerial uncertainty, timing uncertainty, and consequence uncertainty. Uncertainty of data-driven innovation
is in particular stressed by T. ZARSKY, The Privacy-Innovation Conundrum, in Lewis & Clark Law Review,
2015, 19, 1, 115 ff..
1416
N. ZINGALES, Data Protection Considerations in EU Competition Law: Funnel or Straightjacket For
Innovation?, cit., 94 ff..
1417
EUROPEAN COMMISSION, Commission Notice: Guidelines on the Application of Article 81(3) of the Treaty,
cit., para 57.
1418
Ibid., 58.
1419
See supra Chapter 1 para 1.2.
257

respect to the above-highlighted features of the big data discovery process, if not directly in
harsh contrast with it.
A first steps towards a greater consideration of data-driven innovation under art. 101(3) TFUE
could be given by the relaxation of the requirements of specificities and quantifiability of the
efficiencies by competition law authorities, eventually substituting these parameters to others
more adherent to the specificities of the data-driven innovation process1420.
These other parameters could relate for example to the disclosure of the functioning criteria of
the analytical models used to process the pooled information, and the provision of an “impact
assessment” of the operation involving health data exchanges. This information could indeed
well forecast expected technological efficiencies brought about by an established data pool.
This procedural information could be acquired by competition authorities through
collaboration with data protection authorities1421.
4.5 Health Data Pools under the Research and Development Block Exemption
The European Commission has specifically considered the peculiarities of innovation markets
and the innovation-based transactions occurring in the context of them, by specifying the
application of the exemption under art. 101(3) TFUE to so-called research and development
collaborations.
Indeed, the consideration of the very features of research and development collaboration for
innovation purposes has justified an autonomous consideration of them under the competition
framework, in the form of a regulatory approach that generally evaluates them positively,
provided certain normatively set conditions are met.
The direct acknowledgment that the combination of complementary skills or assets is source
to substantial efficiencies in the field of research and development, has resulted into a block
exemption regulation exactly based on art. 101(3) TFUE and specifically regarding research
and development agreements1422.
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The Block Exemption needs to be complemented with the statements in the already
mentioned Guidelines on Horizontal Co-operation Agreements1423, that have the exact aim to
guide the competition law analysis in the assessment of agreements structuring multi-firm
innovation processes.
The R&D Block Exemption is based on the presumption that research and development
agreements do not cause restrictive effects on competition1424 and should thus fall outside
competition law enforcement’s sphere. As the same R&D Block Exemption specifies, indeed,
the exemption shall apply only to those agreements that violate art. 101(1) TFUE1425.
Hence, for the purposes of the Research and Development block exemption, the notion of
research and development collaboration encompasses a wide range of agreements that need to
be examined in relation to the specific characteristics of the transaction and the underlying
market conditions1426. Indeed, the definition of research and development agreement given by
art. 1(a) of the Block Exemption is quite broad, potentially including “joint research and
development of contract products or contract technologies” linked to “joint exploitation of the
results of the research and development”.
Interestingly, the Commission expressly acknowledges that research and development
agreements may include the transfer of know-how between competitors. According to the
Commission, know-how includes a “package of non-patented information, resulting from
experience and testing, which is secret, substantial and identified”1427. In these specific
regard, the same Block Exemption Regulation specifies that “secret” means that the knowhow is not generally known or accessible1428; “substantial” means that the know-how includes
information that is “indispensable for the manufacture of the contract product or the
application of the contract processes”1429; and “identified” means that the know-how “is
described in a sufficiently comprehensive manner so as to make it possible to verify that it
fulfils the criteria of secrecy and substantiality”1430.
These statements are particularly interesting for they admit that research and development
agreements can involve the transfer of information that is necessary for the conduction of
research. This means, more concretely, that provided the information shared among the
parties adheres to the features of secretness, substantiality and identification outlined in art. 1
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of the block exemption, health data pools established for digital health research purposes
could fall under the special regime provided for research and development agreements.
The Research and Development Block Exemption considers research and development
agreements as benign research co-operations subject to specific conditions and requirements.
As a general premise, it needs to be recalled that the application of the R&D block exemption
is conditioned upon the respect of a market ceiling above which the favourable regime is not
applicable anymore1431 and upon the absence of “hard core”1432 or “black-clauses” codified in
the Block Exemption1433.
The Black clauses outlined in the Block Exemption concern the restriction of the freedom of
participants to carry out research independently or in cooperation with others in fields
disconnected from the relevant field of research or prohibiting the challenging of the validity
of intellectual property rights resulting from the research cooperation.
If such clauses are absent, the block exemption works as an outright safe harbour for
companies engaging in research and development collaboration.
Against the backdrop of these premises, in the case the agreement is thus not per se illegal
because of the presence of hard clauses or not per se legal according to the parameters
established by the Guidelines on Horizontal Co-operation1434, but has rather anticompetitive
outcomes not outweighed by efficiencies, the safe harbour of the block exemption is still
applicable.
The application of the R&D exemption is subject to the conditions highlighted under art. 3
R&D Block Exemption, requiring that the results of the research cooperation are made
available to all the involving parties, without exclusions, including “any resulting intellectual
property right and know-how, for the purposes of further research and development and
exploitation, as soon as they become available”1435 ; that all the parties have access to any preexisting know how to which one or more of the parties to the agreement are entitled and that
results to be “indispensable” for the exploitation of the research’s results1436; that any joint
exploitation may only pertain to results that are protected through intellectual property rights
or know-how, and that are, again, indispensable for the manufacture of the contract products
1431
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or technologies1437; and that the parties having the obligation of manufacture contract
products or technologies fulfil orders for suppliers of the contract products also from other
parties1438.
Ultimately, the exemption covers collaborative research endeavours only for a timeframe of
seven years1439.
The analysis of the provisions of the research and development block exemption together with
the statements entailed in the Guidelines on Horizontal Co-operation show that very few
research and development agreements actually would trigger a competition law
enforcement1440. Indeed, as shown, research and development collaborations either do not
infringe art. 101(1) TFUE in accordance to the broad interpretation given to the notion of noncompeting parties by the Guidelines on Horizontal Co-operation, or they would violate art.
101(1) TFUE but be exempted under the block exemption, provided the conditions set by the
same block exemption are met. As a result, it could be said that the only research and
development agreements that happen to infringe art. 101(1) TFUE are those that do not meet
the conditions established under art. 3 of the R&D Block Exemption or that exceed the market
share thresholds set under the Block Exemption.
Still, in these cases, the Commission highlights that the agreements falling outside the scope
of the Block Exemption do not necessarily have anticompetitive effects1441. However, it is
observed that the stronger the market power of the parties is the greater the reduction of
competition in innovation is, this making the chances higher that the considered agreement
has restrictive effects on competition.
The efficiencies of the research alliances can nonetheless be still evaluated up to be exempted
under art. 101(3) TFUE1442.
Under these premises, the R&D Block Exemption reflects the Commission’s intent to regulate
the increasing number of research and development-based firms, promoting their existence for
the sake of the technological development of the internal market and the European economy
more generally1443.
Against this backdrop, the R&D Block Exemption positively considers competition
restrictions when they are generated by an overall welfare enhancing research and
development agreement. In this case, indeed, also these apparently anticompetitive
1437
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restrictions serve the purposes of the agreement, and are thus worth of being exempted from
the competition enforcement.
In these regards, indeed, it is interesting to observe that the same R&D Block Exemption
allows for restrictions to the rights of exploitation of the results of the research and
development and to the access of the correspondent results for the purposes of the exploitation
of them1444. In addition to this it admits that research entities which supply research and
development as a commercial service without normally exploiting the results of the research
itself, can suffer restrictions regarding future research1445. Finally, it allows also reciprocal
compensation among the parties for the access to the results for the purposes of further
research or exploitation1446.
The favourable approach regarding research collaborations is already reflected in some early
R&D cases, as Asahi/StGobain1447, KSB/Goulds/Lowara/ITT1448 and Continental/Michelin1449,
where the Commission allowed for collaboration between undertakings, which held a
considerable market power on their respective product markets and were the very few
research poles in the relevant industries1450. In all these cases the Commission positively
welcomed that such research collaborations were aimed at creating new technology standards,
that are new basic technologies for future markets, in which old technologies will be
substituted by newly developed technology.
The mentioned cases thus well reflect how research collaborations have been treated leniently
and even promoted by the Commission, despite the risk, expressly acknowledged by the
Commission1451, of the creation of monopoly positions on future markets and of the exclusion
of minor research institutions from current lines of technological research.
Under these premises, it can be said that in respect to research and development
collaborations, the European competition law embraces a Schumpeterian conception of
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innovation, according to which the analysis’ barycentre is not placed on the market structure
but rather on the technological progress the same research agreements brings about1452.
From a first, more practical perspective, the lenient treatment granted to research
collaborations can also be rooted in the practical difficulty of figuring out beforehand the
anticompetitive outcomes that research and development collaborations will have in new
technology markets1453.
However, it needs to be observed that the rising importance of research collaborations have
lately triggered a renewed attention by the Commission regarding the competitive harms
exactly deriving from research-based market concentrations. The issue will be assessed in the
next chapter concerning the legal remedies needed in the data-driven health research
environment.
From a second- more systematic- perspective, by preventing inefficient market segmentation
in the field of technological and research cooperation, both the R&D Exemption and art.
101(3) TFUE ultimately appear to serve market integration objectives, as promoted by the
“free flow” of research and technological assets among companies1454. In this light, the
exemptions are to be considered as a regulatory subset of the European competition
framework, which calibrate the competitive process in a way that is adherent to the attainment
of the broader objectives of the European Treaties, “in particular the creation of a single
market achieving conditions similar to those of a domestic market”1455.
Against this backdrop, the R&D Block Exemption appears to reaffirm the hierarchy of
European policy objectives already expressed by the European Commission in its White
Paper on Modernization, where free movement principles take priority over competition1456.
The competition law framework concerning research and development collaboration is very
likely to gain new relevance in the context of the digital economy, and especially in the
pharmaceutical sector, which, as has been illustrated, is ever more evolving around a
collaborative paradigm putting in connection traditional health research stakeholders with
technology-based undertakings1457.
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In light of the new digital health research context, research and development block exemption
could well provide a normative ground for the promotion of new research alliances based on
health data pools1458. Indeed, as has been illustrated, the newly emerging digital health
collaborations, appear to be conducted among businesses active in different markets, which
thus would be considered as non-competing businesses under the above-recalled criteria
established by the Guidelines on Horizontal Co-operation.
The fact that these collaborations are established among what under the Commission’s
interpretation are to be regarded as non-competing businesses would presumably make these
same collaborations fall outside the scope of art. 101(1) TFUE. Moreover, even if the parties
to such research projects would be considered potential competitors1459 and the resulting
agreement would be found violating art. 101(1) TFUE with the need to resort to the R&D
block exemption- the wide notion of research and development agreement provided under art.
1 R&D block exemption, expressly encompassing data transfers, appears suited to include
also health research data pools.
Hence, the R&D Block Exemption could well favour the free flow of research valuable
information in accordance to the market integration objectives related to the digital single
market1460.
As it has been already observed in respect to the General Data Protection Law’s research
exemption, also under competition law’s block exemption, a positive attention to what is datadriven research, meaning data analytical enquiries effectively promoting technological and
thus economic progress, and what are conversely ordinary commercial data-driven activities,
would be needed to avoid the risk that sensitive data exchanges between various actors in the
digital internal market bypass a proper competition law scrutiny.
Surely, the conditions set out by art. 2 as well as the market share thresholds are first, useful,
safeguards for an excessive application of the R&D block exemptions to data-driven research
collaborations. However, a proper reconsideration of the competition law exemption to art.
101(1) TFUE in light of the peculiar features of the digital research would maybe needed in a
near future, given the increase of the importance of pre-market competition in the digital
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economy1461, as well as the difficulty to define market shares in digital multi-sided
markets1462.
4.6 Health Data Pools under the Technology Transfer Block Exemption
In the first chapter it has been observed how (health) data pools involve most of the times not
only the sharing a varied type of data, but also the pooling of the processing technology
needed to analyse the data and thus to run scientific enquiries over it. With regards to the
processing technology, hence, health data pools could find further grounds for exemption
under another block exemption, regarding technology transfers1463.
The Commission establishes a presumption of lawfulness of technology transfers
“irrespective of the market position of the parties”1464: as it is observed, indeed, “most licence
agreements do not restrict competition and create procompetitive efficiencies. Indeed,
licensing as such is procompetitive as it leads to dissemination of technology and promotes
innovation by the licensor and the licensee(s)”1465.
In the Guidelines, the Commission specifies that a technology transfer agreement is to be
deemed as pro-competitive especially in case the “(a) participation in the pool creation
process is open to all interested technology rights owners; (b) sufficient safeguards are
adopted to ensure that only essential technologies (which therefore necessarily are also
complements) are pooled; (c) sufficient safeguards are adopted to ensure that exchange of
sensitive information (such as pricing and output data) is restricted to what is necessary for
the creation and operation of the pool; (d) the pooled technologies are licensed into the pool
on a non-exclusive basis; (e) the pooled technologies are licensed out to all potential licensees
on FRAND terms; (f) the parties contributing technology to the pool and the licensees are free
to challenge the validity and the essentiality of the pooled technologies, and; (g) the parties
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contributing technology to the pool and the licensee remain free to develop competing
products and technology”1466.
Under these premises, it can nonetheless be that technology transfers have restrictive effects
on competition, thus infringing art. 101(1) TFUE. Also in this case, however, these
agreements could still be exempted under the Technology Transfer Exemption.
In these regards, the potential relevance of health data pools under the technology transfer
block exemption is quite controversial1467 and a deep assessment of the applicability of this
block exemption to the case of health data pools is beyond the very scope of this study.
The concerns to the application of the rules concerning technology transfers to data pools
mainly relate to the fact that traditional technology transfers normally include non-competing
patents and are devices to collect royalties, in which technologies are defined in the standard
setting agreements. Data pools, conversely, are agreements involving exchanges of
information that are the testing material and the design material for technologies that cannot
be ex ante properly defined1468, also in the view of the generation of always new secondarygenerated data as a result of the processing investigations.
Despite these hurdles, the qualification of health data pools as technology transfers is
nonetheless suggested from both a normative and a practical perspective.
From the first standpoint, as has been already acknowledged under the R&D block
exemption, also the TT block exemption makes reference to data as possible object of a
technology transfer agreement, allowing the licensor to transfer know-how, defined as
“practical information, resulting from experience and testing”1469 and which shares exactly the
same above-recalled features of secretness, substantiality and identifiability1470.
From a practical perspective, it has been acknowledged that the technical infrastructure
employed to set up a health data pool is very similar to a patent pool1471, this triggering the
relevance also of the soft regulation entailed in the Technology Transfer Guidelines
specifically regarding the establishment of technology pools1472. As occurs with patent pools,
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that can involve the licensing of essential1473 and non-substitutable1474 patents, also some data
pools, as health research data pools can involve the aggregation of data that can be both
essential for the programmed research and of non-substitutable nature, such it is the case of
sophisticated clinical trials data owned by pharmaceutical companies and “real world” digital
health-related data collected by digital companies.
Moreover, it can be argued that as in traditional technology pools where technology are
protected by patent that are licensed within the pools, also in (health) data pools, the data are
usually covered by some form of intellectual property1475, mainly trade secrets and database
rights that are “licensed” to the pool members1476.
However, it needs to be remembered, that just as the R&D block exemption, also the TT
block exemption is conditioned to some requirements1477. These relate to the absence of any
obligation of the licensee to grant an exclusive license1478, the absence of the prohibition
borne by a party to challenge the validity of an intellectual property right1479 and ultimately
the absence of a clause limiting the ability of any of the parties to the agreement to carry out
research and development and to exploit their own technology rights1480.
The applicability of the technology transfer block exemption to health data pools is further
restrained by a last provision of the same block exemption regulation, stating that in case of
applicability of the Research and development block exemption, this last exemption absorbs
the technology transfer exemption, which thus becomes not applicable1481.
Hence, if a health data pool is linked to a research and development agreement relevant for
the purposes of the application of the R&D block exemption, the same health data pool will
be granted leniency under the R&D block exemption, instead of under the TT block
exemption.
5. Health Data Pools as Information Exchanges Under Arts. 101(1) and 101(3) TFUE
The analysis above has illustrated the competitive relevance of health data pools as part of
research and development agreements. It has shown how both exceptions under art. 101.3
TFUE and under the relevant block exemptions could ground a favourable treatment of health
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information exchanges that are inscribed in a specific research project. The link of research
alliances conducted through the sharing of data to a promised technical development is
positively regarded under European competition law, which therefore tolerates also possible
anticompetitive effects, exempting them.
Different considerations are to be conversely made if health data pools, that is health
information exchanges are not part of a research and development agreement and are thus
self-standing information exchanges.
As research and development agreements, also self-standing information exchanges are
expressly taken into consideration in the Commission’s Guidelines on Horizontal
Cooperation.
As a premise, however, it needs to be said that the Commission’s Guidelines appear to refer to
information exchanges in non-digital markets, where information exchanges- as the
Commission clearly suggests- involve the sharing of information regarding firms’ future
conduct on the market1482, such as the firms’ respective commercial policies1483 or data
concerning future prices or quantities1484. More precisely, the information exchanges the
Guidelines refer to, are the ones that reduce market uncertainties1485 and thus increase the
likelihood of anticompetitive outcomes1486.
Hence, the Guidelines do not appear to be properly tailored to exchanges having the specific
object of digital personal data. Nonetheless some interesting suggestions can be drawn in
respect to the competitive relevance of sensitive personal data exchanges. Indeed, the same
Guidelines include within the list of strategically relevant information also, customer lists,
that is information regarding customers1487, which can well include also personal data.
From a first perspective, the Guidelines on horizontal co-operation affirm that information
exchanges are not related to a presumption of unlawfulness under art. 101(1) TFUE. To the
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very contrary, information exchanges are positively regarded as “a common feature of many
competitive markets and may generate various types of efficiency gains. It may solve
problems of information asymmetries, thereby making markets more efficient”1488. Moreover,
it is suggested that if the exchanges regard complementary informational assets, they are
likely to generate “great economic benefits”, as, amongst others, faster innovation rates1489.
Along these lines, the Commission stresses the efficiency outcomes of information
exchanges, acknowledging their structural relevance in many competitive markets. In these
regards, information exchanges are considered for their efficiency gains in terms of, inter alia,
the improvement of “internal efficiency through benchmarking against each other's best
practices”; the saving of costs related to the “reduction of inventories”; the “quicker delivery
of perishable products to consumers”; and the reduction of consumer search costs and their
improvement of choice1490. In addition to this, the Commission stresses the advantages of
information exchanges for the purposes of risk sharing between the firms involved in the
exchange, the creation of economies of scale and the related cost savings, the reduction of
information asymmetries, the transfer of know-how and ultimately the enhancement of
product variety and quality, with the resulting overall fostering of the pace of innovation1491.
Against this backdrop, the Commission first highlights that information sharing can be a
means for firms to coordinate, resulting in restrictive effects of competition as result of the
reach of a common understanding on the terms of coordination or of the increase of the
internal stability of a collusive outcome on the market1492.
The collusion effect is the primary antitrust concern associated to information exchanges1493,
providing the firms with complete information and thus helping them to find a particular
collusive equilibrium.
The collusive effect of an information exchange appears however to be a concern especially
related to information regarding marketed products or services, that is mostly related to firms
behaviours, such as information regarding price settings, geographical markets or sales1494.
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Conversely, with regards to information working as a structural component and thus as an
input for digital services and products- as it is the case of health data- the risk of collusive
practices is narrower, because such information is not really relevant for enacting
coordination mechanisms, in the forms, recalled by the Commission, of monitoring deviations
by other firms from a collusive or of monitoring market entrance efforts of incumbents1495. In
these regards, health information sharing agreements, given their little collusive value, should
mostly fall outside the scope of art. 101(1) TFUE1496.
However, the European Commission interestingly considers another ground of competitive
harm stemming from information exchanges, which is separate from collusion and is related
to the different case of anticompetitive foreclosure.
From this different perspective, the Commission acknowledges that information sharing is
capable of leading to anti-competitive foreclosure effects on the market where the information
exchange has taken place1497. As the Commission observes this occurs when the exchange of
the commercially sensitive information leaves competitors who have been left outside the
arrangement with a competitive disadvantage as compared to the companies affiliated within
the exchange system1498.
The information exchange could for example determine the raising of competitors’ costs to
enter the market in which the information exchange has occurred, as a consequence of the
high costs either for replicating the datasets needed to entering the concerned markets or for
the acquisition of the same datasets by the parties involved in the exchange. With regards to
this last case, for example, firms involved in the information exchange could indeed raise the
price of the same exchanged dataset that a competitor wants to have access to1499.
Along these lines, it is particularly interesting that the Commission expressly acknowledges
that information exchanges of competitively valuable information can be source to market
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power for the firms engaging in the information arrangement, with the connected effect of
raising their rivals’ costs needed to enter the downstream market1500.
Hence, the Commission appears to take into consideration the value of data as an input
consolidating firms’ market position and raising cost barriers for rivals’ market entrance. This
consideration gains a particular relevance in the context of digital markets and in the even
more specific context of health data pools in light of the current view of the value of data as a
source of market power in digital environments1501. Firms exchanging information in digital
health innovation markets could thus raise the price of the same shared information or refuse
to supply it at all. These conducts could well preclude competitors the access to digital health
data, being key component for a market downstream, such as the provision of a digital health
service1502.
The risk of exclusion by raising rivals’ costs has been expressly taken into consideration by
the European Court of Justice especially in the two cases of John Deere1503 and Asnef
Aquifax1504. In these cases the Court expressly took into consideration the exclusion of some
competitors from strategic collaboration and, more generally, from sharing agreements
regarding a precious information facility. Although both of the mentioned cases assess the
conducts under art. 101 TFUE, they appear to suggest that information exchanges lead to
anticompetitive effects when they are related to a refusal to supply or to a refusal to deal
conduct1505.
This last consideration proves to be particular interesting in respect to conducts related to
sharing of information that is an input for the conduction of research and for the development
of new products or services, as health data.
Indeed, if collusive effects are in this case difficult to identify, the risk of foreclosure effects is
surely more grounded in the dynamics of the emerging collaborative research alliances.
However, a careful distinction need to be made between the foreclosure effects that arise as a
consequence of a refusal by the formed pools’ members to share their aggregated research
valuable data with third- eventually competing- parties, and the foreclosure effects that arise
as a result of the establishment of the pool itself.
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The first type of foreclosure effect can be relevant under art. 102 TUFE when the refusal from
which it stems is linked to a dominant position of the members of the research alliance1506.
This foreclosure effect however derives from a conduct carried out by parties of an already
established information pool.
Conversely, the analysis under art. 101(1) TFUE captures eventual foreclosure effects that
originate from the same conduct of exchanging data, thus of the establishment of an
information pool. In respect to the creation of health data pools, the foreclosure would stem
from the appropriation of the health information that is pooled together by the members,
enacting stronger intellectual property measures over the collected and secondary-generated
health predictions, in this way foreclosing the access to such research valuable information to
other competing entities. For those who remain outside the so-formed health data pool, the
complexity and sophisticated nature of health datasets deriving from health data pooling
efforts render the same exchanged health data highly difficult for competitors to replicate1507.
Moreover the scientific, and thus market value of these health datasets is strictly intertwined
with the technological infrastructure that extract research valuable analytics from the
aggregated health data pools1508. Usually this technological infrastructure is equally not
readily available or replicable to every market entrant, but is rather the exclusive property of
one of the market players involved in the exchange.
For the purposes of the assessment of the foreclosing effects of information exchanges under
art. 101(1) TFUE, the Commissions’ Guidelines stress that the analysis of the concrete
anticompetitive outcomes of information exchanges under art. 101(1) TFUE is to be made
highly dependent on the specific circumstances of the singular case, and more specific on the
economic conditions on the relevant markets and the characteristics of the exchanged
information1509.
However, the very peculiar nature of exchanges of personal data in digital markets certainly
requires a specific consideration of their anticompetitive value.
In these regards, interestingly, the relevance of information exchanges as arrangements under
art. 101(1) TFUE has been recently taken in consideration by the European Court of Justice
1506
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with regards to a computerised information system, working as a technological infrastructure
for the exchange of information between the parties1510. The case constitutes a first
acknowledgment of the need to adapt the notion of information-based concerted practices to
the reality of digital information flows. The judgment clarifies that participation to a
technology platform sharing information among businesses using the platform can give rise to
an anticompetitive agreement between the platform administrator and the platform’s users,
with the technological information-exchange platform working as a facilitator of a collusive
conduct1511.
This first recognition of the peculiar technological ecosystem in which digital data exchanges
occur has however not yet followed by a more comprehensive evaluation by the Commission
of the potential relevance under art. 101 TFUE of digital information exchanges.
The criteria set by the Guidelines as indicators of the anticompetitive effects of information
exchanges do not appear to be suitable to the specificities of digital markets’ functioning.
The redaction of Guidelines specifically concerning the assessment cooperation arrangements
stemming from digital data exchanges would thus be desirable. Such operation could be done
directly moving from some of the criteria considered by the present Guidelines on Horizontal
Cooperation, which identify as relevant indicators the structure of the market, considered
before and after the performance of the information exchange; the subject matter of the shared
information; its degree of aggregation; its novelty; its degree of secretness; the frequency of
exchanges; the size and materiality of the market covered. All these criteria would need to be
reconsidered in light of the very features of digital data exchanges.
In the absence of a more developed case law and more specific policy guidelines the
assessment under art. 101(1) TFUE of “pure” data exchanges, that is disconnected from a
broader research and development agreement, proves to be difficult.
Just as the reflection about the anticompetitive effects of digital data exchanges under art.
101(1) TFUE, also the reflection about the possibility to exempt digital data exchanges under
art. 101(3)TFUE is still at an early stage.
In the John Deere case, involving the creation of a data pool regarding tractors’ sale, the
Court denied application of art. 101(3) TFUE, because, interestingly, it held that the data
sharing agreements created restrictions of competition that were not indispensable for the
generation of efficiencies related to the possibility of identifying and comparing sales of
1510
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individual tractors on the basis of the pooled data1512. Indeed, the Court observed that
businesses could well operate in the agricultural tractor market also relying just on own
company data and aggregate industry data that was already available on the market1513.
This statement is particularly interesting because it implies, a contrario, that the restrictions
of competition resulting from a data pool can be considered indispensable only if the data that
are share among competitors are indispensable to operate in the considered market, just as it
occurs with health data needed for the development of digital health services and products.
A more generous approach under art. 101(3) TFUE with regards to the establishment of data
pools has been more recently adopted in the Asnef Equifax case1514.
Here, the European Court of Justice has come to acknowledge efficiency outcomes of
information exchanges among firms, involving the creation of a financial data pool. The
Court highlighted that the sharing of information regarding the creditworthiness of potential
borrowers was related to the purpose of reducing the risk of lending through the reduction of
the information asymmetry between credit institutions and borrowers. In this perspective, the
information exchange was deemed to reduce the number of borrowers who did not manage to
repay the loan, thus enhancing the functioning of the credit supply system as a whole with
more efficient market outcomes1515. Overall, hence, the court identified the benefits of the
data pool, stressing however that the assessment of the efficiencies stemming from the
creation of data pools needs to be carried out on a case by case analysis1516.
In this perspective, the peculiar efficiencies highlighted in the Asnef Equifax could somehow
be applied to the case of health data pools, to the extent that the aggregation of health
information reduces the information asymmetry between healthcare providers and patients,
thus reducing the numbers of diagnostic or treatment errors with an enhancement of the
efficiencies of the specific health care service to which the health data exchange relates.
These are however only first considerations. The assessment of the technological and
economic progress related to a data exchange that is not inscribed into a research and
development agreement proves to be surely more challenging, and as the European Court of
Justice has stressed in the Asnef Equifax case, needs to be deeply rooted in the specific
circumstances of the single exchanges.
It can however be forecasted, as some strand of the literature has already highlighted that
future case law will give explicit consideration to data-driven efficiency outcomes of self-
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standing data sharing practices for the purposes of the effect-based analysis under art. 101(3)
TFUE1517.
6. Health Data Pools under European Merger Policy
With regards to information exchanges occurring in the context of a broader arrangement
between undertakings, also the “extreme” case of information exchanges occurring in the
context of merger operations between undertakings needs to be taken into consideration.
In the case of information exchange analysed in the previous paragraphs, the exchange create
a new data pool to which the involved entities have common access to, maintaining a separate
economic and legal subjectivity.
Things are quite different in the case two entities merge. Through the merger, indeed, a new
economic entity is created, in which among other things such as payoffs, also the information
assets that were previously under the separate control of each of the merging entities are
ultimately pooled together. In this way, together with a unity of interests in payoffs, the
merger also creates a unit of interests in information1518.
In the context of merger analysis, innovation concerns are expressly taken into account under
recital 29 of the merger Regulation, which affirms that the assessment of efficiencies
constitutes an integral part of the merger analysis, thus implying that mergers can have
efficiency outcomes. Accordingly, art. 2 of the Regulation compels the European Commission
to take into account “the development of technical and economic progress” 1519.
With regards to merger-related efficiencies, the Non-horizontal Merger Guidelines
interestingly affirm that non-horizontal mergers are more likely to create pro-competitive
efficiencies than horizontal mergers between competitors1520.
Moreover, expressly taking into consideration innovation concerns, the Horizontal Merger
Guidelines specify that in markets where innovation is an important competitive force, a
merger may increase firms’ ability and incentives to produce innovative market outputs, in
turn increasing the competitive pressure on rivals to innovate in that market1521. As a result,
consumers may benefit from new or improved products resulting from increased research and
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development1522. The same Guidelines require however specific proof by the parties of the
claimed innovation-related efficiencies. More precisely, the parties to the transaction are
required to show that such efficiencies will be passed on to consumers, are verifiable and are
merger-specific specific, this meaning that these efficiencies can be achieved only through the
merger and not through another, less market invasive transaction, such as a cooperation
agreement1523.
Against this backdrop, a strand of the literature has underlined how, especially in the
pharmaceutical sector, mergers have been driven by firms’ aspiration to achieve higher
efficiency and innovation outcomes1524.
In recent years, the antitrust literature has placed an increasingly strong attention to
innovation concerns within merger analysis1525.
The impact of corporate mergers on innovation has been the subject of a heated controversy
in the field of antitrust scholarship1526.
In this regard, some economic studies find that mergers have a negative externality related to
the decrease of firms’ incentives to innovate, ultimately harming innovation, both considered
in terms of process and product innovation1527. Thus, a merger- in the absence of innovationspecific efficiencies or research spillover effects- would generally cause harm to consumer
welfare, as a consequence not only of the traditionally acknowledged price increases caused
by mergers, but also of the diminishment of innovation rates1528.
Along similar lines, others, focusing on sole product innovation, stress how through mergers
firms coordinate their commercialization decisions, so that if one- or even both- of the merged
research laboratories innovate, the other free rides on the innovation successes of the other
laboratory. This possibility to free ride thus ultimately reduces the merged laboratories’
overall research efforts1529.
From a different perspective, mergers can possibly also have positive externalities, directly
related to “knowledge spillover effects” triggered by mergers, through which merging firms
1522
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internalise positive knowledge externalities, as well as by “margin expansion effects” or,
more simply, scale effects, directly related to the fact that the merger reduces the overall cost
of a fixed investment like research and development1530.
Merger-related efficiencies have been ultimately highlighted by another strand of the
literature, which has carefully explored the efficiencies on the side of research and
development that a merger, combining research and development resources, can bring
about1531. These efficiencies relate to the knowledge diffusion occurring within the merged
entity1532; the technological and research spillovers, leading to the heightening of incentives to
innovate1533; enhancement of technological appropriability1534; the coordination of research
and development investments, leading to significant cost savings related to the avoidance of
duplicating efforts, with a positive effect on the expected amount of realized innovation1535;
the stirring of cumulative innovation, especially in case the innovation acquired by a party
through the merger could not be licensed or could not be properly exploited by the original
right owner1536; ultimately, the increase of legal certainty, given by the fact that a merger, by
forming a new entity out of previous two, reduces legal uncertainties regarding the allocation
of intellectual property rights in the market and the risk of legal conflicts1537.
In light of the above-traced efficiencies, and in respect to the specific case of the
pharmaceutical market, some scholars have underlined how pharmaceutical mergers are a
means of aggregating technically and scientifically valuable assets, thus enabling firms to
fruitfully combine their research and development skills with sensitive efficiency outcomes in
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innovation markets1538. In particular, the combination of research and development assets
through a merger is regarded as a means for smaller companies to overcome the high entrance
barriers given by high research and development and marketing costs needed to enter
pharmaceutical markets1539.
Against this backdrop, the literature stressing the potential efficiencies related to mergers
claim that, exactly in the view of these efficiencies, mergers with a dynamic innovative twist,
should be treated more leniently than static transactions1540.
For the purposes of the incorporation of innovation considerations in the context of merger
analysis, proxies have been developed, regarding the number of patents, the number of new
products, and R&D spending1541.
Nonetheless, the above-outlined theoretical developments have not yet been fully internalized
in the practical context of merger analysis.
In these regards, the Commission has highlighted the key importance of the existence of a
potential third party competitor in the innovation market in which the merger occurs, to the
point that the Commission has cleared some mergers in the pharmaceutical market exactly
based on the existence of the pressure of potential third party competitors1542.
This means that traditional market analysis by the European Commission has taken into
consideration innovation aspects of mergers, positively evaluating them1543.
The practical attempt to incorporate innovation consideration into merger analysis has
however not gone without significant difficulties given the inconvenience of interpreting and
detecting such vague efficiency parameter in light of the heterogeneity of the merger
cases1544.
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Similarly to what has occurred in the US1545, although efficiency considerations have been
given attention in some merger decisions, there haven’t been so far any mergers that have
been approved by the Commission on the basis of “pure” merger-specific efficiencies,
outweighing consumer harm1546.
As a strand of the literature has observed, indeed, the efficiency defence in mergers has been
so far of weak impact, because the intervention of European antitrust regulators has been
majorly aimed at protecting the market structure and thus at safeguarding an effective
competitive process, without establishing whether the merger operation has actually
generated a consumer harm1547.
Moreover, the Horizontal Merger Guidelines themselves exclude that a merger leading to a
monopoly or to a close degree of market power can be declared legitimate in the internal
market, on the grounds that efficiency claims outweigh the potential anticompetitive effects,
in the form, ultimately, of consumer harm1548.
Finally, from a more practical standpoint, merger-related efficiency claims have been
cautiously assessed by antitrust agencies, because of the lack of evidence related to the
claimed efficiencies1549. Information regarding the efficiencies produced by a merger is
indeed mostly in the sole firms’ possession1550.
Against the backdrop of these premises, it needs to be observed that innovation concerns have
been given consideration in the context of the more recent pharmaceutical merger policy
especially with regards to the harm to innovation, thus to research, caused by a merger
involving research-based companies. Hence, the harm to innovation instead of the innovation
1545
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outcome of a merger has lately come under the focus of European merger policy. This means
that in merger policy the innovation parameter has been relied on for the purposes of
expanding the scope of competition law enforcement, rather than for the purposes of curbing
it1551 as it occurs under art. 101(3) TFUE and the related analysed block exemptions.
The interventionist merger policy in pharmaceutical innovation markets has been triggered by
the acknowledgment of the threats to research-based innovation given by the consolidation of
research information under the control of one or few big research entities. In these regards, it
is however interesting to acknowledge that exactly in the context of pharmaceutical merger
policy, many mergers have been granted clearance by the Commission, that has conditioned
the permission of the operation upon commitments specifically aiming at impeding the
freezing of the innovation process, through the “targeted” sharing of research valuable
information to other market players.
Since these commitments attain to the realm of competition law enforcement’s remedies,
these will be more accurately analysed in the context of the next chapter, generally identifying
the relevant remedial tools for the risks stemming from health data pools.
As a premise, merger policy in pharmaceutical innovation markets reflects the intent of the
European antitrust regulator to tailor the concentration of research pipelines to efficiency
goals directly related to the advancement of technical and economic progress these same
concentrations can, under specific circumstances, lead to1552.
In this perspective, this merger policy appears to be somehow aligned to art. 101(3) TFUE
and the cited statements of the block exemptions, because both acknowledge, although in
different ways, the efficiency outcomes of research-based operations relying on the sharing of
scientifically valuable information. Such efficiency outcomes are favorably regarded by
European competition regulators upon the respect of specific conditions, which in the case of
mergers are established by the European Commission’s decision in the form of commitments
and in the case of art. 101.3 TFEU and the related block exemptions are legislatively set.
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Chapter 6-Designing Health Data Pools: Data Protection Safeguards and
Competition Remedies
1. The Regulatory Design of Health Data Pools Under European Data Protection
and Competition Law
The analysis made in the previous chapters has illustrated how health data represent a highly
scientifically valuable asset, the accessibility and the treatment of which is ever more
becoming essential for research and market innovation purposes in the field of digital health.
As the analysed cases have shown, the interactions between various market players
specifically designed for the pooling together of different types of research valuable health
data, appear to have increased, creating a networked digital health innovation environment.
In line with such developments, the consideration of the two emerging policy objectives at
European level respectively regarding the advancement of the European digital health sector
and the promotion of the free flow of information within the digital single market, suggests
the emergence at European level of the policy objective regarding the free flow of research
valuable (health) data.
Against the backdrop of this identified policy objective, it has been demonstrated how the
General Data Protection Regulation under the research exemption ex art. 9(2) lett. j) GDPR
establishes a special access regime specifically regarding sensitive personal data- as health
data- for research purposes. Similarly also under European competition law, research alliances
based on the sharing of health data could, under specific circumstances, find a favourable
treatment under art. 101.3 TFUE and the related Block Exemption regarding research and
development agreements.
The analysed provisions both under European data protection and competition law thus
appear to provide normative grounds for the promotion of the sharing of health data for
research purposes in consistency with the objectives of the free flow of information, of
technical progress and ultimately of consolidation of the internal market in the digital health
sector.
In this perspective, the considered provisions and the corresponding policy objectives are
rooted in the economic fundamental rights, related to the freedom of business, the right to
scientific progress and as a result of the health advancements related to analytical research
enquiries over health data, to the personal fundamental right to health.
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However, the free flow of health data both among private businesses and among private
businesses and public institutions, as enabled under the considered data protection and
competition law access regimes and promoted by European policy initiatives within the
Digital Single Market Strategy, cannot be left to the free digital market play. As has been
acknowledged, the unrestricted flow of information could create legal uncertainty negatively
affecting not only the data subjects who are the originators of these data, as well as the
consumers’/patients’ who ultimately come to use the resulting digital products and services,
but also the same “merchants” of these sensitive data1553.
These concerns have been upheld by Commissioner Vestager, stressing how the European
Commission welcomes the pooling of data “as long as companies do it in a way that protects
people’s privacy and doesn’t hurt competition”1554.
In this perspective, the acknowledgment of the market-oriented provisions enabling the
sharing of health data for research purposes among market players, is the starting point for a
deeper reflection of the regulatory tools that need to be enacted for the creation of a digital
health research environment that is compliant to data subjects’/patients’ fundamental rights to
data protection, to non-discrimination and to non-commodification of research valuable health
data as well as to research entities’ economic freedom and right to non-discrimination.
For these purposes, the following chapter will identify the ex ante data protection safeguards
that have to structure the creation of research-based health data pools, as well as the ex post
competition remedies that correct anticompetitive aggregations of research valuable data.
As will be shown, data protection safeguards and competition remedies have very different
tasks.
The formers are indeed related to the proceduralization of businesses’ research activities
through the imposition of specific obligations to which the sharing, aggregation and
processing of health data for research purposes need to conform under the General Data
Protection Regulation. These obligations majorly assure that the transfer and use of health
data for research purposes are strictly anchored to the production of adequate information
regarding the features of such processing activities and, in particular, to the identification of
possible discriminatory outcomes of data-driven research courses. In other terms, the data
protection safeguards that will be assessed below are mainly functional to the generation of
information regarding how health data pools are structured and the impact of the processing
activities that occur therein on data subjects and on the consumers of the research results.
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Such procedural information regarding the processing of research information is addressed
mainly at data subjects and, most relevantly, at data protection authorities.
From a very different perspective, the recent enforcement policies enacted by the European
Commission in high technology innovation markets- both in the field of market abuses under
art. 102 TFUE and in the context of merger procedures-, shows the emergence of competition
remedies aimed at opening up established research pools in order to disclose research
valuable informational assets to weaker competing parties. If applied to the case of health data
pools, these competition remedies could be employed by competition authorities for the
imposition of the creation of new health data pools among market players, as research entities,
which would otherwise foreclosed. In these regards, the setting of a disclosure obligation onto
a dominant or merged entity of closely pooled health data could be functional to aliment
competition in data-driven health research and with that the otherwise compromised wellfunctioning of digital health innovation markets.
Against this backdrop, the following analysis demonstrates how both data protection law and
competition law have a significant role in shaping the design of research valuable data flows,
although with different tasks.
Data protection law indeed sets some precise obligations that need to be followed by research
stakeholders handling sensitive personal data before and during the transfer and processing of
health data. In this perspective, it thus sets a general normative architecture for data driven
research to which every player in the market of health research is subject. In this respect, it is
argued that data protection law under the General Data Protection Regulation sets the ex ante
safeguards for the establishment of research-based health data pools, rendering health data
aggregation practices and the resulting data-driven research courses, respectful of data
subjects’ right to data protection and to non-discrimination.
Differently, the competition remedies developed under the latest interpretations of the
essential facilities doctrine and under commitment decisions in the pharmaceutical markets,
set case-specific obligations exceptionally designed by competition authorities targeting either
dominant or merged research entities, respectively as a result or in forecast of an identified
antitrust harm. In this respect, it is deemed that competition law can intervene setting ex post
remedies into formed health data pools, rendering the competition process evolving around
the formed research poles fairer and more respectful of competing parties’ freedom to
conduct research.
Notwithstanding these structural differences, some interesting commonalities can be found, at
a more general level, between the ex ante data protection safeguards and the ex post
competition remedies. Indeed, both provide tools for the design of data-driven health
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innovation, in a way that curbs the risks to both data subjects’ and minor businesses’ rights
stemming from the free flows of research information that both branches primarily encourage
under their access regimes. For these purposes, it is interesting to observe that both regimes
react with transparency measures either regarding how the pooled health data is processed and
employed- as it occurs with the data protection safeguards-, or concerning the research data
itself- as it occurs under competition remedies-.
In these regards, both data protection authorities and competition authorities have a very
important role, the former having large investigating powers regarding the structuring of
collaborative data-driven research endeavours, the latter being themselves encumbered of the
power of deciding when and how to activate pro-competitive sharing remedies.
In this respect, it will be shown how the data protection rules and principles work as a
structural basis for the design of competition remedies regarding the sharing of personal
research data by competition authorities. Moreover, the information that data protection
authorities are entitled to access can be extremely relevant for competition authorities in order
to better define the terms of the sharing remedy, i.e. the information that needs to be made
object of the remedy and the timeframe that the sharing remedy has to cover. This suggests
the opportunity of a close collaboration between the two authorities for a joint governance of
shared research data.
Furthermore, as will be demonstrated below, both data protection safeguards and competition
remedies, and the connected authorities’ powers, sensitively interfere with the intellectual
property protections enacted by pools’ members onto research data and related processing
infrastructures, thus running against the obscuring trends of centralized research
propertization courses1555.
From a theoretical standpoint, exactly in the view of the impact of data protection safeguards
and competition remedies on the design of research data sharing alliances, data protection law
and competition law appear to have gained, respectively with the enactment of the General
Data Protection Regulation and the European Court of Justice’s and European Commission’s
policies in the field of competition in innovation, a newly emerging regulatory function in
respect to data-driven innovation.
In respect to data-driven innovation, both data protection and competition law appear to have
complementary regulatory tasks, the first one setting the basic rules of the research play, the
second determining how many players can enter the research field considered as a selfstanding market. In this perspective, thus they shape and model data-driven innovation
1555
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courses around collaborative paradigms, established by data protection law between research
entities and the data subjects whose data are being employed, and established by competition
law between research entities and other competing parties. Although from these different
perspectives, both laws ultimately appear to promote technical progress stemming from the
flows of research valuable data.
By doing this, both laws appear to attract within their spheres, the task of both regulating and
incentivising innovation, which traditionally resided in the domain of intellectual property
law.
As has already been suggested in previous parts of the present study and by a strand of
intellectual property scholars, the obscuring and over-propertizing intellectual property
protections regarding research assets, and mostly informational assets, risk to run against the
original innovation stirring function of the intellectual property system1556.
In this respect, the phenomenon of pools of research valuable resources has been partly
regarded as a contractually reaction against the proliferation of propertized data silos.
Under these premises, the peculiarities of data-driven innovation and the collaborative
interactions characterising its courses appear to be better captured by both data protection and
competition law, which respectively have provided provisions and developed policies on the
one hand encouraging research fruitful data aggregations and on the other hand invasively
directing their flows. In other terms, the comprehensive regulatory framework set by both
data protection and competition law for health data pools, comprises both carrots for their
flourishing and sticks for their design.
Under these premises, the following analysis will enquire the data protection safeguards and
the competition remedies that have been developed at both normative and policy level in
respect to research data pools.
2. The Ex Ante Design of Health Data Pools: Data Protection Safeguards
In acknowledging research as an autonomous legal basis for the processing of sensitive data
under art. 9(2) lett. j GDPR, the same General Data Protection Regulation conditions the
processing of sensitive data to the enactment of “suitable and specific measures to safeguard
the fundamental rights and the interests of the data subject”. Likewise, art. 89(1) GDPR,
which art. 9(2) lett. j GDPR expressly recalls, affirms that controllers must put in place
“technical and organizational measures” to ensure that they process only the personal data that
are necessary for the research purposes.
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These technical and organizational measures need to be first of all rooted in the fundamental
data protection law principles. Against the backdrop of these principles, relevant measures for
the safeguard of the fundamental rights and the interests of the data subjects can be
systematically drawn from the General Data Protection Regulation’s texture.
2.1 The GDPR’s Data Protection Principles For Health Research
Art. 89 (1) GDPR clarifies that the processing of personal data for research purposes needs to
first of all respect the principle of data minimization. The principle of data minimization has
been introduced with the General Data Protection Regulation as a direct response to the
massive data processing activities over personal data enabled by new processing technologies.
Under art. 5(1) lett. c GDPR it requires processing activities to be “adequate, relevant and
limited to what is necessary in relation to the purposes for which they are processed”. The
importance of such principle in the context of scientific research is expressly acknowledged
under recital 156 GDPR and thus demands that research entities calibrate the amount of data
processed in order to avoid unnecessary analysis of personal data, and thus reduce the risks of
harms to data subjects1557.
The principle of data minimization is strictly related to other general data protection
principles, as the principle of purpose limitation and storage limitation, which are likewise
bound to restricting the scope and duration of processing activities. However as has already
been illustrated, art. 5(1) lett. b) and art. 5(1) lett. e) GDPR respectively allow exceptions to
the principles of purpose limitations and storage limitation in case of data processing for
research purposes1558.
The exceptions to these principles renders the reference to the principle of data minimization
the more important, for it needs to permeate research processing activities notwithstanding the
exceptions to the two above recalled principles.
However, it has been interestingly observed, that a proper compliance to the principle of data
minimisation could risk to run contrary to the very purposes of the data-driven research,
which renders the more accurate and valuable results the bigger and the more heterogenoues
the analyzed datasets are1559. This triggers the need for research entities to design their datadriven enquiries in a way that mediates between the adequate implementation of such
principle and the achievement of the purposes for which the data have been pooled together
and processed.
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In order to adequately comply with the principle of data minimization, members of
established health data pools need thus to demonstrate that the processing activities that they
are conducting are strictly necessary and proportionate to the set research goals. A direct
application of the principle of data minimization would require data controllers, for example,
to consider whether the research objectives can be achieved also with anonymized data1560.
Exactly the difficulty of properly implementing the data minimization principle in the
research context, determines the crucial relevance of other two general data protection law
principles, namely the principles of transparency and accountability, respectively enshrined in
art. 5(1) lett. a and 5(2) GDPR. Being complementary in respect to the principle of data
minimization, these principles indeed require that, if data processing activities cannot be
avoided, at least they have to be conducted in a transparent way, with data processing entities
taking full responsibility of the enquiries they carry out under the principles of accountability.
Since also in regards to the principle of transparency, data processing activities carried out for
research purposes can undergo significant exceptions regarding the information that data
controllers have to release to data subjects under art. 14(5) lett. b)1561. The provision refers to
the information duties data controllers need to provide to data subjects when the processed
data are not directly retrieved from data subjects but from third party sources. Since this is the
case of most of the data pooled together from different sources in order to conduct research
enquiries, the exception to this transparency-based rule is quite far reaching.
The derogation to such transparency rule thus renders the principle of accountability in the
context of data-driven research the more important. Accountability is related to data
controllers and processors ‘responsabilization’. It is established at art. 5.2 GDPR, affirming
that ‘the controller shall be responsible for, and be able to demonstrate compliance with
paragraph 1 (accountability)’. By stating so, art. 5.2 GDPR establishes the autonomy of the
principle of accountability in the data protection law ecosystem, and at the same time the
strict operational connection to other principles relating to the processing of personal datasuch as the principle of lawfulness, of fairness and of transparency- and to the rules that
substantiate these principles.
Defined in these terms, the principle of accountability has a twofold dimension, an internal
one, related to the ‘burden of care’ borne by processing corporations, and an external one,
related to the capability of the same processing corporations to demonstrate that such “burden
of care” has been correctly performed.
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Operationally, accountability means compliance with other data protection principles, as the
principle of accuracy1562 and with data controllers’ and processors’ procedural obligations set
by the General Data Protection Regulation with regards to processing activities, such as the
data protection by design and by default under art. 25 GDPR; the data protection impact
assessment and prior consultation under art. 35 and 36 GDPR; the reporting duties as the
breach notification obligation under art. 33 GDPR. In this perspective, the accountability
principle as expressed in corporations’ procedural obligations entails the essential function of
the ex ante prevention and management of the risks stemming from massive machine-driven
processing operations.
As the same wording of art. 5(1) GDPR clarifies, the accountability parameter demands that
compliance to normative requirements is externally verifiable, thus traceable. In these regards,
if the transparency obligations in respect to data subjects are sensitively weakened in the
context of data processing activities carried out for research purposes, the same principle of
accountability requires that such activities are externally verifiable by data protection
authorities in the exercise of their investigative powers under art. 58(1) lett. b) GDPR1563,
which will be better assessed in the next paragraph.
Ultimately, the special regime established for data processing activities carried out for
research purposes, should ground the relevance in the context of data-driven research projects
of another data protection principle, which is strictly related to the principle of accountability.
Enshrined in art. 5(1) lett. a) GDPR, the principle of fairness has been appointed by the
European Data Protection Supervisor as “a core principle of data protection law”1564. The
principle of fairness builds on the principle of lawfulness but requires an evaluation of a
specific processing conduct that goes beyond the mere lawfulness. Indeed, a specific
processing operation may be, on the basis of an ex ante assessment, lawful for it fully satisfies
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mandatory legal requirements (such as the informed consent rule) but may result, from an ex
post perspective, unfair.
Although there is no definition as such of the principle of fairness in positive European data
protection law, fairness of the processing is related to the balancing of competing interests
and more precisely of fundamental rights and freedoms of the subjects involved, that is, on
the one side the data subject and on the other side the data controllers and processors. More
precisely, fairness requires that in pursuing their data-processing objectives, data controllers
and processors take into consideration the interests and the reasonable expectations of data
subjects. For a “fair” protection of these interests, corporations may need to go beyond the
minimum legal requirements1565.
Fair balancing is of theoretical nature and its application relies on the particular context in
which it is applied. From an operational perspective, fair balancing incorporates the principles
of proportionality and necessity, which are explicitly recognised in the GDPR and more
precisely in art. 6(1) GDPR: the necessity and proportionality criteria substantiate the fair
balancing test and enable the assessment of the appropriateness of controllers’/processors’
actions, through the evaluation of the peculiar circumstances, i.e. the research context, in
which the processing operation has occurred.
Against this backdrop, the principle of fairness carries out an overarching function of rebalancing of the data-subject/controller relationship in case the collection and processing of
personal data undermines data subjects’ interests. In this perspective, the fairness criterion
assures the protection of data subjects from controllers’/processors’ abuse, by preventing
disproportionate harms stemming from the power asymmetries characterising the data-driven
research environment1566.
Since, as has been illustrated1567, the special data protection regime regarding processing
activities for research purposes, admits exceptions to data subjects’ rights such as the right of
erasure under art. 17 GDPR and the right to object under art. 21 GDPR, data subjects’
reaction means to counteract the power asymmetries arising in data-driven research enquiries
can result sensitively weakened. Through these derogations, data subjects are deprived from
the possibility of having a proactive role in protecting their legal position vis à vis data
controllers/processors and in neutralizing existing imbalances.
In this context, thus, the principle of fairness shifts the perspective onto the
controllers’/processors’ perspective, demanding that processing operations do not infringe
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data subject’ fundamental rights and freedoms, in particular the fundamental right to freedom
from unfair discrimination. In these regards, recital 71 GDPR, requires the controller to
“implement technical and organisational measures appropriate to ensure, in particular, that
(…) the risk of errors is minimised” and to “secure personal data in a manner that takes
account of the potential risks involved for the interests and rights of the data and that
prevents, inter alia, discriminatory effects on natural persons on the basis of racial or ethnic
origin, political opinion, religion or beliefs, trade union membership, genetic or health status
or sexual orientation, or that result in measures having such an effect”.
The mentioned recital establishes a deep connection between the principle of fairness and of
non-discrimination. In this perspective, it suggests that large scale processing operations
conducted over sensitive health data should respect both “individual fairness” and “group
fairness”. The former is safeguarded when similar individuals are treated by the processing
system alike and is thus violated when two individuals sharing similar features, except for a
certain (discriminatory) criterion, are treated differently. Conversely, “group fairness” is
safeguarded through statistical parity, which occurs when each group determined by the
model bears similar outcome distributions1568.
Under these premises, it can be concluded that the principles of transparency, accountability,
fairness and non-discrimination, provide a basic data protection framework, upon which the
specific data protection safeguards for research activities have to be rooted and measured.
In this perspective, these principles have the fundamental function of structuring health datadriven research enquiries and the resulting digital health innovation courses in a way that
enhances the digital trust in the final digital health products and services. The creation of trust
has been acknowledged by the European Commission as an “essential precondition for the
sustainable development of the data economy”, and, as far as the digital health sector is
concerned, of the health research innovation market1569.
2.2 The GDPR’s Data Protection Obligations for Health Research: An Overview
By setting the requirement of the implementation of adequate “technical and organizational
measures” in the context of processing activities carried out for research purposes, art.89
GDPR expressly refers to pseudonymization techniques, stating that the employment of such
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technique is encouraged “as long as (the research purposes) can be fulfilled in this manner”.
Under art. 4(3) lett. b GDPR, pseudonymization is “the processing of personal data in such a
way that the data can no longer be attributed to a specific data subject without the use of
additional information, as long as such additional information is kept separately and subject to
technical and organizational measures to ensure non-attribution to an identified or identifiable
individual”.
Unlike anonymous data, the processing of pseudonymous data falls within the scope of the
Regulation. It must however be observed that the distinction between anonymous and
pseudonymous data is not always easy and requires a fact-specific inquiry1570. Under Recital
26, data is to be considered anonymous only if it cannot be identified by any means
“reasonably likely to be used… either by the controller or by another person”. This means that
although a researcher no longer has the ability to re-identify the dataset, the processing
activities regarding these data may still be regulated by the Regulation, in case the datasets
can be re-identified with reasonable effort1571.
In addition to this, it needs to be recalled that the possibility to re-identify the analyzed data is
most of the times an essential component of the research enquiry, this rendering the option of
pseudonymisation most of the times more useful from a research perspective, than
anonymization1572.
This distinction between anonymous and pseudonymous data goes not without significant
regulatory consequences. Indeed, in case pseudonymous health data is processed for research
purposes through automated processing techniques, as profiling, the General Data Protection
Regulation establishes an important restriction under art. 22 GDPR, which prohibits such
processing if not occurring pursuant to a contract or to the data subject’s consent. This
provision is fully applicable to automated processing for research purposes1573.
This right not to be subject to automated processing appears to be specifically taken into
consideration in respect to the processing of personal data for research purposes under the
already mentioned recital 162 GDPR, which in respect to statistical research endeavors
prohibits the use of personal data “in support of measures or decisions regarding any
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particular natural person”1574. As the recital suggests, thus, processing of personal data carried
out for research purposes cannot result in profiling activities and other decisions regarding
single natural persons1575. This statement, although only contained in a recital, is extremely
important and poses some interesting interpretative grounds for the prevention of research
processing activities resulting into further, “secondary” commercial actions.
However, art. 22(2) GDPR clarifies that the data subjects’ right to object to the automated
processing is limited to the cases in which, amongst others, the decision is based solely on
automated processing1576. This means that if the decision, as the evaluation of rendered
scientific results drawn from data analytics, is made with the aid of automated decision
making techniques, then the prohibition under art. 22 GDPR could be circumvented1577. This
means that in order to determine whether the provision under art. 22 GDPR applies or not to a
specific research project, research entities using automated processing techniques should
define beforehand how decisions are taken within the project1578.
Since art. 89 (1) GDPR generally refers to “technical and organizational measures” without
specifying them properly, these have to be systematically derived from the general provisions
of the General Data Protection Regulation.
As a general premise it needs to be recalled that especially in the context of data sharing for
research purposes among multiple research entities these may fall under the joint
controllership rule ex art. 26 GDPR. This means that all the research entities members to the
pool who jointly determine the purposes and the means of the processing, shall be considered
joint controllers under art. 26 GDPR and thus be jointly liable in respect to the obligations
under data protection law, as the enactment of these technical and organizational measures in
the context of data-driven research projects. According to recital 76 GDPR this joint liability
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rule regards also the processing entities who run data processing operations on behalf of the
controllers, as cloud processors or scientific computer centers1579.
Against this backdrop, in order to reverse the normatively set presumption of joint liability in
the context of research collaborations, the European Parliament has recommended the
establishment of a joint contractual agreement between the involved research parties. The
contract should identify the specific obligations of each of the involved parties exactly with
regards to the enactment of the technical and organizational measures needed to render the
data-driven research project respectful of data subjects’ rights and freedoms1580.
The identification of these specific measures in the context of health data sharing-based
collaborations is still surrounded by great uncertainties. Some of the general obligations set by
the General Data Protection Regulation could be of great interest for these purposes. Their
specific implementation in the health data research context should be however better specified
by both guidelines specifically referring to this peculiar context and by the evolving practice.
Under these premises, an interesting tool for a more precise definition of such technical and
organizational measures in the field of digital health innovation is to be found in the redaction
of codes of conduct encouraged under art. 40 GDPR. The provision recommends designated
bodies to “prepare codes of conduct (…) for the purpose of specifying the application of this
Regulation, such as with regard to: (a) fair and transparent processing (…)”.1581 Relying on
art. 40 GDPR the Biobanking and Biomolecular resources Research Infrastructure-European
Research Infrastructure Consortium (BBMRI-ERIC) is currently developing a GDPR Code of
Conduct for Health Research as a means to comply with and to contribute to a proper
implementation of the GDPR in the field of health research1582.
In the wakes of the redaction of such code of conduct, some suggestions regarding which
could be the relevant data protection safeguards for data-driven research projects can still be
drawn from the General Data Protection’s provisions.
Particularly important are the provisions under articles 24 and 25 GDPR, respectively
requiring controllers to enact data protection measures by design and default, which would
structurally internalize and assure compliance to data protection principles1583. For the
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purposes of data protection by design and by default, art. 42 GDPR authorizes “the
establishment of data protection certification mechanisms and data protection seals and
marks” that shall “be available via a process that is transparent”.1584 Certification measures
of data-driven research activities could be a relevant safeguard for preventing processing
practices of sensitive health data for research purposes from resulting in commerciallyemployed categorizations of data subjects’ health conditions.
Among other safeguards established by the Regulation that can be useful in order to prevent
the employment of sensitive research data for purposes that are different from research
purposes, the transparency requirements set out by the same Regulation are worth of deeper
assessment.
Art. 13 GDPR requires controllers to provide data subjects with information regarding the
features of the ongoing processing when the personal data are collected from the data subject.
In particular, they oblige controllers to provide “meaningful information” regarding the
“existence of automated decision-making, including profiling, referred to in artt. 22(1) and
22(4), and at least in those cases, meaningful information about the logic involved, as well as
the significance and the envisaged consequences of such processing for the data subject”1585.
Likewise, the above-recalled art. 22 GDPR requires the data controller to “implement suitable
measures to safeguard the data subject's rights and freedoms and legitimate interests, at least
the right to obtain human intervention on the part of the controller, to express his or her point
of view and to contest the decision”1586.
It should be however noticed that these transparency requirements directed to data subjects
are difficult to implement in the context of big data research projects, first of all because it is
difficult identify who the data subject are in a research context mainly centred on a group
perspective rather than on an individual perspective1587. In second stance, even if the data
subjects that are the recipients of the information by the data controllers would be identified,
it is very probably that the effective fulfilment of the transparency requirements would be
impaired by the intellectual property, and in particular trade secret, exceptions that the same
General Data Protection Regulation takes into account under recital 63 GDPR1588. Especially
in the context of health research, where there are strong intellectual property safeguards1589,
the impact of related exceptions onto controllers transparency obligations could be significant.
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Moreover, the data employed for research purposes are most of the times collected not
directly from the data subject but from third parties: in this case the data controllers in the
context of a research project are exempted from complying to art. 14 GDPR setting the
transparency obligations related to data that are not directly collected from data subjects1590.
Both the legal exceptions to the transparency requirements under art. 14 GDPR and the
practical difficulty of implementing the transparency requirement under art. 13 GDPR,
renders the transparency obligations in respect to the data subjects quite weak.
This acknowledgment should thus ground a stronger transparency burden placed onto
research entities in respect to supervisory authorities, through the “data protection impact
assessment”, required under art. 35 GDPR, in case the processing operations are likely to
result in “a high risk to the rights and freedoms of natural persons”1591.
As the provision clarifies, such risk is to be found in case the processing activities involve a
“systematic and extensive evaluation of personal aspects relating to natural persons which is
based on automated processing”1592 and, in case they involve the “processing on a large scale
of special categories of data referred to in article 9(1) GDPR (…)”1593. Since health data pools
involve exactly the massive processing of sensitive data for research purposes that are related
to the evaluation of health conditions, that are personal aspects of data subjects, it is clear that
the requirement of a data protection impact assessment becomes a key obligation in the
context of data-driven research enquiries. However, also in the absence of the processing “on
a large scale” of sensitive data, the Working Party 29 has recommended the conduction of a
data impact assessment also in case the processing involves a significant “volume of data” or,
a “range of different data items”, as it distinctively occurs with health data pools1594. In this
respect, the Working Party highlights the need of a data protection impact assessment exactly
where sensitive data are aggregated with other non-sensitive data and thus where “innovative
uses” of sensitive data are made1595. The processing of sensitive data through new
technologies for research purposes can be considered as an “innovative use”, also because the
personal and social consequences of such processing in the frame of data-driven research
enquiries may be unknown1596.
As far as the content is concerned, the data protection impact assessment is a document with
which controllers map the various interests involved and the rights impacted in a data-driven
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research project conducted through the “use of new technologies”. The document has to entail
“a systematic description of the envisaged processing operations and the purposes of the
processing”1597; “an assessment of the necessity and proportionality of the processing
operations in relation to the purposes”1598 of the research as well as of “the risks to the rights
and freedoms of the data subjects”1599. Moreover, interestingly, the data protection impact
assessment has to contain a description of “the measures envisaged to address the risks,
including safeguards, security measures and mechanisms to ensure the protection of personal
data and to demonstrate compliance with this Regulation taking into account the rights and
legitimate interests of data subjects and other persons concerned”1600.
Under these premises, thus, the function of the Data Protection Impact Assessment is exactly
that of being an ex ante tool of appraisal of the possible threats to the data subjects’ rights
through a systematic evaluation of the processing activities performed under the responsibility
of the controller, with the release of specific information regarding the structural features of
the technologies employed for the processing1601.
As the Article 29 Working Party has underlined, the description of the architectural features
of the processing needs to be preceded by the enactment of measures that are functional to the
prevention of errors, inaccuracies and discriminatory factors1602. These safeguards have to be
enacted not only in the initial moment of the design of the technological processing
infrastructure, but need to accompany the whole processing operation, whenever it concretely
impacts on a data subject1603. This means, in other terms, that the auditing procedures need to
follow and monitor the auto-generative and auto-alimenting cycles of automated processing
operations.
However, it has been underlined how there is still a great uncertainty as to what should be the
risks to the rights and freedoms of data subjects and the measures that controllers should enact
for the purposes of the limitation of such risks1604. An even greater uncertainty resides in the
definition of the relevant risks and corresponding preventive measures in the context of datadriven research enquiries1605. Indeed the rights and freedoms that could be impacted by such
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research enquiries are potentially unlimited, ranging from harms related to access to
healthcare, to social and group harms and more broader, non health-related harms1606.
The consideration of all such harms and the measures need to address these would thus imply
a disproportionate effort on the controllers’ side, which could only be demanded to well
established corporations, such as big digital companies, who can have the resources to
outsource the conduction of such impact assessments to external expertise, such as
consultancies or external advisors who are specializing in impact assessments.
With specific regards to data-driven research projects that involve only small research entities,
some strand of the literature has suggested the sharing of resources needed for the conduction
of impact assessments1607. This could occur through the circulation of data protection impact
assessment models for smaller research projects, or the creation of specific units within
research institutions, releasing advice to research groups as to when and how a data protection
impact assessment would be needed.
As art. 36(1) GDPR demands, the controller has the obligation to consult the supervisory
authority prior to the processing when the data protection impact assessment shows that the
processing would result in a high risk in the absence of measures taken by the controller to
mitigate the risk. For the purposes of this prior consultation, the controller shall provide the
supervisory authority with the data protection impact assessment performed under art. 35
GDPR1608, together with any other information requested by the same supervisory
authority1609.
In this light, it appears that art. 36 GDPR established onto processing research entities an
outright duty to collaborate with the data protection authority, which is entitled to access very
sensitive information regarding the structuring of data-driven research projects, the
information that is processed and the risks for the data subjects it entails.
Supervisory authorities, on their side, also have the power to carry out “investigations in the
form of data protection audits”. These audits are functional to the monitoring of the
processing activities by data protection authorities so as to identify eventual biases affecting
the research enquiries1610. They thus involve outright investigations of the functioning of the
technologies employed for the purposes of the processing1611 and they enable the same data
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protection authorities to access “all personal data” and “all information necessary for the
performance of its tasks”1612. This means that through their investigative powers, data
protection authorities can enquire which data are object of the research enquiries and how
exactly they are technically processed.
Similarly, also art. 30 GDPR imposes onto controllers the obligation to redact an “internal
record of processing” that must “be made available to the supervisory authority on request”.
Overall, thus, the combined reading of artt. 30; 35; 36(1) and 58(1) lett. b) GDPR grounds the
duty of controllers, and thus research entities, to structure their health data pools and the
related processing operations carried out in the context of a research task, in a manner that is
externally verifiable by the supervisory authorities. These thus gain a central role in the
enquiry and thus monitoring of research projects based on the sharing and analysis of
sensitive information.
From a further perspective, it needs to be observed that the auditing powers of supervisory
authorities are also capable of investigating both substantial and procedural information that is
very likely covered by intellectual property protections. As has been illustrated above, indeed,
supervisory authorities auditing powers exactly concern the structural features of the
technological processing infrastructures that mostly constitute the core know-how of research
entities.
However, if the intellectual property exceptions can have a wide reach when it comes to
disclosure of protected information onto data subjects or competing research entities, these
undergo substantial limitations in case the recipient of the disclosure is a public authority.
This principle is made explicit in the Trade Secret Directive, that affirms in recital 11, that the
same directive “should not affect the application of Union or national rules that require the
disclosure of information, including trade secrets, to the public or to public authorities”, and
should thus not impair “the application of rules that allow public authorities to collect
information for the performance of their duties”. Moreover, recital 18 of the same directive
further specifies that the disclosure of trade secrets should be considered lawful under the
Directive, amongst others, “in the context of statutory audits performed in accordance with
Union or national law”. The ability of supervisory authorities to access trade secret protected

the algorithms used and developed by machine learning systems to prove that they are actually performing as
intended and not producing discriminatory, erroneous or unjustified results”. For the literature see P. HACKER,
Teaching Fairness to Artificial Intelligence: Existing and Novel Strategies Against Algorithmic Decision Making
in the Eu Law, in Common Market Law Review, 55, 2018, pp. 1143 ss., 1170-1173.
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information is itself safeguarded by the confidentiality obligations borne by the same
supervisory authorities1613.
Against the backdrop of this general overview of the potential relevant safeguards, which the
General Data Protection Regulation either requires – as it occurs with the data protection
impact assessments under art. 35 GDPR- or recommends- as it occurs with the recalled data
protection certification mechanisms under art 42 GDPR, it needs to be ultimately signalled
that other safeguards that are relevant for the purposes of data-driven research, are to be found
not at the legal level but in the other neighbouring field of ethics.
This is what is expressly recognized by recital 33 GDPR, stating that controllers should act
“in keeping with recognized ethical standards for scientific research”1614. These ethical
guidelines are to be found at national level. In Italy, for example, the Italian data protection
authority has issued the “regole deontologiche per trattamenti a fini statistici o di ricerca
scientifica”1615. These ethical rules establish additional burdens of care onto data controllers
in the context of data-driven research. According to these rules, for example, controllers need
to further distinguish between data processing activities carried out for research purposes and
for more specific health treatment purposes1616.
Exactly in respect to ethical safeguards, the Data Ethics Committee1617 has underlined the
importance in the context of data-driven research projects of the employment of privacy
management tools (PMT) and personal information management systems (PIMS). These tools
are to be contextualized in the broader category of “data trust schemes”. For the purposes of a
uniform enactment of these software tools and applications, however, the same Data Ethics
Committee stresses the need of the creation of adequate standards in relation to software tools
and services of this kind.
As the Ethics Guidelines for a Trustworthy AI drafted by the High-level Expert Group on AI
have clarified, the enactment of standards function as outright quality management systems,
especially in the context of data-driven research.
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2.3 Data Protection Safeguards and the “Scaled” Special Data Protection Regime for
Research
In accordance to the scaled special data protection regime approach previously suggested1618,
the invasiveness of the above-recalled normative and technical safeguards would need to be
modulated in consistency with the private or public-oriented nature of the enacted research
activities. This means that in case the research is conducted by public interest-oriented
entities, as universities or hospitals, the safeguards could be restrained to the minimum of
normative requirements, in a proportionate balance between the reasons of protection of data
subjects’ fundamental rights and other fundamental rights, such as the right to health,
promoted by research over health datasets.
Conversely, research endeavors by private entities or anyway involving private entities along
the lines of private-public partnerships’ schemes, should be subject to a stricter safeguard
regime, suggested by the same risk-based approach expressed in the General Data Protection
Regulation, requiring higher technical and organizational measures- also in respect to basic
normative requirements- whenever the risks to data subjects’ rights and freedoms are
evaluated as higher in accordance to an ex ante precautionary assessment.
Exactly in the case of privately-conducted research the risks to data subjects’ rights and
freedoms are higher, because there is a higher risk that sensitive personal data is employed
outside of the scope of strict research and innovation purposes, and is conversely used for
commercial purposes. The Regulation’s risk-based approach suggests the enactment of higher
context-sensitive safeguards for the prevention of scenario: as has been illustrated
elsewhere1619, the treatment of health data for commercial purposes is basically prohibited
under art. 9(1) GDPR, unless the data subject provides explicit consent in this respect as
required under art. 9(2) lett. a) GDPR.
Moreover, the higher protection safeguards required to private entities would be consistent
with the above-recalled principle of fairness, which assures the protection of data subjects
from controllers’/processors’ abuse, by preventing disproportionate harms stemming from the
power asymmetries that characterise the technology-driven processing environment, and in
particular the research processing environment. In this respect, however, a careful
consideration of the principle of fairness in the context of health data pools’ design suggests
further considerations.

1618
1619

See supra Chapter 4 para 3.2.3.2.
Ibid., para 3.2.
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As the outlined safeguards assure that the processing of health data for research purposes is
not (ab)used for other different purposes potentially harming data subjects’ rights and
freedoms, also an opposite scenario needs to be considered, and regarding the exploitation of
such same data protection safeguards by the data controller for the refusal or limitation of
third-party access to collected research data. In such second scenario, thus data protection
safeguards could be relied on by commercially-oriented stakeholders, for the concealment of
privately-collected or generated research data, with a resulting monopolization of the research
opportunities entrenched in existing health datasets.
From a first ethical perspective, this would shield privately-conducted data-driven research
activities from the enquiry of independent or public research entities, which would in this way
be prevented from evaluating such research patterns1620. However, such abuse by private
entities of the data protection safeguards required under art. 89 GDPR could amount to an
outright abuse relevant under competition law as an abuse of dominant position directly
resulting from the refusal, justified in data protection law, to give access to collected datasets
to third-party research entities.
In recent years, the relationship between data protection law and competition law has been
assessed at theoretical level by the scholarship and at practical level by national competition
authorities. As especially the German Facebook case reflects, the main enquiries in this sense
have tried to put competition law violations in direct relation with violations of data
protection law. As here suggested, conversely, it could well be the case that over-reliance on
data protection law requirements entrenching the market dominance of a company directly
deriving from collected research datasets, could be relevant under competition law. In other
terms, it could be that the lack of exploitation of data protection law’s flexibilities regarding
research resulting in the refusal to share research valuable data as health data could have
anticompetitive effects and thus be sanctionable under competition law.
In this regard, competition law remedies could thus be a tool for re-designing health data
pools, which strict data protection safeguards risk to enclose hindering a pro-competitive and
thus pro-innovative circulation of research data. The feasibility of a competition law-based
sharing remedy will be enquired in the paragraphs that follow.
It is however interesting to observe right from the beginning that in the considered scenario, a
competition law remedy is not a means to enforce data protection law, but becomes rather a
means to take advantage of and govern data protection law’s flexibilities regarding research
for direct innovation purposes. As the analysis below will illustrate, competition interventions
1620
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have recently become increasingly sensitive in respect to innovation goals in the enforcement
of anticompetitive conducts as abuses of dominant position as well as in the context of merger
procedures.
3. The Ex Post Design of Health Data Pools: Competition Remedies
3.1. The Emerging Reality of Informational Abuses
Information aggregation can indeed facilitate abusive conducts directly stemming from the
informational advantage acquired through massive data collection1621. The competitive
advantage stemming from the collection of digital information indeed is very likely to result
in an informational “super-dominance” or quasi-monopoly1622.
The phenomenon of this informational “super-dominance” has started to become mostly
visible in information-based industries, such as network, media, software and IT
industries1623.
The growing relevance of both information and software technologies in other industries,
such as the health industry, has determined the expansion of such informational dominances
in other economic sectors1624, this widening the risks of related market distortions.
In these regards, the European Commission has started to acknowledge the need to investigate
the competition concerns arising from data collection in the Google/DoubleClick merger1625
and that the accumulation of data could have distorting market effects, leading to
anticompetitive outcomes1626.
In the Magill case, the European Court of Justice recognised that the involved undertakings,
in species three broadcasters, had a de facto monopoly over the provision of the relevant
information1627. Similar acknowledgments were made in the Microsoft decision1628.
1621
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With regards to information originating market power, the literature has observed that “the
line between the sensible use and the abuse of this kind of information is very thin”1629.
On the enforcement side, thus, the new complexities of information-based markets have
suggested a shift of the enforcement focus from collusive conducts under art. 101 TFUE to
abusive conducts under art. 102 TFUE.
As the analysis above has indeed shown, bilateral as well unilateral information disclosures
mostly do not infringe art. 101 TFUE, and in case they produce an anticompetitive effect,
these are possibly treated leniently and even encouraged under art. 101 TFUE1630. However,
these information flows that the same art. 101(1) TFUE and art. 101(3) TFUE, promote for
the purposes of the advancement of technological progress and research and development,
could be distorted and thus misused by the stakeholder or stakeholders who have accumulated
research valuable information exactly thanks to art. 101 TFUE’s leniency. More precisely, the
parties having access to the formed health data pool, could employ their asymmetric
information- and thus research- advantage to abuse the market power they have conquered
exactly through the access to the data flown in the pool1631.
This new connection between data aggregation and abusive conducts, is deemed to trigger
new problems, which will, according to some of the scholarship’s forecasts “become
systemic”1632. As has been observed in these regards, these major problems firstly relate to the
lack of legal certainty brought about by the effect-based approach to art. 102 TFUE1633
triggered by the changed digital economic environment, in which “atypical” conducts- that are
not included in the list of possible abuses in Article 1021634- have become increasingly
relevant1635.
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Following the traditional classifications under art. 102 TFUE, aggregation of data shall be
prohibited under competition law when it gives rise to exploitative or exclusionary
behaviours, ultimately hindering the rise of new innovative technologies1636.
Hence, in respect to the also the conducts through which a research actor or a research
consortium abuses the market power acquired in research markets as a consequence of the
aggregation of valuable health research data, can be of exploitative or exclusionary nature.
With specific regards to abuses carried out over health innovation valuable data, the scope of
relevant health-information abuses can be defined- and properly circumscribed- through the
consideration of the same research and development objectives that ground the favourable
treatment of research information exchanges (or unilateral disclosure) under art. 101 TFUE.

3.1.1. Exploitative Health Information-related Abuses
With regards to exploitative health information-related abuses, abuses can stem from unfair
trading terms for digital services, which the dominant undertaking can impose because of its
acquired market power1637. In this perspective, the infringement of art. 102 TFUE would thus
be triggered by the infringement of data protection rules, and more precisely of the mandatory
data protection safeguards mentioned above1638. Along these lines, health information abuses
could thus result from the harm suffered by users/patients as a result of the imposition of
unfair trading conditions regarding the collection and use of the health data acquired through
digital health products or services. In this case, it needs however to be observed that the abuse
occurs not in the data-driven research market but rather in the market of the new digital health
product or service to which the data-driven innovation market is connected1639.
Nonetheless, such an abuse can reflect itself also in the outright data-driven research market,
in case the further processing of health data acquired through these digital health products and
services do not respect the research relevant data protection rules as set out in the General
Data Protection Regulation, especially under art. 9(2) and 89 GDPR. The processing of health
data for research purposes, should indeed be considered as abusive from a competition law
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perspective, in case it does not respect the above traced rules provided by the data protection
framework regarding fair and sustainable health data-driven research.
In this regard, the remedy to be imposed by competition authorities should concern the
imposition of fair and transparent conditions of collecting and processing health
information1640. This would imply, more precisely, the respect of the health research relevant
data protection rules, which assure the availability to both data subjects and, more
importantly, data protection authorities regarding the processing of sensitive data for research
purposes. Being the respect of data protection rules an exclusive competence of data
protection authorities, the imposition of the remedy should be conducted by competition
authorities in strict collaboration with data protection authorities1641. Such scenario of
collaboration of antitrust and data protection authorities, and indirectly, to ethics committees,
for the prevention of abuses in data-driven research markets would be particular desirable.

3.1.2. Exclusionary Health Information-related Abuses
With regards to exclusionary health information-related abuses, the conduct that blocks
through a refuse to access efficient health data flows needed for research conduction and
research progress, could be deemed abusive, and thus anticompetitive, under art. 102 TFUE.
Differently than the above forecasted exploitative health information-related abuses, these
exclusionary health information-related abuses entirely occur within the health data-driven
innovation market.
In these regards, two possible abusive scenarios appear to be possible. The first relates to the
abuse possibly reflecting itself outside the health data pool as a result of the refusal by the
members of the health data pool considered as a unique research consortium to further
exchange data with other market players willing to engage in research activities. The second
conversely relates to the abuse possibly occurring within the health data pool as a result of the
refuse by the more powerful member of the data pool to continue to provide health
information to the other members of the pool, thus blocking ongoing and future research
developments. In this second scenario, a particular situation occurs because the abuse is
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conducted within- and in respect to- the health data pool by the party who has acquired its
market dominance exactly through access to the health data pool1642.
As generally known, the European Commission has deemed as anticompetitive under art. 102
TFUE the conduct of refusal to supply, as possibly occurring in the form of a refusal to supply
a product to existing or new customers, a refusal to license intellectual property rights or a
refusal to grant access to an essential facility or a network1643.
Against the backdrop of this classification, a refusal to disclose health data, pooled together
by a research consortium, can be potentially qualified under each of the identified refusal to
supply conducts. Health information can indeed be regarded as a product of the research
activities of the stakeholders that have first processed health datasets; as an intellectual
property right itself, in particular trade secret and database rights that mostly protect the
health information pooled together1644; or as an essential facility in respect to health research
purposes.
Specifically regarding the refusal to disclose research valuable health information, it is worth
to recall that the Italian antitrust authority has found the pharmaceutical company Bayer liable
for abusing its dominant position as a result of the refusal to provide the results of the
toxicological studies it had conducted to its competing generics producers1645.

1642

In this regard an interesting parallel with this second scenario is to be found in the Huawei decision by the
European Court of Justice. In this case, thus, the Court stipulated that a firm that has agreed to a standard-setting
agreement and its correspondent policy, establishing when and how to enforce intellectual property rights from
the standard, can resort to an injunction against an infringer. This however did not preclude that the injunction
that was legitimate under the standard-setting agreement, amounted to a an abuse of dominant position under art.
102 TFUE, and where the dominant position was exactly derived from the success resulting from the conclusion
of a standard-setting agreement.. See EUROPEAN COURT OF JUSTICE, Huawei Technologies Co. Ltd vs. ZTE Corp.
and
ZTE
Deutschland
GmbH,
C-170/13,
16
July
2015,
online
available
at
http://curia.europa.eu/juris/document/document.jsf?text=&docid=165911&pageIndex=0&doclang=EN&mode=l
st&dir=&occ=first&part=1&cid=9569566, paras 45-47. Under these premises, a strand of the literature has
observed that the Huawei case could be applied in analogy to data pools, arguing that a similar mechanism of
reaction of members to an agreement against abuses occurred within a collaborative alliance by a party to the
same alliance, could be applied under art. 102 TFUE also to data pools. This could occur, for example, in case
the dominant member of the data pool intends to (legitimately) apply trade secret rules against another data pool
member. See B. LINDQVIST, Data Collaboration, Pooling and Hoarding under Competition Law, cit., 25.
1643
EUROPEAN COMMISSION, Guidance on Enforcement Priorities in Applying Article 82 of the EC Treaty to
Abusive Exclusionary Conduct by Dominant Undertakings, cit., para 78.
1644
See analysis supra Chapter 1 para 2.1.
1645
AUTORITÀ GARANTE DELLA CONCORRENZA E DEL MERCATO, Sapec Agro/Bayer-Helm, Case A415, Decision
n. 22558, 18 February 2010, online available at https://www.agcm.it/dotcmsDOC/allegatinews/old/A415_avvio.pdf. The case is particularly interesting because Bayer’s conduct was found to be abusive
because the information contained in Bayer’s toxicological studies was necessary for generic competitors not
only for the conduction of their own research studies, but also, and in particular, for the granting of marketing
authorisation. In this perspective, thus, Bayer’s refusal to disclose its research information had the effect of
distorting regulatory procedures, and in particular of violating the obligation posed at European level onto
originators to either find an agreement concerning the results of studies on vertebrates or, in absence of such
agreement, to share these same results with generic producers requesting an authorisation. The refusal to share
these scientific results was deemed by the Italian antitrust authority to have exclusionary effects ultimately
harming consumers. See Council Directive 91/414/EEC of 15 July 1991 concerning the placing of plant
protection products on the market, 19 August 1991, OJ L 230/1, subsequently repealed by Regulation (EC)
306

In the United States, for example, Intel, a company with a dominant position in the market of
microprocessors, broke a collaborative relationship with other three companies producing
micro-processor related technology, by stopping to provide to its collaborators the collected
technical information1646.
At European level, the conduct of refusing to share information with competitors has been
mainly analysed by the case law under the essential facilities doctrine.
In the Magill decision, the abuse was found to be stemming from the refuse of the
broadcasters to supply information “duly in advance” so that the delay in the disclosure
impeded the competing undertaking Magill to develop its own product1647.
Similarly, in the Microsoft decision, the Commission first and then the European Court of
Justice1648, found the company abusing its dominant position by failing to provide its
downstream competitors with information that was necessary for its downstream competitors
to allow interoperability and to develop and distribute competing products. Interestingly, the
work group servers who were denied the information, had previously gained access to it
exactly in virtue of the collaboration with Microsoft1649. Because of Microsoft’s refusal to
share key technical information, competitors were impaired to “viably compete in the work
group server operating system market”1650. The Commission ultimately ordered Microsoft to
disclose the information needed by competitors to competitively remain on the market and
more precisely to develop and distribute work group server operating system products1651.
The rationale of the Commission’s order to disclose the information is thus more precisely
related to the preservation of follow-on innovation based on the same information1652. Along
these lines, some authors have observed that the order to disclose interoperability information
No 1107/2009 of the European Parliament and of the Council of 21 October 2009 concerning the placing of
plant protection products on the market, 24 November 2011, OJ L 309/1.
1646
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serves more profound purposes of protecting “the incentives and modalities for collaboration
necessary to acquire knowledge that spurs innovation”1653 and the introduction of new
products and services1654.
The importance of information disclosure for collaborative cumulative innovation purposes,
has been stressed also by the European Court of Justice in the case IMS Health vs. NDC
Health1655. As in the above-described cases, also this one concerned the refusal by a
healthcare technology company to grant the previous partner access to a technological
“structure” that was used for the presentation of regional sales data in the pharmaceutical
industry. The structure was protected by IMS Health copyright1656, although the participation
of pharmaceutical laboratories collaborating with the copyright holder had been determinant
in the development of the structure itself1657. In assessing the anticompetitiveness of such
refusal to licence the use of the brick structure, the Court ultimately relied upon the fact that
the structure had become the industry standard upon which the company’s collaborators could
have developed new and improved products serving consumers’ needs1658. Again, the
takeover by one member of the collaboration was found to block collaborative research in the
sector, and thus the ability of the market to develop.
The described cases all show that anticompetitive threats could emerge also within
collaboration pools, becoming source of stronger market power and of subsequent abuses by
one of the collaborators.
In these regards, the mentioned cases reflect how usually the party that is more influent in the
collaboration is the one who controls the technological infrastructure in which the information
aggregated through the collaboration is stored, processed and rendered available to the parties
of the research pool. The control of the technological platform confers the company the
privileged position of gatekeeper of the aggregated information, and thus the (market) power
to withdraw it from the collaborators’ availability. The resulting abuses are thus rooted
exactly in the ownership of intellectual property rights over the technological infrastructure
around which the collaboration develops (in the Microsoft case Microsoft’s ownership of
intellectual property rights in the operating system and in the IMS Health case IMS Health’s
copyright over the “brick structure”).

1653

Y. SVETIEV, Antitrust Governance: the New Wave of Antitrust, cit., 639.
See, EUROPEAN COMMISSION, Microsoft vs. Commission, cit., amongst others, para 694.
1655
EUROPEAN COURT OF JUSTICE, IMS Health GmbH & Co. OHG vs. NDC Health GmbH & Co. KG, C-418/01,
29
April
2004,
online
available
at
http://curia.europa.eu/juris/showPdf.jsf;jsessionid=E613B0D5914960FEE3A7299443789819?text=&docid=491
04&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=11184740.
1656
Ibid., para 26.
1657
Ibid., paras 5; 27; 29.
1658
Ibid., para 49.
1654

308

The cases well suggest the risk of the attempt by the company “dominating” the collaboration
to extend their exclusive control also onto the information product resulting from the joint
collaboration process and to block upstream information fluxes. If carried out, this erosion of
the collaboration would freeze the capabilities and thus the incentives of other companiesregardless of whether they compete om the same markets- to engage in innovation-fruitful
investigations.
Interestingly, this sort of conducts has been declared as anticompetitive under European
competition law in the Microsoft and IMS Health cases under art. 102 TFUE.
Conversely, the American approach in the Intel case has been more careful, since no evidence
of the harm to competition was found by Intel’s refusal to give access to its data. However,
although anticompetitive effects deriving from the collaboration collapse were not positively
affirmed by the Free Trade Commission, the fact that the commissioners’ majority gave
relevance to the re-establishment of the same collaboration, already signals- a contrario- the
acknowledgment of the pro-competitiveness of joint follow-on enquiries1659.
Interestingly, the expansive interpretation given by the European case law of the essential
facilities doctrine exactly in the context of high tech markets has resulted into an expansive
interpretation of the scope of abuses consisting in refusal to disclose information. The conduct
of refusal to disclose information has indeed been deemed abusive in case it has the effect of
impeding the collaborative development of technological progress through the concentration
of research efforts under the control of few research market players. This interpretation has in
turn determined the expansion of remedies imposing exchanges of information or duties to
disclose information deemed essential to competitors for the conduction of research and
development.
Against this backdrop, the analysis of the essential facilities doctrine under art. 102 TFUE,
and in particular the related remedial obligation to share research valuable resources, is
extremely interesting for the case of health data-related exclusionary abuses and is thus worth
of a deeper assessment in the paragraphs below.
3.2 Information Sharing Remedies Under art. 102 TFUE
The leniency under both the data protection research exemption and art. 101(3) TFUE- and
the related relevant block exemptions- allowing information exchanges for the establishment
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of research collaborations and the development of new products and services, should trigger a
more sophisticated analysis - and stronger enforcement intervention- with regards to the
abuses possibly stemming from massive health data aggregation, under art. 102 TFUE1660.
With specific regards to exclusionary abuses stemming from the refusal to disclose research
valuable informational assets, an analysis of the essential facilities case law under art. 102
TFUE suggests the legitimacy, as well as the opportunity of the adoption of behavioural
remedies, mandating access to or disclosure of research information. Such remedies would
indeed be adherent to the complexity of the collaborative networked digital health
environment.
In this regard, the particular suitability of information sharing remedies for the purposes of
advancing research in high tech markets has led to a particular revival of the essential
facilities doctrine1661.
Against this backdrop, this section will first illustrate the evolution of the European case law
regarding the interpretation of the notion of essential facilities in respect to research and
technological progress objectives; then it contextualises the analysed case law in the debate
regarding the applicability of the essential facilities doctrine to digital personal data (in
general); ultimately it concludes in favour of the applicability of sharing remedies in case of
exclusionary abuses specifically regarding the refuse to share research valuable health
information.

3.2.1. The Evolution of the European Case Law
Traditionally, the essential facilities doctrine, and the related sharing remedies, has been
regarded as applicable to exclusionary abuses under art. 102 TFUE only in “exceptional
circumstances”
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traditionally anchored to strict conditions defined by the relevant case law, which sensitively
restricted the scope of exclusionary conducts relevant under art. 102 TFUE.
Under these premises, the two cases of Magill and IMS Health first defined the test for the
assessment of whether a refusal to license an intellectual property right should be considered
abusive under art. 102 TFUE.
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The “exceptional circumstances” for the essential facilities doctrine to be applied where
related to i) the indispensable nature of the refused product or service for the exercise of a
particular business in a downstream market; ii) the exclusion of effective competition in the
considered market as a result of the refuse; iii) the prevention of the development of a new
product for which there is consumer demand; and ultimately iv) the unjustified nature of the
refusal1663.
In this test, the principal condition, from which also the other ones depend, is the one related
to the essential nature of the requested facility. In these regards, the Magill decision has
specified that the refusal to give access to a facility amounts to an abuse when the facility is
an “indispensable raw material” for the provision of a derivative service or product1664. The
requirement of indispensability of the requested facility was further developed by the case
law. In particular, in the Bronner case, it was stressed how the requirement of indispensability
attains to the fact that it is not economically viable for the competitor to autonomously
reproduce a facility that is comparable in scope to that held by the dominant company1665.
More precisely, the Bronner decision, affirms that access to an input is indispensable in case
there are no “technical, legal, or even economic obstacles capable of making it impossible, or
even unreasonably difficult” to replicate1666. According to the Bronner decision, thus, access
to the facility is not indispensable if alternatives are available, even though less valuable.
This restrictive approach was then broadened by the General Court in the Microsoft case,
where the indispensability requirement was linked to the fact that thanks to the access to the
essential facility, the requesting undertaking would have been able to compete with the
incumbent “on an equal footing”1667 for the development a new product1668.
Against this backdrop, the consideration of the specificities of high-technology markets and
the peculiar effects generated by refusals to disclose research valuable information on
innovation has led to a progressive reconsideration of the essential facilities doctrine’s
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requirements in the context of innovation markets. This interpretative evolution has thus come
to re-define the “exceptional” conditions upon which the imposition on a dominant
undertaking of a positive duty to disclose can work as a remedy to re-balance an occurred
informational abuse occurred in a high technology research market.
Such interpretative evolution has regarded in particular the two conditions of i) the exclusion
of effective competition on the considered market and, strictly related to the former, ii) the
prevention of the emergence of a new downstream product.
More precisely, the initial focus of the exclusion of competition has been progressively
expanded around the requirement of a restriction of future competition in innovation markets:
the focus of the analysis for the purposes of an infringement of art. 102 TFUE appears to have
thus shifted from the consideration of the occurred exclusion or restriction of effective
competition, to the consideration of a potential restriction on future innovation. As a result,
also the new product requirement, has been expansively interpreted, by referring it to the
research process as such: the requirement of the prevention of the development of new
products or services has been expanded up to considering also more general impairments of
research and innovation processes, irrespective of the identification of a new product or
service to which such research and innovation processes are targeted.
This interpretative evolution of the test for the essential facilities doctrine has progressively
untightened the pillars of the European essential facilities doctrine framework.
According to a previous approach, the requirement of exclusion of the requirement of
effective competition has been identified in the fact that the facility holder would reserve the
downstream market to itself, excluding the competitors who were denied access to the
facility.
This approach was first affirmed in the Commercial Solvents case, where the Court argued
that a dominant supplier abuses its dominant position when it refuses to provide a facility to a
customer, which is at the same time a competitor in the downstream market, “with the object
of reserving such raw material for manufacturing its own derivatives” and “therefore risks
eliminating competition on the part of this customer”1669.
A similar line of reasoning was further followed in the Magill case, where the Court of Justice
observed that the Irish broadcasting stations had “reserved to themselves the secondary
market of weekly television guides by excluding all competitors on that market”1670. The
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Court thus found that the refusal was infringing art. 102 TFUE because it impeded the
entrance on the market of an equally efficient- i.e. equally likely to innovate- competitor in
the market. In the Magill decision, the Court further specified that for the sharing remedy to
be triggered, the impairment of competitors’ research and development processes determined
by the unavailability of the “essential” resource, must result into a harm to consumer welfare
directly related to the loss of the benefit that consumers would have experienced with the
marketization of a new product1671.
Likewise, also in the IMS Health ruling the Court highlighted that the refusal had the effect of
reserving for the dominant company “the market for the supply of data on sales of
pharmaceutical products in the Member States concerned by eliminating all competition on
that market”1672. In the cited cases, thus, the holder of the essential facility was itself active in
the downstream market and had tried to entrench its dominant position through the refuse to
license its intellectual property rights1673. On that occasion, the Court particularly highlighted
the existence of a vertical relationship between two or more markets and the refusal of access
to an upstream right blocks the development of a new downstream product for which there is
a potential consumer demand, which can be delivered only through access to the upstream
right1674. As the Court has observed in the same decision, the upstream right- whose access is
refused- was operating as a connecting link between the two markets, in the sense that the
right is essential for the development of the new products, and not only beneficial or
important for its design1675. As the Court however recognized in this same case, these new
products or services need to be sufficiently identified so as to identify a “potential consumer
demand”1676. In this perspective, the Court already appeared to consider the possibility that
the essential facility doctrine could be applied also with reference to a “potential or even
hypothetical market” for the asset required, provided that there is an actual demand for [the
asset] on the part of undertakings which seek to carry on the business for which they are
indispensable”1677.

1671

Ibid., para 54.
EUROPEAN COURT OF JUSTICE, IMS Health GmbH & Co. OHG vs. Commission of the European
Communities, cit., para 52.
1673
I. GRAEF, Rethinking the Essential Facilities Doctrine in Digital Markets, 13 May 2019, online available at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3371457, 20.
1674
EUROPEAN COURT OF JUSTICE, IMS Health GmbH & Co. OHG vs. Commission of the European
Communities, cit., para 48- 49. For the literature commenting the IMS Health Case, see J. HOUDIJK, The IMS
Health Ruling: Some Thought on its Significance for Legal Practice and its Consequences for Future Cases such
as Microsoft, in European Business Organization Law Review, 2005, 6, 467 ff..
1675
EUROPEAN COURT OF JUSTICE, IMS Health GmbH & Co. OHG vs. Commission of the European
Communities, cit., para 48- 49.
1676
Ibid., para 49.
1677
Ibid., 44-45.
1672

313

This decision thus initiates a turnaround with regards to the applicability of the essential
resources doctrine, which has been progressively extended from the exclusion of competition
on an existing downstream market, to the impairment-suffered by the undertaking requiring
access, of entering a new market1678, in which the dominant undertaking is not active yet, but
could expand to1679.
Under these premises, the approach to the essential facility doctrine appears to have changed,
and broadened, in the Microsoft case1680. Here, respectively the General Court and the
European Court of Justice appear to have applied lower thresholds for the purposes of the
essential facilities doctrine.
Indeed, in the Microsoft case, the General Court lowered the anticompetitive threshold down
to the existence of the likelihood that the refusal to access the facility would “eliminate all
effective competition on the market”1681, this leading to a “limitation not only of production
or markets, but also of technical development”1682.
The reference to technical development appears to signal a first application of the essential
facilities doctrine to innovation markets, irrespective of the definition of a product or service
that is meant to be developed by the company who requests access. Indeed, despite the fact
that the company requesting access to Microsoft’s interoperability information was not able to
identify the new product or service it would have developed once it had gained access to the
interoperability information, the requirement of prevention of new product development was
considered as fulfilled by the General Court on grounds that the refusal of Microsoft had the
effect of restricting technical development1683.
Interestingly, the General Court highlighted that the restriction of technical development was
not only to be suffered on the side of the company receiving the refusal but also on the side of
1678
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the same incumbent, whose refusal would have consolidated its dominant company,
ultimately leading to a decrease of the same incumbent’s incentives to innovate1684.
In this perspective, thus, also the risk of an impediment of competitors to autonomously run
R&D processes for the placing on the market of new product or service has been held by the
General Court as a sufficient ground for the identification of exclusionary anticompetitive
effects of the refusal to give competitors access to research precious information, and thus for
the activation of competition enforcement under the essential facilities doctrine1685.
In the Microsoft decision, the essential facility-related remedy was even broadened beyond
the objective of consumer welfare protection that had been highlighted in Magill, and
widened to the achievement of more sectoral objectives, as the restructuring of the industry
for the ultimate political purpose of the strengthening of the internal market and the
achievement of wider European Union objectives1686.
Interestingly, this broad conception of new product requirement has been expressly
acknowledged by the Commission Guidance on enforcement priorities under art. 82 EC,
stressing that harm can be caused to consumers when the competitors that the dominant
undertaking forecloses cannot, as a result of the refusal to introduce to the market innovative
products or services and/or where follow-on innovation is likely to be stifled”1687. In the
Commission’s view, this harm is especially likely to occur when the “business in need of
supply does not intend to limit substantially the coping of products or services already offered
by the dominant undertaking on the downstream market, but intends to produce new or
improved products or services for which there is potential consumer demand or is likely to
contribute to technical progress”1688.
It is not a coincidence that the Guidelines have been issued after the Microsoft case, as a
definitive acknowledgment of the innovation as a direct object of harm that competition rules
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may directly, without the need for any intermediation by sector regulation, protect. These
statements by the Commission ultimately appear to pose grounds for a new justification of the
essential facility doctrine as a means to establish of a level playing for research and
innovation, when harmed by an abuse.

3.2.2 Sharing Remedies Over Digital Data: the Debate
The question of access to information is considered to be a central concern in contemporary
competition law1689. The core of the debate relates to the newly emerging link in digital
markets, occurring between data “portability”- in the general sense of data sharing1690- and
competition1691. The sharing of data has thus been increasingly regarded by the European
competition authorities as a remedy capable of deconstructing big undertakings’ selfgenerating market dominance in innovation, and thus re-establish a more homogeneous field
of research and development.
The European Commission, on its side, has recently stated that general competition law is
applicable in respect to data-driven business models, and its remedies can thus be invoked to
claim wider access to data held by one market player1692. The refusal to grant access to
essential business data has been expressly recognised by the Commission as one of the
principal unfair trading practices on online platforms1693. In these regards, the sharing remedy
under the essential facilities doctrine has been expressly put in connection by the Commission
to the objective of the free flow of information in digital markets1694.
Under this premise, the Commission appears to be in favour of the applicability of the
essential facility doctrine framework also to data not covered by intellectual property
rights1695. Such interpretation of the Commission’s statements would imply a further stretch
of the interpretative trend regarding the essential facilities doctrine initiated by the Court of
1689
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Justice in respect to high tech markets. Indeed, such interpretation would also go beyond the
statements made by the General Court in the Microsoft decision, observing how the
circumstance that a refuse leads to the prevention of the development of a new product is
“found only in the case law on the exercise of an intellectual property right” 1696, but not in
general refusal-to-deal cases.

3.2.2.1 The Arguments Against the Sharing Remedy Over Digital Data Under Art. 102
TFUE
The applicability of the essential facilities doctrine framework to digital data raises is much
debated1697. Also the literature that supports such interpretative solution, has highlighted some
non-negligible challenges it brings about1698.
These challenges attain to issues both newly arising from the specific properties of digital data
considered as a facility possibly object of a specific duty to deal; and traditionally associated
with the features of the proactive sharing remedy the essential facilities doctrine triggers.
In respect to the difficulties of considering data as a facility under the essential facilities
doctrine framework, a strand of the literature has stressed how digital data could not be
eligible as an essential facility exactly because it could never really be deemed essential for
the development of a new product or service1699. Digital data can indeed be easily replicated,
also through the recourse to data brokers1700.
From a further standpoint, the same literature highlights that the link of digital data to a new
product or service as the (earlier) essential facilities doctrine requires, would be particularly
1696
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hard to establish, especially beforehand1701. However, it needs to be observed right from the
beginning that this argument specifically relates to general big data, as search engine data or
social network data, that is general runaway data1702 and not to more sophisticated types of
digital data as health data1703.
Shifting the perspective from the facility to the sharing remedy regarding digital data, instead,
it has been observed that the proactive imposition by a competition authority of disclosure
duties onto a dominant company is an operation of outright market design through the
interpolation on the structure of existing market conditions. More precisely, the imposition of
a sharing remedy would ultimately accomplish distributive justice goals, through the
surreptitious creation of a level playing field1704. In this light, the expansive application in
digital markets of the essential facilities doctrine under art. 102 TFUE, would enlarge the
scope of abusive conducts related to the refusal to share data in these same markets, this
implying a use of competition rules, and in particular of art. 102 TFUE for interventionist
market regulation purposes1705.
Moreover, the establishment of an information sharing remedy in the form of the imposition
of an outright duty to deal on the dominant company, directly interferes with the same
company’s freedom to do business and to contract and to choose the trading partner1706, as
well as with its right to property, in case of the requested facility being protected by such a
right1707.
The decision of a competition authority to impose a sharing duty onto a dominant undertaking
requires indeed a delicate balancing between these constitutionally relevant interests and the
re-establishment/promotion of competition1708.
1701
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With specific regards to the case of legally possessed intellectual property rights, deeming as
abusive the refusal to share with third parties a legally possessed property right, amounts
indeed to an actual expropriation of the latter, forcing the holder to assist a competitor to the
detriment of its interests1709.
In these regards, some strand of the literature has also argued that a compression of the
dominant undertaking’s rights and the forcing of network owners to disclose the information
resulting from their investments, would sensitively decrease the incentive to invest in
technological innovation1710. More precisely, an undue interference with the dominant
undertaking’s freedom to conduct business and right to property could have the effect of
diminishing incentives for competitors and for the same dominant firms to innovate and
develop substitutes for the existing infrastructure in the long term1711.
In these regards, some strand of the scholarly literature has argued that a decision by a
competition authority not to intervene in a certain market through sharing remedies would put
greater pressure onto competitors to introduce new technologies in order to overtake the
dominant position of the incumbent, thus advancing competition for the market1712. The
policy option not to impose a sharing remedy is said to safeguard at the same time the
(intellectual) property rights of the dominant undertaking, and incentivise new entrants to
develop new technologies for the purposes of market overtake1713.
dominant undertaking’s freedom of contract often requires a careful balancing of conflicting considerations. In
the long term it is generally por-competitive and in the interest of consumers to allow a company to retain for its
own use facilities which it has developed for the purposes of its business. For example, if access to a production,
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According to this perspective, thus, the refusal to access intellectual property rights, should be
considered as a natural (negative) expression of the incumbent’s market power, as directly
deriving from the competitive advantage acquired within the structure of the market and its
operating conditions1714. Such a refuse should thus not amount to an abuse under art. 102
TFUE, in the view of the self-correcting market safeguards, which should temporarily restrain
the incumbent’s acquired dominance through an overtake by a new entrant1715.
Along these lines, thus, the essential facilities doctrine should be restrictively applied, in order
not to interfere with the rationale of protecting incentives to invest and to innovate
incorporated within the possession of an intellectual property right.

3.2.2.2 The Arguments in Favour of the Sharing Remedy Over Digital Data Under Art.
102 TFUE
Within the frame of this debate, however, other scholars have observed how the protection of
intellectual property rights can be justified until the protection itself, and thus the protection
of its exclusive- and exclusionary- use by the owner, is beneficial to innovation1716.
When the intellectual property holder has gained a dominant market position which
entrenches the incumbent on the “technological frontier”1717 in a way that blocks the
innovation pace that the same intellectual property rights aim to stir, thus ultimately distorting
their essential function, then competition law-and in particular art. 102 TFUE- can have the
integrative function of proactively imposing positive obligations towards perfecting market
structure conditions1718.
The sharing remedy under art. 102 TFUE can be a suitable a means for preventing dominant
companies from extending and consolidating their dominance when this delays the start of a
new round of competition for the market1719. It is indeed functional to the re-establishing of
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the competitive pressure, in case the market dynamics fail to generate it on their own1720. In
these “exceptional circumstances” thus, the same competition law, and in particular art. 102
TFUE, disowns its traditional role to intervene as to correct active behaviours rather than to
correct negative behaviours by invasively intervening in the market through the establishment
of a positive obligation1721.
Under these premises, the extensive application of the essential facilities doctrine to the case
of digital data is exactly suggested by the specific market characteristics of digital markets in
which they are (not) exchanged.
In digital markets, indeed the market position of incumbents is sustained and ultimately
entrenched by network effects, high switching costs and lock-in effects1722. Incumbents are
thus facilitated to enter connected technological markets and to engage in “conglomerate
strategies”1723 through which they partner or acquire new potential market entrants1724. In this
way, these potential new entrants are prevented to become competitors potentially displacing
the same incumbents1725.
These peculiar dynamics in which competition in digital markets proceeds, weaken the selfcorrecting mechanisms of the market and risk to impair the development by other market
players of innovative technologies, ultimately freezing competition for the market1726.
Indeed, these market failures encourage market tipping strategies in multisided markets. Such
tipping strategies exacerbate in turn the unavailability of the research valuable resources, thus
impeding competitors to compete within a certain research market, with an ultimate negative
impact on products’ variety and prices1727.
In this perspective, the existence of the peculiar market failures stemming from the presence
of network effects or switching costs that lock-in the market, and consolidate dominant
undertakings’ dominance, can provide sufficient grounds for antitrust authorities to intervene,
by imposing a duty to disclose that re-opens up and liquifies the competitive process.
It is thus exactly because of the very specific features of digital markets that the imposition of
a sharing remedy potentially becomes extremely relevant for the protection of data-driven
innovation, allowing competitors to acquire the research information that is necessary for the
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design of complementary products and the stirring of follow-on innovation1728. Indeed, the
availability of the resources needed to compete within an existing market, can facilitate
competitors’ race in bringing in the market disruptive inventions and thus in gradually taking
over the position of the dominant undertaking by exactly making its dominance less
significant1729.
Under this premise, when the protection of upstream rights or assets harms innovation, then
essential facilities doctrine of art. 102 TFUE can be an interesting remedy for safeguarding
the availability of research and competitively valuable information within innovation markets,
and thus stir competition for new digital products or services.

3.3 Information Sharing Remedies in Health Data Pools
Both the evolution of the European case law, which has defined a broad framework of the
essential facilities doctrine in the context of high tech markets, and the scholarly debate
regarding the extension of such doctrine to digital data, provide useful grounds for the
assessment of whether digital health data can be considered an essential facility for the
purposes of digital health research, and thus be object of a specific duty to share born by
companies that are dominant in the same market of health data-driven innovation.
In these regards, it needs to be first observed that differently from general big data’s
features1730, research valuable health data is to be considered a specific research resource with
well-defined features.

3.3.1 Health Data as Essential Research Facilities
Although in the digital environment the sources of sensitive health data have proliferated, it
has been previously demonstrated that the research value of such differently captured
sensitive health data, directly stems from the aggregation of different complementary health
datasets, ranging from general runaway health data to more sophisticated scientific testing
data1731. This implies that the so formed health data pools are not ubiquitous, thus easily
retrievable, as general big data are1732.
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Moreover, because they are the direct product of the research investments of the members of
the health data pool, they are protected by more than one layer of intellectual property
protection1733.
In this perspective, hence, a refusal to share research valuable health data that are protected by
intellectual property rights, would amount to a refusal to license intellectual property rights,
as in the IMS Health and in the Magill case1734.
With regards to the exclusive nature of some types of digital data, it has been rightly observed
that exclusivity of a resource does not automatically amount to essentiality. The essentiality
requirement indeed implies something more than simple exclusivity: it indeed involves an
outright monopoly power by the data holder in the collection and generation of these same
data1735.
However, the health data flown in the formed health data pools indeed originate from and in
turn themselves define the relevant health data-driven innovation market1736. Indeed, both the
complementary nature of the data and the technological assets pooled together and the indirect
network effects existing between the markets of digital health services or products and the
pure data-driven innovation market controlled by the members of the established health data
pool, is very likely to place an established research consortium in a (quasi-) monopolistic
position regarding a certain type of research valuable health data.
This implies, in turn, that the pooled health data is very likely to be essential for the
satisfaction of a specific research demand connected to a relevant health data-driven
innovation market as defined around a specific research sector, e.g. the research sector
regarding diabetes as in the joint venture between Google and Sanofi; or regarding kidney
injuries as in the partnership between Google DeepMind and the Royal Free Hospital.
The aggregated health data, together with the developed technological research infrastructure,
can be indeed hardly replicated by competitors, and especially by smaller research consortia,
which, as already shown, usually have just one type of research relevant health
information1737.
Following the above-recalled Bronner decision, it can be thus said that health data pools are if
not impossible, “unreasonably difficult” to substitute from a technical, economic and legal
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perspective, even if the requesting firm would undertake investments similar to that of the
dominant firm in order to reproduce the health datasets.
The corollary of this specific market features is that access to an established health data pool
can become indispensable to enter a specific health-data driven innovation market and thus
for the answering of a specific research question1738.
Under these premises, it needs to be observed that health data can be considered essential
facilities for health data-driven research purposes only in light of a broad interpretation of the
essential facilities doctrine as detached from the strict requirement of the new product. This is
because at the moment in which a competitor seeks access to the research facility, the new
products or services that will follow from the analytical research processes of these facilities
are mostly unforeseeable or at least not clearly defined. Indeed, research courses based on the
analysis of data are open-ended processes that cannot be linked, especially in early stages of
the research, to a precise product or service. This factual consideration thus suggests the
opportunity that the requirement of the essential nature of the facilities for the purposes of the
new entrants’ market initiatives is not linked, as in the traditional conception of the essential
facilities doctrine, to the development of a specific new product or service, but rather to the
conduction of a research enquiry related to a specific sector.
In these regards, as has been shown, the evolution of the above-recalled European case law
appears exactly to admit to consider a facility essential also in respect to broader objectives of
research and technological progress. Indeed, especially the Microsoft and Intel decisions,
appear to have employed the requirement of exclusion of competition in a more flexible way
in respect to dynamic markets with a progressive detachment from the requirement of the
exclusion of effective competition.

3.3.2. The Refusal to “License” Health Data as Abuse under art. 102 TFUE
In the context of digital health markets, health data are the basis of research and development
enquiries of a wide range of new health technologies.
Following the above-mentioned European decisions regarding the essential facilities doctrine,
a refusal to disclose health data by the members or by one member of a health data pool could
be deemed abusive when it strengthens the market dominance of the facilities’ holder(s) in the
multisided digital health markets not only as a consequence of the restriction of competition
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in already established health products’ or service’ markets, but also as a result of the freezing
of competition in innovation in a specific research market1739.
Under these premises, the abuse stemming from the withdrawal of pooled health data, need
again to be deeper enquired and contextualised at the complex intersection between
intellectual property, competition and innovation rationales.
In these regards it needs to be observed that from an intellectual property standpoint, the
blocking of competition in the market, which is mostly competition by imitation, through the
retention of a specific protected resource is to be considered as a legitimate entitlement
directly stemming from the intellectual property protecting the resource at stake. Conversely,
the blocking of competition in innovation as a result of such retention, would exactly go
against the very goal of the promotion of technological progress the same intellectual property
system is bound to1740.
Under these premises, a careful consideration of the very features of both digital health
product markets provides some interesting suggestions as regards to when a refusal to license
protected health data can be deemed abusive in the correspondent digital health research
market.
Indeed, the already recalled market failures related to the direct network effects or users’ high
switching costs affecting an existing digital health product/service market in which the
incumbent consolidates its market position, suggest that a disclosure of health data by the
same incumbent to a new entrant, would presumably not be capable of undermining the
dominant position the incumbent has acquired in these markets.
Indeed, the existence of these market failures would very probably impede that a disclosure of
upstream data would trigger competition by imitation- or competition in the marketmechanisms that the same intellectual property apparatus structurally intends to retard.
This means, at a deeper level, that in the view of such market failures, the disclosure of the
protected research data would hardly undermine intellectual property rights’ physiological
rewarding function of a dominant position in the in the digital health product/ service markets
This has been expressly proved in the IMS Health and Microsoft cases, where exactly the
market failures prevented potential competitors from entering the considered market by
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introducing their own products since consumers were not interested in switching to a new
type of brick structure or client PC operating system1741.
However, such rewarding function of the intellectual property system turns out to be abused
when the dominance assured by intellectual property rights is meant to be unduly extended
onto other- related- markets, this ultimately going against the incentivising function of the
same intellectual property rights.
Under these premises, thus, a refusal to access health data needed by new entrants to
autonomously carry out research and development targeted at new markets, which may be
related, but not coinciding, with the market in which the facility holder is dominant, would
thus favour the incumbent’s market tipping strategies, with that impeding new entrants’ to
engage in the competition for the market race. In this case, a similar refusal to access health
data could amount to an infringement of art. 102 TFUE, triggering a sharing remedy
necessary to restore competition in innovation, otherwise unduly frozen.
Ultimately, on a more general level, an interesting parallel can be drawn between the
establishment of a duty to share research valuable health data under the essential facilities
doctrine and the establishment of compulsory patent licenses granted for exceptional reasons
of public interest1742. The consideration of the public interest grounding the exception to the
general individual freedom of the patent holder and thus the establishment of a compulsory
license could provide further systemic arguments in favour of a licensing-based remedy
regarding the sharing of health data that are essential for the conduction of health research and
thus for the achievement of the public interests that are related to it1743.

3.3.3 The Sharing Remedy Over Health Data
The above made considerations thus support the application of the essential facilities doctrine
in health data pools, for the ultimate protection of research courses, that would unduly be
blocked by the over-appropriation of research valuable facilities by an already dominant
undertaking1744. The related sharing remedy would thus enable to lower the entry barriers that
are rising in the digital health research environment because of digital markets’ market
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failures related to lock-in and network effects, and thus to overcome the emerging abusive
conducts of cutting off research facilities to downstream rivals.
The sharing remedy regarding health data under art. 102 TFUE would thus be directly
functional to curb these distortions of digital health research courses, for the direct
achievement of consumer welfare protection and internal market’s consolidation objectives,
which the same European Court of Justice has linked to the essential facility sharing remedy
in the Magill and Microsoft decisions.
In respect to the case of health data, these objectives could be further concretised in respect to
the identified emerging European policy objective of the free flow of scientifically valuable
health information. The consideration of this last policy objective indeed at the same time
provides a ground of promotion of the information sharing remedy under the essential
facilities doctrine, but also a starting point for considering the limits in which the same
sharing remedy under art. 102 TFUE can be enacted. Indeed, the allocation of such economic
regulatory function to the sharing remedy under art. 102 TFUE, needs to be contained within
well defined limits1745.
Under these premises, the debate regarding the opportunity to apply the sharing remedy under
essential facilities doctrine in highly dynamic, technology-driven markets, needs to be
contextualised in the very features of health data-driven research markets in which the access
to health datasets is requested and the role that data availability has in the design of new
digital services and products.
First of all, in order to avoid that the sharing remedy fulfils generic research promotion
objectives, the sharing remedy needs to be confined to specific health datasets, which can be
linked to a specific research sector- e.g. health data regarding diabetes or kidney injuries-, and
thus to a well-defined innovation market. In respect to the health sector, the relevant
innovation market could be defined in respect to a specific field of diseases1746.
In addition to this, a further limit to the extension of the research remedy should be given by
the gravity of the above-mentioned market failures. In these regards, it has been rightly
observed that the less severe the market failures are, the more the sharing remedy under the
essential facility doctrine should be anchored to the prejudice not to general, although sectorspecific, research objectives, but to the development of specific products or services which
would result into a substantial utility for consumers1747. For these purposes, it has been
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observed that the product to be introduced by the access seeker should have no or a relatively
low degree of substitutability with the product or service already marketed by the facility
holder1748.
This stricter interpretation would indeed be respectful of the reward function of the dominant
undertaking’s intellectual property rights, which would otherwise be threatened in case,
thanks to the sharing remedy, new entrants could market products or services which imitate
the ones developed by the dominant undertaking.
The above traced limits would maintain the sharing remedy confined to “exceptional
circumstances” although within the more flexible context of research markets, than the one of
specific product or service markets.
Against this backdrop, the application of the essential facilities doctrine in the data-driven
research context within the above-traced limits, ultimately suggests the opportunity of a more
interventionist and market shaping role of competition enforcement under art. 102 TFUE,
whenever digital health data-driven markets appear to lack of self-correcting antibodies. In
these specific cases, thus, an antitrust intervention, in the form of the establishment of a
proactive obligation to share, and specifically designed to encourage and incentivise a
consumer welfare enhancing competition in health research, appears to be desirable1749.
From a systemic perspective, moreover, the- although exceptional- configuration of a sharing
remedy regarding health data under the essential facilities doctrine is consistent with other
recent competition policies, developed by the European Commission for the protection of
research efforts, as the ones lately developed in the context of mergers, under the new socalled innovation theory of harm.

3.4. Data Sharing Remedies in European Merger Policy
3.4.1. The Innovation Theory of Harm in Merger Policy
Innovation considerations have been lately given particular attention by the Commission in
the context of mergers in the pharmaceutical market and also in the neighbouring chemical
market.
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In these contexts, the Commission has conducted an innovation-based assessment through
express reference to innovation-markets1750.
The Commission has assessed not the pro-competitive but rather the anti-competitive effect
of the mergers on innovation aiming at creating new products, assessing, as has been stated
“the impact of the Transaction at the level of innovation efforts by the Parties and its
competitors”1751.
Examples of this case-law can be found in the Medtronic/Covidien merger1752, where the
Commission found that the merger between the two medical devices producers would have
restricted competition and thus diminished the level of innovation in the considered market,
disincentivizing one of the parties to finish the testing procedures for a promising drug
Stellarex.
Likewise, also in the acquisition by Novartis of the company Glaxosmithklines’ (GSK)
oncology business1753, the Commission detected the risk that the merger would have stopped
developing two important drugs for the cure of skin and ovarian cancer, thus negatively
impacting on the market’s innovation outcomes.
A third similar case is to be found in the merger involving Pfizer and Hospira1754, which the
Commission deemed to affect the development of an important biosimilar drug1755 treating
autoimmune diseases. Pfizer who was carrying out the testing of such drug, would have
indeed retarded the testing phases after the merger, or would have divested the research on the
drug to the originator, thus hindering price competition.
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Ultimately, also in the merger between Johnson & Johnson and Actelion1756, the Commission
noted the risk that one of the two parallel projects for the development of a new insomnia
drug would have been abandoned after the merger, thus, as in the previous cases, impairing
innovation competition1757.
The mentioned cases are particularly relevant because they signal an increasing employment
of the innovation market paradigm within pharmaceutical sectors’ enquiries1758, and thus a
growing attention by the Commission with regards to the (in)efficiency outcomes of a market
transaction1759. This orientation has been reaffirmed by the Commission also in other mergers
in the neighboring chemical sector, as in the Dow/DuPont1760 and in the Bayer/Monsanto1761
cases, where just as in the mentioned pharmaceutical cases, the merging between researchbased companies was investigated from the perspective of the impact on the development of
new products1762. More precisely, in the Dow/DuPont case, Commissioner Vestager has
argued that: “we need to make sure that the proposed merger does not lead to higher prices or
less innovation for these products”1763.
In all the considered cases, the findings were related to the forecast of an overall reduction in
innovation efforts, substantiated in a decrease of the number and quality of new products,
directly resulting from the “discontinuation, deferment or redirection of competing lines of
research and early pipeline products”1764. In view of these statements, the literature has
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critically observed, in particular with regards to the Dow/DuPont merger, that the
Commission is posing the grounds for a new theory of harm based on innovation unrelated to
a specific product market1765. By doing so, it appears to uphold those economic theories
showing that mergers tend to reduce overall innovation and as a result harm consumer
welfare1766.

3.4.2. Data Sharing Remedies Through Commitments: the Divestment of Research Poles
Despite the detection of the above-described anticompetitive effects, the above-analysed
mergers were approved by the European Commission upon the condition that specific
remedies were enacted by the merging parties.
In these regards, for example, in the Medtronic/Covidien merger Medtronic committed to sell
Covidien’s Stellarex business including manufacturing equipment, related intellectual
property rights as well as scientific and regulatory material needed to finish the drug’s
development1767. In this way, the Commission assured that the development of the drug would
have been completed by a third company, working under the competitive pressure to innovate
and to quickly bring the product on the market.
Similarly, in the Novartis/GSK Oncology Business, Novartis committed to divest one R&D
business related to one of the two considered drugs to a third company, and retransfer the
R&D business of the other one to the same company that was the original licensor. In addition
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to this, the remedy envisaged a cooperation agreement between this company and another
third party, securing the proper testing procedures for the two drugs enabled by such
cooperation1768.
Also, in the Pfizer/Hospira case1769, the remedy was related to the divestment of the
biosimilar drug’s development to a third company. Ultimately, also in the Johnson & Johnson
merger with Actelion1770, Johnson & Johnson committed not to influence any strategic
decision regarding the development of Actelion’s research pipeline regarding insomnia
treatment, transferring the control of the development of its own product to a partner.
Overall, the cases at stake demonstrate- and partly confirm- the emerging practice by the
Commission to impose commitments exactly in those areas, as innovation markets, where
business models and partial integration render it very arduous to forecast with certainty the
future effect of a transaction, given that the effect itself will be given by the market
developments and by how the arrangements are implemented1771.
In the cited merger decisions, indeed, competition enforcement intervention occurs through
commitments that become an outright means to impose onto (otherwise dominant) merged
entities pro-competitive information sharing obligations directed to other players in the same
research market.
These commitments are specifically directed at safeguarding competitors’ ability to compete
in health data based markets, and with that protecting a consumer welfare-enhancing health
innovation pace. Interestingly, in these regards, the commitments cover not only an actual
overlapping process or product, but also the ability to create an overlapping process or
product1772.
Overall, thus, the mentioned commitments are specifically designed to assure the protection
of innovation and thus to preserve the ability and incentives to innovate, with that restoring
effective competition in innovation1773. These commitments mostly assure that pipeline
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projects regarding important drugs are not abandoned and that these are taken up by a third
operator1774, acting as a new innovative competitor posing competitive constraints to preserve
innovation1775.
More precisely, the commitments regarding the divestment of research poles appear to imply
exactly the sharing of research valuable information to competitors actually or potentially
acting within the same research field, together with the needed technological research
infrastructure.
As particularly well reflected in the Novartis merger, the commitments regarding the
divestment of research poles, through the establishment of additional cooperation agreements,
maximize the research expertise available in the market.
This appears to be very interesting for it shows how the Commission’s intervention with
regards to collaborations between pharmaceutical companies ultimately directs and gives
expression to the innovative potential of a networked health research environment, where new
(life-saving) drugs can be marketed faster when the competitive pressure on the market is
greater.
Under these premise, the commitments reflect how the aggregation of different technological
assets within concentrated research pipelines can be tailored to efficiency goals1776. At a
deeper level, the analyzed case law appears thus to suggest that innovation market analysis in
the pharmaceutical sector, supports aggregation practices of technological research tools for
their pro-competitive effects1777.
3.5 The Regulatory Dimensions of Competition Sharing Remedies Of Research Data
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The above-traced analysis has shown the emergence within European competition policy of
information sharing remedies specifically tailored to information flows objectives in the
context of innovation markets1778.
Indeed in both essential facilities cases in high tech markets and in merger decisions regarding
pharmaceutical innovation markets, sharing remedies appear to have been expansively
imposed by the European Commission, either in the form of a sharing obligation borne by the
an abusing dominant undertaking or in the form of a commitment by the newly merged entity
to divest some research poles to competing parties. These sharing remedies appear to be work
as research and innovation catalysts in case of anticompetitive suspension of sectoral research
and development interactions among different market players.
Under these premises, both the sharing remedy under art. 102 TFUE and the commitments
regarding the divestments of research poles appear to work as “para-regulatory” competition
remedies1779, re-establishing threatened competition in innovation through greater availability
of research information on the relevant innovation market.
More precisely, in light of the developments of both the essential facilities doctrine and the
merger analysis regarding high-tech and innovation markets, the European Commission
appears to have developed specific remedial tools for the restoration of (research) information
asymmetries in case these harm innovation. Given that information asymmetries are ever
growing in the dynamics of digital markets and more precisely in the dynamics of digitised
high-tech and innovation markets, it is very likely that these will result, amongst others, not
only in informational imbalances between businesses and data subjects, but also in
informational imbalances regarding different businesses’ research capabilities.
The emerging para-regulatory role of competition law1780 in the context of high tech and
innovation markets1781, are presumably destined to expand in the context of digital markets,
and more precisely in the context of digitised high tech and innovation markets, where
imbalances exactly in research markets are destined to become sharper.
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Research imbalances are destined to have pervasive effects in the structuring of the resulting
markets of new products or services, by centralizing research assets under the control of
closed research ecosystems, and thus becoming source of monopolization courses of
developing markets. In these terms, such a re-allocative intervention regarding research
information appears to be justified from the perspective of both ordoliberalist rationales
regarding the protection of competition processes’ fairness and competing firms’ economic
freedom and of economic oriented stances of consumer welfare protection1782.
However, as has been observed, this emerging regulatory drift of competition law
enforcement disowns the traditional restrictive, ex post and facts-based attitude of competition
law as conceived by the Chicago School, in order to embrace a new ex ante and forwardlooking market shaping role1783.
These developments are thus triggering deeper reflections in the scholarship with regards the
actual relationship between these regulatory turnarounds of competition policies and
economic regulation1784. Such reflections have been mostly directed at finding parallelisms
and eventual overlaps between para-regulatory competition remedies and sector-specific
regulation1785.
In respect to the sharing remedies regarding research information, this line of reasoning is
particularly thought provoking in light of the existence of regulatory obligations to render
research information available in publicly accessible databases controlled by regulatory
agencies. It is the case, for example of clinical trials databases and safety information
regarding medical devices, which respectively the Clinical Trials Regulation and the Medical
Device Regulation demand to be accessible to competitors through the intermediary
transparency role of regulatory agencies1786.
The consideration of these sector-specific disclosure obligations regarding health research
data, thus raises the question over the difference between specific sharing remedies under
competition law and such regulatory disclosure obligations.
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In these regards, it needs to be remembered that the latter assure the ex ante availability of
research data employed in regulatory procedures for the obtainment of marketing
authorisations. Conversely, having the objective of restoring harmed competition in
innovation processes, the sharing remedies under competition law appear to refer to the
deeper layers of research data pools, which are not disclosed in the course of regulatory
procedures and which are thus not publicly accessible by competitors.
In this perspective, it could be thus argued that the difference between regulatory disclosure
obligations regarding research information and sharing remedies under competition law, is to
be identified in the fact that the former regard research information which is strictly related to
marketed health products or services, whereas the latter, in accordance with innovation
market theory, is “pure” research information, which is not directly linked to a specific
product or service.
Another distinction between these two set of obligations regarding the disclosure of research
information is to be found in the different impact on intellectual property rights: the
regulatory disclosure obligations, implying a general and standardised public disclosure of
research results, cannot impair businesses’ intellectual property rights1787. Conversely, sharing
obligations imposed by competition authorities amount to exceptional market interventions
implying the sharing of research information with one or more well identified competing
undertakings. In these regards, the sharing remedy structurally implies the direct interference
with the dominant undertaking’s intellectual property rights. The disclosure obligations in
these exceptional remedial cases take indeed the form of outright duty to license the (mostly
intellectual property protected) research information.
From a further standpoint, the emergence of exceptional para-regulatory competition remedies
regarding the re-distribution of information between competing research entities, could signal
a legislative vacuum that would need to be filled with a specific normative intervention
generalising the obligation to share health research results between health research
undertakings.
Such a general sharing obligation regarding health data would be also in line with some recent
legislative initiatives which have established outright sharing obligations among competitors
in specific markets.
This is the case, for example, of the Payment Service Directive II, which has set an explicit
obligation to share information onto payment service providers1788. Similarly, also the very
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recent EU Regulation on platform-to-business relations, platform to business regulation (P2B)
provides a rule that a platform provider must be transparent with the data it collects for its
business users and if it intends to give access to that data to its business users in a
discriminating fashion, it needs to be transparent1789.
Against the backdrop of these European normative developments, in a de jure condendo
perspective, it would be desirable to have a similar obligation with regards to research entities
to share their data with other actual or potential competitors acting within a specific health
data-driven research market.
In these regards, it needs to be however specified that, in line with the connection of the
information sharing remedy under art. 102 TFUE only to an abuse of dominant market power,
such normative duty to give access to research data should be proportional also to the
involved parties’ individual market power. This means that a group of smaller research
entities that pool together their data to gain a competitive advantage should not be compelled
to share their pooled data with a larger self-standing established market player1790. In the light
of this risk, a normative mandatory sharing obligation posed onto research entities could be
established independently of the occurrence of a market abuse, thus being broader in scope
than the sharing remedy available under art. 102TFUE, but should be strictly anchored to the
existence of a dominant market position of the addressee of such obligation. Otherwise, a
normatively imposed sharing obligation of research data would risk to exactly facilitate the
establishment of research information-based monopolies of the recipients of an information
disclosure obligation.
3.6 The Regulatory Design of Sharing Remedies Over Research Data
The consideration of the para-regulatory nature of information disclosure obligations as
remedies under competition law, suggests some further reflections regarding the design that
these sharing remedies regarding research information in innovation markets should have.
Indeed, in the moment competition law develops tools to intervene in innovation, through the
definition of a relevant market and the development of adequate remedies to re-allocate
innovation incentives in a more homogeneous way among existing market players in the
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innovation field, this regulatory task that competition law acquires should conform to the
rules of other regulatory branches regarding research and innovation.
These regulatory branches of research and innovation are, traditionally, intellectual property
law and, newly regarding data-driven innovation, data protection law1791.
The design of sharing obligations in competition remedies regarding both regarding abusing
dominant undertakings and merged entities, in the view of their function of restoring
competition in innovation and thus promoting research and development enquiries should
thus conform to the principles and rules established in these other two branches of innovation
regulation.
It is to these frameworks that competition authorities should thus look at for the design of the
sharing obligations regarding research data.
However, if the conformation to some schemes drawn from intellectual property law is only
desirable from a policy standpoint, for they would increase the research efficiencies stemming
from health data pools, the conformation to data protection laws should be considered
mandatory, given the existence of specific rules regarding the processing of sensitive personal
data for research purposes.
Under these premises, since the imposition of sharing remedies regarding research data
implies the transfer to a third party and thus further processing of this same data, in designing
the sharing remedies needed to open up established health data pools, competition authorities
should conform the sharing remedies to the specific data protection rules set by the General
Data Protection Regulation. This would require the necessary involvement of data protection
authorities both in the definition and in the supervision of the enactment of sharing
obligations regarding research valuable health data.
In these regards it needs to be observed that the remedial imposition of sharing obligations
towards a third party competitor by an established health data pool, equals to the creation of a
new health data pool between these parties, circumscribed to the data either held essential for
the specific research purposes- under the sharing obligation ex art. 102 TFUE- or
circumscribed to the data forming the divested research pole- under a commitment decision.
This means that from a data protection perspective, these sharing remedies should respect the
above-defined data protection safeguards that the parties to a health data research pool have to
obey to in order to be compliant to data protection law.
In these regards, however, since information sharing remedies enacted at competition
enforcement level are exceptional and specific regulatory interventions, specifically designed
by competition authorities in the exercise of their exceptional regulatory powers, it could be
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argued that by designing these remedies competition authorities could require a higher data
protection threshold. This would need to be imposed together with data protection authorities
and eventually also with ethics committees.
Competition authorities, for example, could require that research data are shared
anonymously1792. As has been assessed above, the requirement of anonymity regarding
research data is not established as mandatory under the General Data Protection Regulation.
The imposition of such a requirement by the competition authority could thus heighten the
data protection threshold of health data pools mandatorily imposed through competition
remedies in respect to that of “spontaneously” formed health data pools.
Moreover, competition authorities could refer to data protection law principles1793 in order to
define the addressees of disclosure obligations regarding research information. In particular
the principles of fairness and transparency of health data-driven research could suggest that
the beneficiaries, that is the recipients of sharing remedies are smaller private research entities
or public research entities. The mentioned data protection law principles could thus ground,
for example, a more flexible interpretation of the notion of essential facilities when the entity
requesting access to research valuable information is a smaller private undertaking or a public
undertaking who intends to enter a research field already controlled by a dominant (digital)
research platform1794. Likewise, in case of the divestment of research poles through a
commitment decision, the same data protection law principles could suggest the direction of
the research poles’ divestment towards smaller undertakings or public research entities, which
risk to be otherwise cut off research collaborations through the entrenching dominance of
newly merged entities.
Against this backdrop, thus, data protection law, in its reaffirmed function of regulating datadriven innovation and data flows within the Digital Single Market1795, could provide
regulatory grounds for the design by competition authorities of sharing remedies regarding
innovation valuable information.
In this respect it needs to be observed that the incorporation of data protection law’s rules and
principles within “behavioural” information-based competition remedies, does not amount to
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an undue enforcement of these same rules and principles by competition authorities, and does
not mean thus the encumbering of competition law with external values1796.
To the contrary, such regulatory interaction appears to be exactly demanded by the object that
competition enforcement would have in the context of health data pools, that is the restoration
of the competition process in health data-driven innovation.
Since, as demonstrated above1797, the General Data Protection Regulation requires that datadriven research, and thus the ex ante design of research based health data pools, should be
fair, transparent and sustainable, these same principles should also be followed by
competition law authorities when intervening ex post in order to restore competition in health
data-driven innovation through the mandatory creation of new health data pools between
parties competing in the field of health data-driven research.
For the purposes of this form of para-regulatory competition enforcement, itself suggested by
the European developments occurred in the context of information abuses of market powers
under art. 102 TFUE and of recent commitment decisions in pharmaceutical markets,
competition authorities cannot disregard the object of the imposed sharing remedy- that is
(sensitive) personal data- and the rules that govern its sharing. This because the regulatory
dimensions of health research as personal data processing and of health research as a market
are just two sides of a same phenomenon. As a result, the rules requiring health data
processing for research purposes to be fair, transparent and sustainable, demand also the
market of health data-driven research to be fair, transparent and sustainable.
Hence, in intervening in the structuring of such health data research markets, competition
authorities should be bound to the consideration of data protection rules regarding this same
data-driven research, so as to render the same competition process within the market of health
data-driven research equally fair, transparent and sustainable.
Such interpretation, which intends to maximise the regulatory interactions between
competition law and data protection law, in the moment the former intervenes in the market
structuring of health data processing activities, is suggested by the principle of consistency
and coherence of European law under art. 107 TFUE1798, which points at the interdependency
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and mutual supportiveness between different branches of European law1799. On a practical
level, such consistency would be thus achieved through greater collaborative efforts between
competition and data protection authorities1800.
Different considerations need to be conversely made in respect to the regulatory support that
intellectual property law can have in the shaping of competition remedies regarding the
sharing of innovation sensitive information. Differently from the case of data protection law,
which provides specific rules concerning the sharing of health data, which are thus directly
applicable, intellectual property law’s licensing schemes could be applied only in analogy. In
these regards, for the purposes of health data pools’ design, licensing schemes drawn from
standard essential patents and from patent pools would be particularly interesting.
In these regards, it would be useful, as some strand of the literature has stressed1801, that the
Commission would issue more specific Guidelines regarding data-driven cooperation, better
defining the conditions under which intellectual property law schemes could be applied to
data pools.
Upon the premise that more precise specifications would be needed through the
Commission’s soft law interventions, at a very general level, it can be said that measures upon
which competition authorities could rely for the purposes of the design of pro-competitive
health data pools, could be respectively found in the imposition i) of FRAND terms, ii) of
grant back-clauses and iii) of technical standards of openness regarding the sharing of
research valuable health information.
i) FRAND Terms: already in the Asnef-Equifax decision, the European Court of Justice
stressed the importance of the non-discriminatory nature of the conditions of access to a data
pool by competing parties1802. For these purposes, the European Commission has argued in
favour of taking inspiration from practices regarding certain standards setting concerning
technologies under patent protection1803. In these regards, with specific reference to the
negotiation framework of standard essential patents, it has considered the possibility of
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establishing licenses of data on the basis of FRAND- i.e. fair, reasonable and nondiscriminatory- terms1804.
In the realm of intellectual property, these are licensing terms compelling standard essential
patents holders to license their patents to any standard’s implementer on FRAND terms.
From the perspective of the considered competition sharing remedies regarding competitively
relevant data, the imposition of FRAND terms would be a means to grant access to essential
research data to minor undertakings1805. Moreover, in the context of commitment decisions,
the granting of access to research valuable data under FRAND terms could be a requirement
conditioning the divestment of research poles to other big competing research actors, thus
impeding the creation of research oligopolies. A similar commitment was offered by the
parties in the Siemens/Drägerwerk merger, where the merging entities committed to ensure
the continued interoperability between their medical equipment and patient monitors and their
interoperability with hospital data management systems “on a non-discriminatory basis and
free-of-charge”1806.
From an additional standpoint, the FRAND terms could also be a basis for the setting of
remuneration rules for the data access provided to third parties1807.
However, it needs to be observed that the implementability of FRAND terms in the context of
data sharing remedies is largely obstructed by the lack of consensus regarding the actual
definition of what these terms actually are as well as the procedures that need to be enacted in
order to comply with a commitment based on the FRAND terms1808.
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The European Court of Justice has tried to fill some of these gaps in the Huawei decision,
which has developed a negotiation framework for FRAND Royalties1809. This framework has
been explicitly referred to by the European Commission for the establishment of a framework
of obligations to share data under competition law1810. However, it has itself acknowledged
that a proper framework regarding FRAND terms is far from being developed1811. This has
led some strand of the literature of questioning the opportunity of referring to FRAND terms
as a relevant means for the promotion of pro-competitive data sharing1812. Although this
position may be commendable, it is here believed that the consideration of the FRAND terms,
could nonetheless provide an interesting benchmark upon which more precise Guidelines
regarding the remedial obligations of information sharing need to be developed for the
purposes of competition enforcement. With specific regards to the sharing of health research
relevant information, the definition of the principles regarding fair, reasonable and nondiscriminatory access terms should be conducted with reference to the corresponding data
protection principles, to which health data-driven research needs to conform under the
General Data Protection Regulation.
ii) Grant Back Clause: with regards to the establishment of grant back clauses, these could
be conversely a means imposed by competition authorities to repair exclusionary conducts
occurred within an established health data pool. It could thus assure that all the parties to a
health data pool effectively get back the research information resulting from a research
enquiry conducted, inter alia, with the data that they had initially shared within the pool1813.
The imposition of such clauses would thus be a means to counterbalance the (growing)
market power of a data pool’s member1814, which could be abused through the interruption of
the provision to other members either of the provided research infrastructure or of a specific
1809
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type of upstream data, as, for example, digital runaway data controlled by a digital company,
as Google or IBM1815. In respect to this scenario, a grant back clause would thus assure that
all the members of the data pool, thus also the weakest members- as could be the case of
pharmaceutical companies in respect to digital companies-, continue to have access to the
pools’ generated essential research facilities. Also in case of the divestment of research poles,
and thus the imposition of a research collaboration with other competing parties as in the
above-cited Novartis case, a grant back clause could block the attempt of (mis-)appropriation
of competing parties of the research facilities built upon the research information provided by
the merged entity through the divestment of the research pole.
The imposition of a grant back clause should however be only imposed as an ex post remedy
in case of the occurrence of such abusive exclusionary conducts: indeed, as has been observed
by a strand of the literature, the general obligation to insert such a clause in data exchange
agreements could indeed prevent a large external data holder to enter a pool, with that
precluding the pool members to access needed technological infrastructures or specific types
of research valuable data1816.
iii) Technical Standards of Openness: ultimately, just as patent pools, also data pools could
be bound to the respect of certain technical standards of openness. In these regards, the
European Commission has underlined that effective data sharing policies need to be
“supported by appropriate technical standards in order to implement meaningful portability in
a technologically neutral manner”1817.
In the context of the debate regarding which technical standards could effectively promote
interoperability and data exchanges among platforms, application programming interfaces
(APIs) have been looked at with increasing interest by both the European Commission1818 and
the scholarship1819.
Application Programming Interfaces are sets of protocols determining how software
components communicate with each other, thus enabling a firm to access data controlled by
1815
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another company. The relevance of these technical standards of openness for data sharing has
been stressed by the Article 29 Working Party in respect to the implementation of data
portability under the General Data Protection Regulation1820. Here, the Working Party
stressed the opportunity to define application programming interfaces for the purposes of data
transfers with a sector-specific approach1821.
Interestingly in these regards, some studies are emerging enquiring the specific application of
application programming interfaces for the purposes of the increasing the access and the
sharing of health data among health providers1822.
However, even within this sector-specific approach, the European Commission has stressed
the conformation of the structuring and the employment of application programming
interfaces around the principles, amongst others, of “stability, maintainance over the lifecycle,
uniformity of use and standards”1823. As the literature has stressed in these regards the
definition of standardization features of these application programming interfaces is seen as
an essential precondition for the establishment of the technical and thus legal certainty that is
needed in order to promote efficient data sharing practices. The lack of the definition of
uniform technical requirements would result in a technical uncertainty that would ultimately
become an obstacle for the set objective of efficient data sharing1824.
For these purposes, the European Commission has programmed the establishment of a
European support centre for data sharing, under the Connecting Europe Facility Programme,
having the specific aim of assisting firms in developing sound application interfaces
programmes with best-practices models, contracts and other technical and legal support.
Although it is still largely unclear who should define the standards for these application
interfaces programs, it would be desirable that the participation to the standard setting
procedure would be unrestricted and transparent, and that the resulting standard agreement
should provide access to the standard on the above recalled fair, reasonable and nondiscriminatory (FRAND) terms1825. The lack of openness in the definition of such standards
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would risk to cut off from the adoption of such technology, the market players that cannot
autonomously keep pace with technological developments1826.

3.6.1 Open Questions Over the Administrability of Sharing Remedies of Research Data
The support that both data protection rules and intellectual property schemes can give to the
design of sharing remedies regarding research valuable information encounters however some
technical problems regarding the practical administrability of the licensing of digital health
data.
As some authors have indeed stressed, in the context of the algorithmic processing of the data,
it is very difficult to define which exact datasets are object of the sharing obligation1827.
In the context of essential facilities cases, the requesting firm, is indeed not capable, exactly in
light of the obscuring intellectual property rights over health data and of the generative nature
of processing analytics to know in advanced which datasets are essential for its research
activities. From the perspective of the requesting firm, the exact content of health data pools
is thus unspecified1828.
Differently, in the context of commitments regarding the divestment of research poles and
thus the sharing of health data pools, the question could arise whether the divested health data
pools should concern a defined set of data or whether the licensed data should be updated in
accordance to the pace of data analytics1829.
In these regards, the problem of the identification of the licensed data resource could be
however partly overcome through a collaborative effort between competition and data
protection authorities. Indeed, as has been shown above, data protection authorities have
strong enquiring powers established under the General Data Protection Regulation. In virtue
of these investigating powers, mainly given by the analysis of data protection impact
assessments, data protection authorities can access the most detailed information regarding
the content and structure of health data pools, also accessing protected information1830.
This means that the assessment by the competition authority over the essentiality of specific
datasets can only be carried out through collaboration with the data protection authority, in
order to define which information is to be captured by the sharing obligation. In this
1826
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perspective, the joint assessment of research data pools by the involved authorities can also
establish the limitation of the timeframe for which also future, thus updated, data need to be
shared1831, respectively by the abusing dominant firm in case of a refusal to share under art.
102 TFUE and by the merging entity that has committed to share with other market players
part of its research valuable assets. In these regards, the timeframe set for the licensing of
future information should be carefully determined also in light of the risk that, by granting
access to an excessively large dataset, the same competitors could be disincentivised from
generating their own research data1832.
A second concern regarding the administrability of the licensing of health data is given by the
difficulty of assuring that the shared data are effectively employed by the competitors
benefiting of the remedy for the purposes of health research and not for other ones1833. In
these regards it has been rightly acknowledged in the literature that an eventual limitation on
the use of the licensed data only for the declared purposes would be impossible to monitor by
a competition authority1834.
However, it is here believed that it would be sufficient for the competition authority to
monitor that the data licensed through the sharing remedy are effectively used for the health
research purpose and thus functional to the re-establishment of the harmed competition
processes regarding health research. Conversely, uses of the licensed data for different
purposes are not relevant for the competition dynamics of the considered innovation market.
The monitoring of these should thus not be competence of competition authorities. The uses
of data that fall outside the (imposed) licenses should be considered illegitimate under the
relevant intellectual property laws.
Ultimately, also with the above-signalled restrictions, the administration of sharing remedies
needs a constant monitoring and, if needed, also an outright re-calibration of the imposed
obligations in accordance to the fast changing nature of the considered research
environment1835. It could indeed occur that the competing firm that is the addressee of the
imposed information flows, as it is the firm requesting access to the research-essential facility
1831
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or the firm to whom the research pole is divested as a result of a commitment, itself merges,
creates a joint venture or establishes another type of research alliance with another market
player, this rendering the sharing remedy not appropriate anymore for the purposes of the reestablishment on competition in innovation1836. Such a scenario would thus require
competition authorities to re-shape the occurred competition enforcement in light of the
changed networked research ecosystem.
The above highlighted concerns regarding the administrability of big data relate to the
ultimate question of the breadth of competition authorities’ intervention powers in respect to
behavioural remedies regarding the sharing of research valuable information. For these
purposes, both articles 7 and 9 of the Council Regulation 1/20031837, respectively regarding
remedies under art. 102 TFUE and commitment decisions, confer to the Commission broad
powers for the ending of an occurred infringement “through any behavioural or structural”1838
remedy, with the only requirement of the proportionality of such enforcement intervention
under art. 7 of the same Regulation.
These “behavioural” enforcement interventions in the market, need to be first of all rooted in
specific antitrust harms. This means that competition authorities should thus abstain to assess
what technical data is being collected and exchanged, as long as it does not interfere with
antitrust harms to innovation in a well-defined research area.
In this perspective, competition enforcement need to be strictly rooted first of all in the
ascertainment of a harm, even if the scope of such harms has been lately squeezed by both the
European Court of Justice and the European Commission have tried in high tech and
innovation markets.
In these “exceptional circumstances”, as the mentioned essential facilities’ cases and the
commitment decisions in the context of pharmaceutical mergers have shown, information
sharing remedies need to be imposed by competition authorities on a careful case by case
basis, through reliance of specialist expertise to make predictions with a certain degree of
confidence1839. In cases of sharing of personal data, as it is the case of health data, such
1836
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expertise needs to necessarily be retrieved first of all from data protection authorities, and if
needed also from scientific regulatory authorities, such as the European Medicines Agency at
European level. The reliance on such expertise could thus help to fill some of the above
highlighted administrability loopholes of competition remedies regarding the sharing of data,
starting from the definition of which data need to me made object of the remedy in order to
effectively restore the identified harm.
These last considerations suggest the opportunity to envisage a “collaborative governance” of
competition remedies in highly networked data-driven innovation sectors, as the one of digital
health1840.
Such decentralization of the design of competition remedies, through the involvement of other
regulatory agencies, needs however to accompanied by a non-negligible note for caution,
which relates to what is maybe the most serious criticality regarding the administrability of
information-based remedies. The risk is indeed that competition authorities, as supported by
the expertise of other regulators, enjoy a too broad discretion in shaping such information
remedies and thus in deciding whether and which information should remain in the
appropriability sphere of dominant or merged companies, or should be disclosed in order to
advance competition in innovation1841.
Such an excessive broad discretion would first of all go to the detriment of the legal certainty
in competition enforcement endured by market players in respect to their decisions regarding
how to manage their research valuable information assets, and thus regarding whether to share
their data or to refuse to share their data. Moreover, such broad discretion in the design of
information sharing remedies risks to bind these same remedies beyond their legitimate
function of preserving sources of competitive pressure in research markets, and to encumber
them with the regulatory function of structurally adjusting markets to promote innovation1842.
The imposition of an obligation to share research valuable information per se entails a market
shaping effect. This determines the above-mentioned para-regulatory nature of such remedies.
However, in order to prevent an undue proactive market structuring effect through
information sharing remedies, these should be strictly circumscribed to the elimination of the
consequences of the anticompetitive behaviour. As the European Court of Justice has pointed
1840
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out, behavioural remedies should be circumscribed to the provision of “advantages which
have been wrongfully withheld”1843.
The definition of the extension of competition authorities’ powers to re-establish such
“wrongfully withheld” advantages remains an open question.
In these regards, some strand of the literature has argued that in some cases, in order to
effectively restore the harmed competition process, competition authorities should restore
competition not (only) at the level it was before the infringement but at the level it would
have been at the moment of enforcement without the infringement1844.
At the very opposite end of the spectrum, other authors have highlighted that demanding the
sharing of data would be a form of “market engineering”, which would unduly try to protect
competitors’ instead of consumers welfare1845 and thus substitute competition enforcement to
the market’s self-correcting mechanisms1846.
In respect to the competition in data-driven innovation, it is highly difficult to establish both
the level of competition that existed before the infringement, or that would have developed if
the infringement had not occurred, this rendering both the mentioned positions of highly
speculative nature.
However, in case an infringement is found under the essential facilities’ reading of art. 102
TFUE or a merger is found to excessively centralise research resources with a resulting harm
to competition in research endeavours, the sharing remedy becomes a means exactly to reestablish the well-functioning of the market through the provision of the resource input
through which the market aliments itself.
Against the backdrop of the objective regarding the re-establishment of the well-functioning
of the market, a “behavioural” competition intervention would be thus justified when the
phagocyting dynamics of data-driven markets themselves appear to be uncapable of selfcorrective reactions against occurred antitrust harms. Since, as the European policy
declarations and legislative initiatives regarding the Digital Single Market suggest1847, the
existence of free-flows of information is regarded as a structural component of the well-
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functioning of data-driven markets, information sharing remedies would thus consistently
meet this objective.
From this perspective, hence, the objective of the well-functioning of data-driven innovation
markets, as achieved through free flows of information, constitutes at the same time the
justification and the limit of the enactment of competition remedies based on the sharing of
research valuable information.
The assessment regarding how a specific sharing remedy is functional to the re-establishment
of the well-functioning of the market as harmed as a result of businesses’ anticompetitive
conduct, needs to be necessarily conducted on a case by case basis.
This means that the question regarding how the information sharing should be designed and
thus how the behavioural competition intervention is allowed to interfere with the free play of
market forces cannot but be determined on a case by case basis, as it occurs with any other
competition remedy, also with prohibition decisions.
Nonetheless, the above-traced analysis has tried to trace some general boundaries for the
discretionary enactment of sharing remedies and for their equally discretionary design: first of
all, the existence of an antitrust harm; second, the respect of the regulatory dictates of other
branches of the law- as data protection law and eventually intellectual property law-, which
are directly applicable to the information that is made object of the sharing remedy; third, the
involvement of other relevant regulatory authorities in the phases of both the design and
monitoring of the remedies; ultimately, the tailoring of information sharing remedies only to
the extent they are necessary to the re-establishment of the (harmed) market functioning,
through the provision of necessary informational inputs.
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Research Results and Conclusions
The study has explored the emerging economic reality of health data pools from the
perspective of European Union policy and law, with specific regards to European data
protection and competition law. Against the backdrop of the contractual sharing of health data
for research purposes and the growing emphasis placed at European policy level in respect to
the free movement of research data within the Digital Single Market, the thesis has questioned
whether and under which conditions health data pools are lawful under the two considered
frameworks.
For these purposes the research has evolved around three main levels of analysis, employing
different methodological tools and respectively referring to different fragments of the
European regulatory framework regarding data-driven health innovation.
The first level of analysis has enquired the features of the newly emerging patterns of digital
health research, demonstrating that for the purposes of innovation in digital health research
stakeholders are increasingly resorting to data pooling schemes as a means of concentrating
complementary information-based technology resources. As has been illustrated, health data
pools are a form of private ordering of digital health innovation, which can be considered as
an evolution of patent pooling schemes in the datafied life sciences research sector. They are a
direct expression of businesses’ and research entities’ freedom of contract and business in the
digitised health research environment. From a further perspective, they are to be considered as
a contractual response to research actors’ growing reliance on technical and legal means of
enclosure of information-based assets, increasingly entrenched in data silos.
Overall, health data pools reflect a newly emerging innovation-based paradigm centred upon
the collaboration of a different range of stakeholders for the purposes of data sharing and
aggregation. As has been shown, such paradigm is contractual-based and not intellectual
property-based: from a more general regulatory perspective this reflects the weakness and- as
some authors1848 have suggested- the inadequacy of intellectual property laws for the
promotion of data-driven innovation objectives; and conversely the growing relevance of
“contractually reconstructed research commons” established through (health) data pools. The
examined case studies of recently established health data pools have enabled the mapping of
the various interests of both public and private nature underlying health data sharing practices.
The importance of contractual sharing of data for innovation purposes has been lately strongly
stressed at European policy level within the Digital Single Market Strategy. In this respect,
1848

J. HOFFMANN- R. HILTY- S. SCHEUERER, Intellectual Property Justification for Artificial Intelligence, Max
Planck Institute For Innovation and Competition Research Paper N. 20-02, online available at
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3539406.
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the European Union has interestingly chosen the policy option of shaping incentives for the
sharing of data among various economic stakeholders instead of introducing compulsory
access regimes through direct legislative interventions1849. In this context, interestingly, both
digital health and the free flow of information are identified as strategic areas in respect to the
set goal of maximising the innovation potential of the digital internal market.
Under these premises, the second level of analysis has questioned whether European data
protection and competition law support data-driven innovation objectives and under which
normative conditions. Ultimate goal of this part of the study has been that of measuring the
contractual freedom of sharing research valuable data, as supported at European policy level,
upon European data protection and competition laws’ provisions regarding research.
From the perspective of data protection law, the analysis of the provisions related to health
data treatment under arts. 9(2) lett. j; art. 5(1) lett. b); 6(4) and 89 GDPR, have suggested the
existence of an outright research exemption and a special data protection regime related to the
processing of health data for research purposes. Under this special framework, thus, it appears
that the GDPR allow health data pools, in accordance with the objective of the promotion of
the free flow of personal data within the European internal market, which is set in parallel to
the other objective related the protection of the fundamental right to data protection. From this
standpoint, it has been argued that the research exemption is a rule for the data economy, as
the right to data portability, stimulating data mobility among platforms and thus directly
serving innovation purposes.
From the different perspective of competition law, it has been shown that also European
competition law entails a research exemption in the form of a block exemption for research
and development agreements, equally pursuing objectives of economic and technical progress
resulting from the sharing of research precious information. This part of the study thus has
enquired the relevance of health data pools as research and development agreements under
art. 101 TFUE, and the applicability of art. 101.3 TFUE and the related R&D Block
Exemption.
This part of the research has thus demonstrated that both European data protection and
competition law establish specific access regimes regarding research valuable health data,
ultimately enabling the contractual trading of such sensitive data. Both frameworks appear to
encourage health data pooling practices carried out for scientific research purposes, subjecting
these to specific conditions. This means that under both legal regimes, provided certain
conditions are met, data pooling practices are considered lawful under an innovation1849
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rationale. At a more general level, the analysis has suggested that under both data protection
and competition law, European Union law establishes an innovation-defence framework for
the sharing of health data for research purposes.
These findings have in turn triggered the question, addressed in the final part of the study,
regarding the limits that the considered data protection and competition law frameworks set to
the contractual freedom of health data sharing. For these purposes, after having acknowledged
the alignment between the two legal frameworks in respect to the promotion of contractual
exchanges of data and the related data-driven innovation objectives, this last level of analysis
has explored the different roles that each of the considered frameworks have in the design of
health data pools, identifying the requirements and remedies directly interfering and thus
shaping economic actors’ contractual freedom to share data.
In this respect it has been shown that data protection law sets ex ante design requirements in
the form of data protection safeguards required under art. 89 GDPR and under other more
general data protection obligations borne by controllers in data processing and thus data
sharing operations. From the competition law side, conversely, the relevance of sharing
remedies under both the essential facilities doctrine and commitment decisions in merger
procedures has been evaluated for the purposes of the ex post design of health data pools, that
is for the purposes of competition interventions over established data sharing agreements.
This part of the analysis has ultimately suggested newly emerging channels of interaction
between European data protection and competition law in the regulation of the complex
phenomenon of health data sharing. As said, both frameworks indeed set invasive limits to the
free trading and aggregation of health data.
However, if in respect to the identified research-enabling regimes- that are the GDPR’s
research exemption and the block exemptions under art. 101(3) TFUE- both frameworks
appear to favour market-oriented innovation goals, in the different moment of the limits these
same frameworks establish to contractual data aggregation, the objectives pursued by each of
the considered regulatory scheme become different. Indeed, as has been illustrated, the data
protection safeguards required by the General Data Protection Regulation for processing
activities carried out for research purposes re-establish also in the context of the special data
protection regime regarding research the external limit related to the protection of data
subjects’ fundamental rights and freedoms. In this way, the primacy of the General Data
Protection Regulation’s fundamental rights-based pillar over the market-oriented one is
affirmed also, and especially, in respect to data processing activities carried out for research
purposes.
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Conversely, the analysis of the possible limits to the sharing of health data under competition
law, have shown how a sharing remedy regarding aggregated data could be justified exactly
in light of the objective of protecting competing parties’ ability to innovate and the resulting
technological progress. As has been demonstrated, innovation has become an increasingly
important parameter in recent competition policy under both art. 102 TFUE and merger
procedures. A competition-based sharing remedy over health data transfer agreements, would
assure that established data pools remain open also to weaker competitors, with that
promoting the data-driven progress in the internal market.
Despite these very diverging objectives of data protection safeguards and competition
remedies acting as regulatory constraints to the freedom of contract and business in data
sharing, the analysis has also suggested a mutual supportiveness between data protection and
competition law in the regulation of (health) data-driven innovation, which can be perceived
in a bi-directional perspective.
First of all, it has been observed how competition-based sharing remedies could curtail
controllers’ over-reliance on data protection safeguards, which could abusively impair the
flow of research valuable health data among economic actors. In this perspective, competition
intervention could become a means to modulate the same data protection law’s goal of
promoting the free flow of personal data, by taking advantage of the same GDPR’s regulatory
flexibilities regarding research. Such competition-based sharing remedies regarding personal
data would indeed be triggered there where the same data protection safeguards could be
employed by controllers in a way that abusively consolidates their market power in a certain
research sector, thus restraining the correspondent innovation path.
From an opposite perspective, it has been highlighted that the fundamental rights-oriented
data protection safeguards required for research processing activities over sensitive data are
not at all suspended in case of competition-based data sharing remedies. To the very contrary,
exactly because the imposition of an obligation to share datasets implies a further processing
of collected datasets, the compulsory sharing of such datasets would need to comply first of
all with data protection requirements. As has been shown, thus, data protection safeguards
constitute the external limit to the enactment of sharing remedies regarding personal data. In
this perspective, thus, data protection law appears to have a fundamental guiding role over the
design of behavioral competition remedies, as data sharing remedies.
Ultimately, data protection law, and more precisely the General Data Protection Regulation,
sets the basic framework for health data sharing, occurring both in the form of free contractual
sharing, encouraged in the Digital Single Market Strategy, and of externally imposed sharing
obligations. This means that the research-based data protection regime illustrated in the
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present study constitutes a primary regulatory source of health data-driven innovation,
shaping contractual parties’ sharing arrangements as well as competition authorities’
interventions onto data pooling operations.
For these last purposes, the study has ultimately suggested the opportunity of a stricter
collaboration between data protection and competition authorities, to be grounded in the
precious information regarding the structuring as well as the content of information
technology pools, both authorities have access to.
This last consideration shows how, operationally speaking, the mutual supportiveness
between data protection law and competition law in the regulation of data-driven research and
innovation remains an open field of enquiry. This contribution has provided a first theoretical
and normative analysis of the newly emerging challenges related to data-driven innovation in
the healthcare sector. These are directly resulting from the collaborative organizational
arrangements of data pools, to be considered as contractual-based ordering tools shaping
research patterns, in respect to which data protection and competition laws have a growingly
relevant regulatory impact.
The practical countenance of such an impact will need to be further explored: in particular the
obstacles to a collaboration between data protection and competition authorities in the
governance of data pools- as the one given by the limitation of competences of the two
regulatory authorities- will have to be examined more in detail and addressed. Further
research needs thus to be clearly conducted with regards to the operational balance and
synergy between fundamental rights’ protection objectives and market-oriented innovation
goals in the creation of the common European health data space recently announced by the
European Commission in the 2020 European strategy for data.
The urge to find such a complex balance has become even clearer in the wakes of
contemporary events, where the pressure of unlocking the vital research value embedded in
health datasets through collaborative sharing efforts should be carefully directed towards
fundamental rights-shielding innovation schemes. This ethical, well before normative, precept
will have to be taken seriously in the next European and global political and regulatory
agenda so as to prevent that violations allowed for in emergency times, do not end up to be
stable models in future science and society.
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